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ABSTRACT 
Due to dramatic changes in the organisational landscape, organisations have had to 
review and amend risk management frameworks, processes and principles more 
regularly. Consequently, organisations now require an approach to risk management 
that enables the achievement of strategy, objectives and business activities. Risk 
management has to be implemented with the consideration of both the internal and 
external business environment on an enterprise-wide basis. The latter should result in a 
competitive advantage that drives organisational performance and reduces the total cost 
of risk. A pro-active approach to managing the effects of uncertainty on objectives has 
become a necessity for remaining competitive in constantly changing business 
environment.   
 
This study investigates the context and ideology through which risk management can be 
implemented. The purpose of the research was to identify, customize and recommend a 
sound methodology which can be incorporated in order to implement risk management 
as a business enabler. By adopting an exploratory approach, the researcher conducted 
qualitative research, in the form of an in-depth case study, on a multinational financial 
services organisation. Structured interviews were held with senior individuals in order to 
gather data regarding the risk management practices of the organisation.  
  
vi 
 
The implications of the research include, 
 Recent industry trends and best practice examples of risk management 
principles, framework and process requirement for an organisation. 
 Specific practical methods of identification and evaluation of risk management 
maturity in an organisation.  
 Tools and techniques to assist with the development of the risk management 
process.  
 Recommendations for optimising risk management as a business enabler. 
 A unique understanding of the state of risk management in a particular 
organisation and the (lack of) available risk management procedures, principles 
and framework for managing risk.  
 An action plan for implementing and developing risk management in the 
organisation based on the research results and recommendations. The 
methodology supports and guides directors, managers and employees to make 
risk-based decisions when dealing with uncertainties. Whether, setting strategies 
and objectives or carrying out operations and activities, the methodology aims to 
ensure that risk management is an integral component of the entire organisation.  
The main findings of the research revealed that risk management is the perfect vehicle 
to implement and maintain a cohesive approach to enhanced service delivery to clients. 
Effective risk management enables an organisation to reduce uncertainty on objectives 
and remove barriers to achieving objectives. Not only does risk management provide 
protection against losses, but it reduces uncertainties and enables better performance.  
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CHAPTER ONE 
1. BACKGROUND TO THE RESEARCH 
1.1. INTRODUCTION 
Chapter One provides a brief overview of the background to the study and introduces 
the research topic, literature, problem statement, research objectives and methodology 
which will be used throughout the study. The main ideas of the research are discussed 
in this chapter prior to the in-depth investigation of the literature on Risk Management in 
Chapter Two.  
 
The Aon 2009 Global Risk Management Survey (Aon, 2009) revealed that there is a 
growing need to manage risk on an enterprise-wide basis due to the increasing 
complexity of uncertainty for organisations. Risks are more complex, difficult to control, 
carry a higher degree of unpredictability and impact the entire enterprise far more than 
ever before. According to the survey, the implementation of a pro-active and more 
holistic approach to managing the effects of uncertainty on objectives has become a 
necessity for staying in business.   
 
1.1.1. BACKGROUND TO THE STUDY 
In order to gain an in-depth understanding of the risk management realities described 
above, the researcher needs to understand it from an organisational context. The 
researcher nominated Aon South Africa (Pty) Ltd (Aon), a private company, for the 
2 
 
 
proposed research1. The multinational organisation is a local insurance broker and risk 
services provider uniquely positioned in the South African risk and insurance market. 
Aon has a global footprint through its parent company Aon Corporation and offers a 
wide range of risk and insurance products. Aon employs over 500 individuals in South 
Africa and comprises of multiple divisions. Table 1 provides a brief description of each 
organisational division. 
 
Table   1: Organisational Divisions of Aon South Africa 
Division Business Function  
Large Market: 
  
Day-to-day general corporate insurance broking 
Specialty:  
  
Marine, Aviation, and specialized insurance broking 
Risk Management 
Consulting: 
Provides Occupational, Health, Safety, Environmental, Quality 
Management, Business Continuity Management, Crisis Risk 
Management and Enterprise Risk Management services 
Healthcare:  
   
Deals with company medical aids, retirement funding and 
healthcare consulting. 
QED:   
  
The actuarial consulting division of Aon, it deals with long and 
short term insurer requirements. 
Public Sector: 
  
Manages and deals with insurance broking for government-
owned entities. 
Source: Author Derived 
 
The business areas mentioned in Table 1 are the primary revenue-generating functions 
of the organisation. Other Supporting functions include Finance & Accounting, 
Marketing, Information Technology (IT), Human Resources (HR), Training and 
                                                          
1
 When referred to “the organisation” in the remainder of the research discussion this refers to Aon South Africa 
(Pty) Ltd. 
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Development, Legal and Facilities.  Aon currently has ten branches in all the main 
business hubs around South Africa. This makes it one of the largest insurance broking 
and risk services providers in South Africa. Aon Corporation holds similar market 
positions around the world. Based on competitive efforts and revenue figures, major 
international competitors include Marsh and McLennan, Willis Group and Wells Fargo 
Insurance Brokers (Workman, 2010). Locally, competitors include, but are not limited to, 
Alexander Forbes and Glenrand MIB. Due to the limited size of the insurance industry in 
South Africa, this situation creates major competition for market share amongst 
competitors to provide risk and insurance services which meet the needs of clients2. 
 
Over recent times, Aon Clients have become increasingly price sensitive, demanding 
larger discounts and greater individual attention. Aon has been unable to meet these 
requirements based on its current business model and as a result Aon has lost some 
major accounts to competitors. According to the CEO, the latter can be attributed to the 
organisation‟s “focus and commitment to delivering enhanced value to clients which 
demands a price premium and an outright refusal to undercut competitor prices simply 
to retain the business”. These losses, coupled with recent acquisitions, capital 
investment, and lower than expected organic growth, has led to enterprise-wide 
retrenchments and restructuring during 2010.   
 
The researcher is an employee of the organisation. As an employee, the researcher is 
positioned to conduct research from unique perspective within the organisation and as 
                                                          
2
 KPMG reported that the insurance market, based on Gross Written Premium (GWP), amounts to just over R 55 
billion in South Africa (KPMG, 2010).  
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such is exposed to the happenings within the organisation, can interact directly/indirectly 
with other employees, and has access to organisational resources, clients‟ information, 
policies and other organisational material. After an extensive period of observation as an 
employee, and a series of discussions with key individuals, around prevailing business 
practices of the organisation, a research problem was identified by the researcher.  
 
The purpose of the research will be to review the risk management activities currently 
practiced by the organisation and develop an action plan for implementing, developing 
and improving on a culture that values and understands risk, makes risk-based 
decisions, and effectively manages the effects of uncertainty on objectives. If Aon 
incorporates risk management into strategy, objectives, operations and activities it 
should enable the organisation to weather the after-effects of the recent financial storm 
and build a durable and resistant risk management capability (Aon, 2010).   
 
The organisational climate has been changing for some time now, and in the wake of 
recent risk management developments the need for a Learning Organisation has 
increased exponentially (Senge, 1990). Aon is faced with a fast-changing environment 
that requires immediate performance-driven results. In order to establish long term 
sustainability Aon needs to increase shareholders value and grow the organisation. 
These goals also need to be aligned with sometimes conflicting shareholder 
expectations. By implementing and embedding a risk management process that takes 
all of the above into account, management can create a core competency that enables 
the organisation to outperform competitors through turbulent times (Aon, 2009).  
5 
 
 
 
1.2. AN INTRODUCTION TO RISK MANAGEMENT  
During the 20th century organisations experienced major change in the business 
environment due to several change catalysts. The latter includes (but is not limited to) 
the effects of major global conflict, global warming, advancement in technology and 
globalisation, each of which led to the development of new management principles and 
practices to cope with organisational issues, growth and development. Each practice 
and/or principle was designed to develop the organisations core competencies and 
ensure sustainability within the prevailing business environment. Due to the changes in 
the business environment several management practices have been formalised in more 
detail. These include: Quality-, Logistics-, Strategy-, Financial-, Information-, Marketing-, 
Human Resource-, Finance-, Project-, and Operational management to name but a few. 
The principles derived from each management discipline forms our baseline 
understanding of what we know as “Modern Day Management”. 
 
Technologies like the personal computer, the internet, cellular and satellite technology 
has enabled people to communicate more information, to more people, at greater 
speeds than ever before3. Due to the increasing variation and quantity of information 
over a period of time, the rise and fall of organisations are determined by their ability to 
manage uncertainties effectively with the information available. For this reason, the 
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 Technology advancements have led to an increase in raw data. This implies more analysis. More analysis leads to 
more information (What if‟s). More information leads to greater uncertainty and ultimately, more uncertainty requires 
more management of uncertainties. 
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practice of Risk Management (ISO 31000, 2009) has now also been standardised and 
formalised as an integral part of managing a business. 
 
Global leaders operating in the current organisational environment face a large degree 
of uncertainty, much of which threaten critical activities within the organisation (Krazit, 
2009). Organisations, like Apple, Coca-Cola or Google have done well despite the 
global recession because they understand the uncertainties they may face and have 
develop the ability to manage risk4 in a consistent and effective manner while also 
maintaining market leadership (Krazit, 2009). By incorporating a comprehensive set of 
risk management processes and activities, and applying it within a robust framework, 
these organisations have been able to reduce the uncertainty (relating to an objective) 
and thus develop their risk management capability (Coffin, 2009). Risk in context is thus 
defined as “the effect5 of uncertainty6 on objectives7” (Guide 73, 2009:1). 
 
Looking at the first decade of the 21st century, the competitive landscape is constantly 
changing and many organisations like American based General Motors (GM), Lehman 
Brothers (Duncan, 2008), and AIG  have failed to manage new risks effectively  and 
struggled to survive global events like the 2008 financial crisis (Germond, 2008). The 
complete collapse of the global economy could be attributed to organisations‟ lack of 
                                                          
4
 Risk is often characterized by reference to potential events and consequence, or a combination of these. Risk is 
often expressed in terms of a combination of the consequence of an event (including changes in circumstances) 
and the associated likelihood of occurrence (Guide 73, 2009:2). 
5
 An effect is a deviation from the expected – positive and/or negative (Guide 73, 2009:2). 
6
 Uncertainty is the state, even partial, of deficiency of information related to, understanding or knowledge of, an 
event, its consequence, or likelihood (Guide 73, 2009:2). 
7
 Objectives can have different aspects (such as financial, health and safety, and environmental) and can apply at 
different levels (such as strategic, enterprise wide, project, product and process) (Guide 73, 2009:2). 
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effective risk management activities (Coffin, 2009). Change events, like a financial crisis, 
coupled with an increasingly competitive environment bring with them a new set of risks 
in the form of greater uncertainty on objectives. Powerful risk management activities are 
required to navigate through emerging risks and these activities have to enable 
organisations to exhibit strong business resiliency, an ability to manage uncertainty and 
drive change (Anthony, 2008). 
 
Organisations effect, and are affected by, the global environment. The ascendancy and 
maturity of emerging economies, such as China, Russia and India, have been triggered 
by the effects of our global village8. Due to this global interdependency, events like the 
recent global recession have led to the resultant decline of many traditionally strong 
developed economies (Petersen, 2009). The struggle for global economic ascendancy is 
underway and the new global landscape provides for an increased focus around 
regulation, corporate governance, environmental issues, social responsibility and 
ultimately, a greater sense of uncertainty in organisations that lack effective risk 
management activities.  
 
It can be concluded that organisations need to stay abreast of emerging issues and 
learn what peers and competitors are doing in order to manage evolving business 
environmental uncertainties, overcome challenges and capture opportunities in order for 
themselves to be able to develop greater risk management awareness. The Aon 2010 
                                                          
8
 Globalization has several intended and unintended effects which affect organisations. The intended effects are 
more easily measured but the unintended effects cannot be measured until they have materialised (Petersen, 
2009). Each unintended effect contributes to the increasing uncertainties in the business environment. 
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Enterprise Risk Management Survey (Aon, 2010) reveals that organisations with an 
advanced “Enterprise Risk Management” (ERM) maturity level are able to derive 
significant value in areas such as enhanced shareholder value, optimised / reduced total 
cost of risk9 (Berwick, 2007:365), stronger business resiliency and increased operational 
efficiency.  
 
Phoenix Park, a large gas processor in the USA, is an example of an organisation which 
managed to achieve enhanced value through proficient risk management. Their ERM 
program delivered risk awareness to all levels of the organisation, from the Board and 
the leadership team, down to each individual employee. The integration of risk 
management tools and techniques enabled Phoenix Park to achieve success through 
leveraging risk information to support business decision-making toward the 
organisation‟s culture, values and overall business objectives (Aon, 2010). This 
illustrates how organisations are starting to recognise the uncertainties they are faced 
with. Furthermore, organisations are discovering how to properly address uncertainty by 
taking, reducing, eliminating10, transferring or transforming risk into opportunity. 
 
1.2.1. THE DEVELOPMENT OF RISK MANAGEMENT 
Risk Management is defined as “coordinated activities to direct and control an 
organisation with regard to risk” (Guide 73, 2009:1,2). Over the past decade the term 
                                                          
9
 A measurement of an organisation's complete costs beyond just the premiums paid to insurers. Calculation 
methods vary, but generally include insurance premiums, service provider fees, cost of losses which are self-
insured or below policy deductibles, cost of loss prevention and reduction measures, administrative cost of 
operating the insurance and risk management program, plus any other consequential costs (Berwick, 2007:365). 
10
  Risk in itself cannot be eliminated but the activities from which risk originates can be addressed. 
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Enterprise Risk Management has emerged to distinguish itself as a key contributor to 
the success of the modern day enterprise11 from those approaches that merely address 
Governance, Compliance or Insurance Programs. Enterprise Risk Management should 
link everything from strategy, operations, markets and shareholder value to legal, 
compliance, board oversight and shareholder expectations. Enterprise Risk 
Management12 is not just another way of managing uncertainty, emerging trends 
indicate that it will differentiate organisations from their competitors and enable 
organisations to make informed decisions about the effective management of objectives, 
uncertainty, opportunity and threats (Aon, 2010).  
 
Our understanding of Risk Management has evolved significantly over the past decade 
and as new uncertainties have emerged, organisations adapted their perception of risk 
management in an effort to manage uncertainties more effectively. The resultant risk 
managing bodies such as the Risk Committee, Chief Risk Officer and the Risk & Audit 
Committee was formed as part of what is known to be the practice of modern Risk 
Management. The literature available on Enterprise Risk Management provides several 
definitions13. Table 2 below depicts five organisations which have published definitions 
for risk management.  
  
                                                          
11
 Risk management used as is a business enabler to achieve organisational objectives is fundamentally strategic in 
nature. 
12
 The term risk and risk management is defined in more detail in Chapter Two and is used interchangeably 
throughout the study.  
13
 Each definition is discussed in more detail in subsequent chapters. 
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Table   2: A Decade of Risk Management 
Year Organisations  
2000 - 2002 Casualty Actuarial Society (CAS) 
2002 - 2004 AS/NZS 4360:2004 
2004 - 2006 Committee of Sponsoring Organisations of the Treadway 
Commission (COSO) 
2006 - 2008 Risk and Insurance Management Society (RIMS) 
2008 - 2010 International Organisation for Standardisation  
Source: Author derived 
  
Each organisation in Table 2 has developed a unique understanding and a 
comprehensive description of (Enterprise) Risk Management14. Both, the COSO (2004) 
and RIMS (2008) model confirms that effectively implementing Enterprise Risk 
Management provides an opportunity to achieve a durable and holistic top-down view of 
key uncertainties facing the organisation (Beasley, Hancock, & Branson, 2010). If 
Enterprise Risk Management can act as a business enabler to executive teams- by 
strengthening risk management in a way that is both strategic and value adding- the 
likelihood that organisation objectives are achieved, is increased substantially 
(Konarsky, 2010).  
 
A comparison of each risk management definition identified by the organisations in 
Table 2 reveals that they share five critical characteristics. Risk management needs to 
                                                          
14
 Each definition is discussed in more detail in Chapter Two. 
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be integrated, comprehensive, strategic, long term and incorporate aspects of both risk 
and reward. The characteristics are listed by Table 3 below. 
 
Table   3: Characteristics of Risk Management 
Integrated Risk management must span all lines of business. 
Comprehensive  ERM must include all types of risks. 
Strategic   ERM must be aligned with overall strategy.  
Long Term   ERM cannot be incorporated overnight. It needs to be 
embedded into the culture and developed into a core 
competency. 
Risk vs. Reward  ERM identifies risk as well as opportunity. 
Source: Abrams, von Känel, Müller, Pfitzmann, and Ruschka-Taylor (2007) 
 
Abrams, von Känel, Müller, Pfitzmann, and Ruschka-Taylor (2007) identified each of the 
characteristics as critical to ensuring the effectiveness of the organisation‟s enterprise 
risk management. According to the authors, it is important to keep in mind that the 
objective of risk management always remains the same: to reduce the effect of 
uncertainty on organisational objectives, with coordinated activities, as well as to direct 
and control an organisation with regard to risk (Guide 73, 2009:1,2). Based on the above 
it can be concluded that risk management could add significant value to the 
accomplishment of activities, achievement of objectives and realisation of strategy in an 
organisation. 
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1.2.2. A STANDARD OF RISK MANAGEMENT 
ISO 31000 (the Standard) is the newly published risk management standard from the 
International Organisation for Standardization. According to the Standard (2009), ISO 
31000 can be applied and adapted to “any public, private or community enterprise, 
association, group or individual”. The purpose of ISO 31000 is to provide principles and 
guidelines on risk management practices (2009:v). In conjunction with ISO 31010: Risk 
Assessment Techniques (2009) and Guide 73: Risk Management - Vocabulary (2009), 
the three publications comprise a unique family of risk management standards that 
serve as the culmination point of risk management over the past few decades.  
 
Together, ISO 31000, ISO 31010 and Guide 73 form the benchmark of the risk 
management approach reviewed for the research. Each clarifies the risk management 
principles, framework, process, procedures, tools and techniques the organisation 
should follow to manage uncertainty in a complex business environment. The latter also 
defines the way in which risk management can be incorporated into the strategic and 
operational aspects of the organisation and can reduce the effects of uncertainty on 
objectives. 
 
Risk Management, in the context of the Standard, represents a revolutionary change in 
an organisation‟s approach to risk. The standard broadens the scope of risk 
management activities and behaviours to include every significant area of organisational 
uncertainty as an effect of uncertainty on objectives (RIMS, 2010). It requires that 
uncertainties be considered in relation to each other (Risk Interdependency) to establish 
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a consolidated risk profile of interconnected risks. It expands the scope of risk 
management practices beyond physical and financial exposures to include the effect of 
uncertainty on long-term strategy, competitor response, human capital, and operational 
exposures, to name a few (Walsh, 2009).  
 
1.2.3. THE COMPETITIVE ADVANTAGE OF RISK MANAGEMENT 
Fundamentally, Risk Management is a means to a competitive advantage (Walsh, 
2010). It encompasses all aspects of an organisation‟s ability to manage risks and seize 
opportunities related to the achievement of objectives (Walsh, 2009). Not only does it 
provides protection against losses, but it reduces uncertainties and enables better 
performance (RIMS, 2010). The Standard provides the context in- and ideology through 
which Risk Management can be implemented. The latter enables an organisation to 
reduce uncertainty on objectives and remove barriers to achieving success.  
 
Liebenberg and Hoyt (2003) state that traditional corporate risk management follows a 
“silo-based” based approach compared to recent developments in (Enterprise) Risk 
Management. The authors support the fact that effective ERM enables a firm to benefit 
from an integrated approach to managing risk. This is an approach that shifts the focus 
of the risk management function from primarily defensive to increasingly offensive and 
strategic in nature. 
 
Each organisation is faced with a unique set of uncertainties. Organisations have to 
manage those uncertainties individually and preferably better than competitors. By 
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implementing an effective risk management process over period of time, a unique 
companywide function and capability can be formed (Aon, 2010). An organisation with 
matured risk management characteristics will be able to reduce or eliminate the effects 
of uncertainty on objectives and inevitably developed a strategic competitive advantage 
(Porter, 1998). The latter means that a truly advanced Risk Management process does 
not aim to just enhance an organisations operational effectiveness. It does more than 
that; it allows an organisation to manage risk in a way that is entirely different, and better 
than competitors thus the term strategic competitive advantage (Porter, 1998). The more 
customised the process and the greater the ability to identify, manage and learn from 
individual risks, the greater the competitive advantage.  
 
1.2.4. BLACK SWANS AND ENTERPRISE RISK (MIS)MANAGEMENT  
If companies do not learn from the past15 and fail to develop risk management they are 
unlikely to effectively measure the effects of uncertainty on organisational objectives. 
Recently, the Harvard Business Review published an article on the reason Companies 
Fail to Manage Risk (Stultz 2009:86-94). The following six reasons were identified;  
  
                                                          
15
 Learning from past experience does not imply that organizations must rely on historical information to make 
decisions. Understanding how the probability and uncertainty of the event was measured before and after the 
event impacted on the organisation is the key to developing risk management (Stultz, 2009). 
15 
 
 
 Reliance on Historical Data. 
 Focusing on Narrow Measures.  
 Overlooking Knowable risks. 
 Overlooking concealed risks. 
 Failing to communicate. 
 Not managing in real time. 
 
Each of the above reasons are critical to failure of risk management in the organisation. 
An organisation needs to focus on risk measures which are wider than just its immediate 
business environment. Both the internal- and external context for measuring risk are 
important. Knowable and concealed risks need to be actively pursued and investigated 
in order to determine the validity and potential impact/consequence of each. Risk 
information needs to be communicated to all stakeholders and managed in real time to 
ensure information is up to date and current. Finally, the reliance on historical data is 
addressed separately. 
 
Hume‟s problem of induction (Ayer, 1985:85-91) states that historical data cannot be an 
indicator of what the future holds. The latter is reiterated by Taleb16 through a series of 
introspective discussions. Taleb uses reason and logic to describe how historical data 
provides little indication of what the future holds. Both Fooled by Randomness (Taleb, 
2004) and The Black Swan (Taleb, 2007) discuss how companies base decisions on 
                                                          
16
 Taleb investigates the effects of uncertainty and random events based on the prevailing views on probability   
theory. 
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historical risk modelling to calculate the probability of a risk (uncertainty) materialising. 
Taleb‟s opinion is that the randomness of events discount known probability theory and 
forces organisations to re-evaluate the probability of an event occurring entirely. This 
forces them to look at the effects of the highly improbable and the role of randomness in 
our day-to-day activities17.  
 
In 2002, Donald Rumsfeld said, “There are knowns, they are the things we know. There 
are known unknowns, they are the things we know we don‟t know. But there are also 
unknown unknowns, they are things we do not know, that we do not know” at a NATO 
Press Conference. The latter statement reflects the fact that we can only prepare for the 
“knowns” or “known unknowns”. These are the events which can be incorporated into 
risk models and frameworks. Taleb asks “what organisations can do about Black 
Swans18?” An organisation needs to gather Information relating to uncertainties in order 
to find out what they don‟t know, what they should know and what they know about their 
risk and risk management activities19. The remaining uncertainty of emerging risks can 
only be addressed with a robust and flexible approach to risk management which 
incorporates effective business environmental scanning and responsive risk assessment 
techniques. 
 
                                                          
17
 This research does not cover the validity of actuarial / statistical modeling and it is the author’s opinion that while 
they do have a place in modern risk management assessment techniques they are simply another way of 
determining past trends and potential futures.  
18 
Black Swans are the events that organisations are unaware of, the “unknown unknowns” which are highly 
improbable or random (Taleb, 2007). 
19
 Chapter Four reviews the organisation and its business environment in more detail. 
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We have reached a „tipping point‟ at a time where uncertainty is constant (Gladwell, 
2000). Organisations require certain characteristics in order to survive in the changing 
business environment and manage their risk appropriately. These characteristics include 
(but are not limited to) environmental monitoring to identify crucial emerging risks, 
advanced ERM maturity models to effectively manage risks and well trained risk 
managers that monitor, review and action risk management on a company-wide level. 
Reliance on historical experience in assessing risk exposures can leave organisations 
ill-prepared to respond to rapidly changing environments. Hence companies can be in 
one of two categories, those that follow best practice or those that set it. Most 
companies are classified the as the former. The latter represents organisations that are 
able to effectively manage uncertainty and probability, both internal and external, by 
building on core competencies or  doing what they do best in a pro-active way.  
 
Sinek (2009) argues that organisations that set best practice do so because they 
understand “why” they are in business. Customers are able to identify with the 
organisation‟s products or services, not because of the product/service (“what”), or the 
processes within the organisation (“How”), but because an organisation satisfies an 
integral need (“Why”). According to the author, customers choose to buy one 
organisations product/service over another because the former does not purely exist to 
make a profit or capture market share, it exists to make a difference. An organisation 
that understands “why” it exists can manage its risk effectively because it understands 
its stakeholders and incumbent environment better than competitors.  
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1.3. THE PROBLEM  
The literature review briefly reveals that there has been a great deal of development in 
Enterprise Risk Management over the past decade. Due to dramatic changes in the 
organisational landscape, organisations have had to review and amend risk 
management frameworks, processes and principles more regularly. Consequently, 
organisations now require an approach to risk management that enables the 
achievement of strategy, objectives and business activities. Risk management now has 
to be properly implemented with the consideration of both the internal and external 
business environment on an enterprise-wide basis. The latter should result in a 
competitive advantage that drives organisational performance and reduces the total cost 
of risk. 
 
1.3.1.  THE PROBLEM STATEMENT 
The fact that Aon is experiencing the negative after-effects of recent global events 
provides evidence of poor risk management. There is a lack of formal risk management 
principles, framework and processes. This status quo subsequently leads to the 
conclusion that (Enterprise) Risk Management is not entrenched in Aon’s 
strategies, objectives, operations and activities. 
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1.3.2. RESEARCH QUESTION 
How can risk management be entrenched in Aon‟s strategies, objectives, operations and 
activities? 
 
1.4. RESEARCH OBJECTIVES 
1.4.1. PRIMARY OBJECTIVE 
The research objective is to identify, customize and recommend a sound methodology 
which can be used to implement risk management as a business enabler throughout 
Aon. The methodology must be able to support and guide directors, managers and 
employees to make risk-based decisions when dealing with uncertainties. Whether 
setting strategies and objectives, or carrying out operations and activities, risk 
management should be an integral component of the entire organisation. Advanced 
practitioners are likely better positioned to capitalise on emerging opportunities by 
removing enterprise barriers that increase the effect of uncertainty.  
 
1.4.2. SECONDARY OBJECTIVES 
In support of the primary objective the following secondary objectives needs to be met: 
 Review the history of risk management and identify emerging trends. 
 Identify the principles, framework and process requirements for effective risk 
management based on global best practice. 
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 Construct the business context from which uncertainties arise and identify 
specific areas of uncertainties which affect Aon. 
 Identify and evaluate the current state of risk management. 
 Conduct a gap analysis between the effectiveness of Aon‟s current risk 
management practices compared to global best practices. 
 Propose an action plan for implementing or developing risk management in the 
organisation. 
 
1.5. RESEARCH METHODOLOGY 
This section provides a brief outline of the research methodology employed. Chapter 
Five provides a detailed discussion of the research methodology employed by the 
researcher and includes the design, approach, sample decisions and data collecting 
methods. The main ideas of the research methodology are presented in the remainder 
of this chapter. 
 
1.5.1. RESEARCH DESIGN         
A research design is a plan or blue-print of how the researcher intends to conduct the 
research (Babbie & Mouton, 2001:74). The research approach will follow that of an 
exploratory case study on Aon South Africa (Pty) Ltd and will be restricted to the head 
office in Sandton, Johannesburg. The reason for the latter is because all branches 
report to and are part of the head office. As an employee within the organisation, the 
researcher is ideally positioned to administrate the research, as well as provide detailed 
21 
 
 
observations regarding the current risk management practices within the organisation. 
The exploratory approach will assist the researcher and management in determining 
uncertainties faced by Aon and in gaining a deeper understanding of risk management 
within Aon.  
 
1.5.2. RESEARCH APPROACH 
According to Babbie and Mouton (2001:80) the most important exploratory research 
design considerations are (i) to follow an open and flexible research strategy, and (ii) to 
use methods such as literature reviews, interviews, case studies and informants which 
may lead to insights and comprehension. The latter implies a qualitative approach which 
allows the researcher to gather empirical data from the participants to understand social 
action in terms of its specific context (Babbie & Mouton, 2001:270). The nature of this 
research is therefore qualitative and is conducted in the form of a case study, defined in 
context as an intensive investigation of a single unit20 (Babbie & Mouton, 2001:310).  
 
Prior to the commencement of the study, a pilot study was conducted through an 
electronic survey. The purpose of the pilot study was to gain insight into the current state 
of risk management within the organisation, and investigate the possibility of a 
quantitative research design. There was a limited response from the participants and the 
sample size was insufficient to make any real conclusions. Based on the pilot study‟s 
lack of response and the level of detail pursued in the case study approach, it can be 
concluded that quantitative research would be restrictive for purposes of the research.  
                                                          
20
 Risk Management in Aon South Africa. 
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1.5.3. SAMPLE DECISIONS  
The sampling method used for the research is that of Non Probability (Purposeful) 
Sampling. Babbie and Mouton (2001:166) state that in Non-Probability Sampling the 
inclusion or exclusion of the elements of a sample is for the researcher to decide. Due to 
convenience, the organisation‟s employees (population) will be sampled according to 
purposeful and expert sampling criteria. Based on the sampling criteria specific people 
will be selected for in-depth interviews. These individuals are likely to be those 
responsible for the strategic direction, operations and/or risk management activities of 
the organisation at various levels within the management hierarchy. 
 
1.5.4. DATA COLLECTING METHODS AND ANALYSIS 
The qualitative data collection method used will be that of interviews and observations 
by the researcher. The empirical research will be conducted to gather primary data by 
using multiple sources of information. Based on replication and convergence of 
information from interviews and observations, data will be triangulated from multiple 
employee perspectives from within Aon; thus establishing an enterprise perspective. 
Data evaluation and interpretation will be qualified and incorporated into a detailed 
analysis of findings. Data will be categorized, grouped and where applicable coded in 
order to summarize findings21. The respondents will also be required to rate Aon‟s level 
                                                          
21
 See Data Analysis Process in Chapter Five. 
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of risk management maturity on a maturity index. The latter will be used to benchmark 
Aon‟s risk management maturity against global standards.  
 
A divisional and hierarchical approach will ensure that data is collected from several 
business areas within the Aon head office. This is in order to ensure an individual cross 
section while retaining the integrity of the research and ensuring a „bird‟s eye view‟ of 
the entire organisation. Additional information will originate from organisational 
documents, marketing material, policies and previous industry surveys. 
  
1.5.5. LIMITATIONS 
Barriers may include privileged Information, trade secrets, and/or respondents that are 
not forthcoming with adequate information. Factors like age, race and gender is not 
deemed important for the purposes of this study and there are no limitations placed on 
employees who may participate other that the factors which have already been 
discussed.  
 
The qualitative nature of the study does limit the sample size to that of the respondents 
from the case study. However this is deemed acceptable in order to gain a deeper 
understanding of risk management within the organisation. The advantages of the 
qualitative design outweigh the disadvantages in this instance. 
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1.6. BENEFITS AND MANAGERIAL IMPLICATIONS 
The intended benefits of the study include but are not limited to: 
 A greater understanding of Risk Management from an organisational perspective. 
 Classified variances between the awareness, development and implementation of 
risk management within Aon. 
 Tools and techniques for effective risk management within Aon. 
 Customised risk management action plan which can be used implement/improve 
risk management in the organisation. 
 Recommendations on how to optimise risk management as a business enabler. 
 Aon‟s level of risk management maturity 
 
 
1.7. CHAPTER DEMARCATION 
The research dissertation is divided into the following remaining chapters, 
Chapter 2: Literature Review – The origins and concepts of risk, risk management, the 
risk management process, and enterprise risk management are discussed to clarify the 
relevance of risk management as a business enabler for Aon. The evolution and future 
trends of risk management is reviewed.  
Chapter 3: Focus on ISO 31000 – The International Standard for Risk Management is 
reviewed in detail in order to understand the fundamental thoughts behind risk 
management frameworks, principles and processes.  
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Chapter 4: Business in Context: – This Chapter establishes the context in which the risk 
management methodology is evaluated. The macro-, industry- and enterprise 
environments of the enterprise are scrutinised and drivers of risk management are 
identified. The concept of risk management maturity is introduced, and discussed. 
Finally the chapter is concluded with the review of risk management implementation 
guide.  
Chapter 5: Research Methodology - The focus of this chapter is on the research design, 
research population, sampling, research instruments, data collection and analysis, 
validity and reliability of data and the ethical considerations addressed in the study. 
Chapter 6: Presentation, Interpretation and Summary of Results – The research results 
regarding the risk management practices, processes and activities of the organisation is 
reviewed and presented.  
Chapter 7: Recommendations – In this chapter the risk management action plan is 
developed and recommendations are made based on the research findings. Benefits of 
the research are also reviewed and future areas of research are investigated.  
Finally, Chapter 8: Conclusion – Briefly summarizes the research question and 
objectives in terms of the main ideas, opinions, results and final conclusion of the 
research.  
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1.8. SUMMARY 
Chapter one provided a brief background, research methodology and outline of the 
study. The introductory literature review provided a brief description of the development 
of risk management and the importance thereof in today‟s management practices for an 
organisation like Aon. Aon was introduced, as the case study of the research and a 
research problem was presented. A primary objective was established based on the 
research question and secondary objectives were identified in support of the primary 
one.  
 
Risk Management has become a vital component of an organisation‟s arsenal against 
its competitors. The greater the ability to manage the effect of uncertainty on strategy, 
objectives, operations and activities; the greater the competitive advantage. The 
proposed exploratory study will adopt a qualitative approach and investigate risk 
management within the modern day enterprise.  
 
Chapter Two will review the most recent developments and trends in risk management. 
The latter will provide insight into best practice frameworks and methodologies for risk 
management and illustrate the evolution of risk management over recent times. The 
next chapter will review specific definitions of risk management as well as the risk 
management philosophy and subsequent enterprise approach identified by the various 
authors on the subject matter. 
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CHAPTER TWO 
2. LITERATURE REVIEW 
2.1. INTRODUCTION  
Chapter One provided a brief background to the study, overview of the research 
methodology and introductory literature review of risk management. The research 
problem was identified, and detailed primary and secondary research objectives were 
discussed.  
 
Chapter Two takes an in-depth look at the literature surrounding risk management. It 
includes a discussion of the history, development, philosophy and practice approach to 
risk management. Much has been written on the subject of risk management22 over the 
past decade. This chapter reviews highlights the opinion several authors on risk 
management. Many of these have divergent perspectives on what should be included 
under the subject of Risk Management. The literature review also takes a brief look at 
the impact of Corporate Governance requirements and the incorporation of an 
enterprise approach to risk management. Other aspects which are also discussed 
include a number of risk management structures, as well as a series of identifying 
factors of risk management. 
 
                                                          
22
 Co-ordinated activities to direct and control an organization with regard to risk (Guide 73, 2009:2). 
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2.2. THE THEORY OF RISK MANAGEMENT 
Valsamakis, Vivian and Du Toit (2010:2) define the essence of risk management as ”an 
art and science of managing risks”. Thy suggest it is only in modern times, however, that 
it has developed as a “systematic and holistic business discipline”. Risk Management 
has become an essential component of modern-day business mainly due to several 
global trends. These include an increasing sophistication, concentration and awareness 
of risk (Valsamakis, Vivian and Du Toit, 2010:6).  
 
The concept of risk management can also be broadly defined as “a managerial function 
aimed at protecting the organisation and its people, assets and profits against the 
physical and financial consequences of risk23. It involves planning, coordinating and 
directing the risk-control and risk-financing activities in the organisation” (Valsamakis et 
al, 2010:13). The Risk and Insurance Management Society (Coffin, 2009) distinguishes 
Risk Management as “a broad term for the business discipline that protects the assets 
and the profits of an organisation by reducing the potential for loss before it occurs, 
mitigating the impact of loss if it occurs, and executing a swift recovery after a loss 
occurs. It involves a series of steps that include risk identification, the measurement and 
evaluation of exposure, exposure reduction or elimination, risk reporting, and risk 
transfer and/or financing for losses that may occur. All organisations practice risk 
management in multiple forms”.  
 
                                                          
23 Risk can also be defined as “uncertainty of outcome, whether positive opportunity or negative threat, of actions 
and events (Orange Book, 2004)”.  
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Each definition is closely aligned to the requirements of the Standard (2009). According 
to the Standard24 however, risk management is defined as “coordinated activities to 
direct and control an organization with regard to risk”. There is a trend towards the 
formalisation of risk management in organisations. The standardisation and global 
enforcement of risk management; as well as the global drive for corporate governance; 
provides a unique body of knowledge which organisations can use to develop and 
manage risk on a continuous basis.  
 
Recent changes in the global landscape and competitive requirements have compelled 
organisations to adopt a formal approach to risk management. Traditionally, risk 
management used to be limited to the transfer of organisational risks through insurance 
and alternative risk transfer vehicles. Recently, however, the increased complexity of the 
business environment, and need for active risk management activities, has led to the 
development of traditional risk management into a unique discipline, known simply as 
“Enterprise Risk Management” or “ERM”. Initially ERM was a relatively foreign concept 
and was limited to select organisations only. Over the past decase factors such as the 
recent upturn in corporate governance requirements and the slump in the global 
economy have driven organisations to refocus on the need for good enterprise-wide risk 
management (King, 2009).  
 
Enterprise Risk Management, in the context of this study, is defined as “the on-going 
proactive process of adopting a holistic approach across the enterprise, to manage all 
                                                          
24
 The International Standard: ISO 31000 is discussed comprehensively in Chapter Three. 
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the uncertainty which may affect, either positively or negatively, the achievement of its 
purpose and objectives, leading to action and achieve greater business robustness and 
flexibility, efficient risk-taking and an appropriate risk-reward balance25.” (Anon A, 2009). 
 
For the purposes of this study the term „Risk Management‟ and „Enterprise Risk 
Management‟ will be used interchangeably. The reason for this is that ISO 31000 does 
not differentiate between „Enterprise Risk Management‟ and „Risk Management‟. 
According to the authors of the Standard (ISO 31000, 2009), risk management should 
include the entire enterprise. The original purpose of the term “Enterprise Risk 
Management” (to establish a definitive approach between traditional risk management 
and ERM) has now been realised and can once again be replaced with the term “Risk 
Management”. Risk management, in the context of the research, therefore refers to the 
definition of „ERM‟ described above or the broader context defined by the Standard 
(2009).  
 
In order to illustrate the difference between (Enterprise) Risk Management as a distinct 
evolution from “traditional” risk management the next section reviews the history and 
development of risk management over the period preceding this study. This chapter will 
construct and frame the existing body of knowledge to provide an in-depth 
understanding of the most recent global trends and developments in Risk Management 
theory and practice.   
 
                                                          
25
 Note that this definition also closely reflects the definition and requirements stated in ISO 31000. 
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2.3. HISTORY OF RISK MANAGEMENT   
The history and development of risk management in South Africa is discussed in terms 
of the impact of corporate governance requirements on local businesses. Subsequently 
risk management is investigated in terms of the growth of risk management into an 
integrated enterprise approach. The main schools of thought, prior to the release of the 
Standard, are reviewed. Finally several hallmarks, characteristics and the effects of risk 
management on organisational strategy- which have developed over time- are 
investigated in more detail below.  
 
2.3.1. CORPORATE GOVERNANCE - KING III 
Valsamakis et al. (2010) identifies corporate governance as the „driving force‟ behind 
(Enterprise) Risk Management. The authors define corporate governance as “the 
relationships among the management of a corporation, its board, its shareholders and 
other relevant stakeholders, as well as the specific responsibilities of the board of 
directors, and management, to ensure and maintain these relationships”. Historically, 
corporate governance in South Africa has been driven by the King Code- a code of best 
practice- designed to guide organisations in South Africa on corporate governance 
procedures. The third edition of the King Code, King III, has been in effect since March 
2010. It provides considerably more detail and insight into both corporate governance 
and risk management issues than its predecessors King I (1999) and King II (2002). 
King III (2009) reflects how risks have increased in complexity and severity over the past 
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ten years as well as the increasing importance of corporate governance and risk 
management practices in South Africa. 
 
2.3.2. RISK MANAGEMENT: AN ENTERPRISE PERSPECTIVE 
An increase in the number of emerging risks over the past decade, coupled with the 
increased complexity of risks, has subsequently led to the development of a new 
standard for risk management26. The latter provides evidence of the advancement and 
development of the subject area. Another reason why risk management has progressed 
over recent times is because stakeholders have demanded greater accountability for the 
actions of senior management and directors. Top management now have to provide 
convincing reasons for taking long term decisions that can affect the outcome of 
strategies and objectives, and which affects the long term sustainability of the 
organisation.  
 
Since 1999, ERM has evolved along with corporate governance requirements. A 
number of organisations developed their own approach to managing risk. These include, 
but are not limited to the Committee of Sponsoring Organisation‟s (COSO) Integrated 
Approach to Risk Management (2004) and the Risk and Insurance Management 
Society‟s (RIMS) Risk Management Model (Minsky, 2008)27. Before COSO‟s ERM 
model was released in 2004- and the importance of good risk management practices 
was yet to be fully understood by organisations- ERM was first defined by the Casualty 
                                                          
26
 The Standard is discussed in detail in Chapter Three. 
27
 Each approach is discussed in more detail in subsequent sections of this chapter. 
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Actuarial Society (CAS). According to CAS, enterprise risk management is: "The 
process by which organizations in all industries assess, control, exploit, finance and 
monitor risks from all sources for the purpose of increasing the organisation's short and 
long term value to its stakeholders” (D'Arcy, 2001). More recently, this definition is also 
cited by Valsamakis et al. (2010:88) in the authors‟ discussion and breakdown of ERM 
and its fundamental concepts. 
 
Moreover, the Institute of Internal Auditors (IIA) have defined Enterprise Risk 
Management as a “rigorous and coordinated approach to assessing and responding to 
all risks that affect the achievement of an organisation‟s strategic and financial 
objectives. This includes both upside and downside risks.” The Committee of 
Sponsoring Organizations of the Treadway Commission (2004) defines it as follows: 
“Enterprise risk management is a process, effected by an entity‟s board of directors, 
management and other personnel, applied in strategy setting and across the enterprise, 
designed to identify potential events that may affect the entity, and manage risk to be 
within the risk appetite, to provide reasonable assurance regarding the achievement of 
objectives.” (COSO, 2004). 
 
Before the concept of (enterprise) risk management can be clarified any further, it is 
necessary to review both the COSO and RIMS framework for risk management. Before 
the Standard was released in 2009, COSO and RIMS were known to be amongst the 
most widely-used risk management frameworks, adopted by organisations around the 
world.  
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2.3.2.1. COSO: AN INTEGRATED FRAMEWORK 
The COSO Enterprise Risk Management model (2004) is still viewed by many as the 
Industry Standard for ERM. COSO have played an important role in establishing 
Enterprise Risk Management as a critical function for many risk aware organisations. 
Beasley, Hancock and Branson (2009) emphasise the increased importance of 
Enterprise Risk Management for today‟s organisational development. Advancements in 
this arena include listed entities on the New York Stock Exchange which are required to 
follow corporate governance rules, or audit committees which have to assess and 
review risk assessment and risk management policies. Notably, the Johannesburg Stock 
Exchange (JSE) also imposes KING III‟s requirements for “good” corporate governance 
upon listed entities. KING III requires an organisation to comply with the code or explain 
to stakeholders the reasons why it does not comply. The scope of this research does not 
warrant an in-depth discussion around KING III and therefore will be limited to what has 
already been discussed above28.  Much of the related literature available is based on the 
COSO framework (2004) because it addresses risk management from various 
organisational levels and divisions, incorporating the ERM process in stages at each 
level and division. 
 
The COSO model (2004) aims to improve organisational performance through better 
integration of strategy, risk management, control, and governance and helps boards and 
management understand an enterprise-wide approach to risk management. The 
framework is based on leading practices and development of consistent terminology and 
                                                          
28
 KING III Code has specific risk management requirements but its focus is “good” corporate governance.  
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approaches that can be used by organisations in meeting their objectives (Beasley et al, 
2009)”. 
 
One of the reasons why COSO is used extensively is because it addresses the 
concerns of Auditors, Regulators, Boards of Directors and Shareholders, as well as 
increasing the advantages of Enterprise Risk Management capabilities and controls in 
organisations (Beasley et al, 2009). The legislative requirements such as Basel II and 
Sarbanes Oxley (SOX) in UK and the USA respectively and King III in South Africa lay 
down strict rules and/or Best Practice regarding corporate governance; many 
international regulating bodies view effective Enterprise Risk Management as a vital tool 
for ensuring corporate governance and many approve and recommend the COSO 
model for organisations. Figure 1 illustrates the major components of the COSO model 
as follows. 
 
    
 
Source: COSO (2004) 
Figure   1: COSO Enterprise Risk Management - An Integrated Framework 
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Based on Figure 1, it can be concluded that the COSO model (2004) invariably provides 
a process not far removed from the Standard‟s risk management process (ISO 31000, 
2009). The former also incorporates the risk interdependencies amongst various levels 
within the organisation as well as four different types of risk categories namely strategic, 
operations, reporting and compliance. The standard is discussed in more detail below, 
however based on the risk management developments and increased complexity of the 
business environment it can be concluded that the standard takes a much broader 
approach to risk management than COSO.  
 
2.3.2.2. RIMS ENTERPRISE RISK MANAGEMENT MODEL 
The Risk and Insurance Management Society (RIMS) provide a comprehensive 
definition of Enterprise Risk Management and describes ERM as a function within the 
organisation which designs a detailed plan on how risk should be implemented and 
practiced. RIMS have developed one of the most detailed definitions of ERM. The RIMS 
2008 report on the state of ERM (Minsky, 2008) defines ERM as follows: “Enterprise 
Risk Management (ERM) reduces uncertainty and, over time, improves the prospects of 
success for organisations that have risk management competency. More than just 
traditional financial and insurable hazards, Enterprise Risk Management encompasses 
the entire spectrum of risk, including strategy, operations, reputation, finance, 
compliance and information. As organisations competency levels improve, so do the 
odds of successfully managing all kinds of risks.” This definition has been updated and 
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the 2010 RIMS definition of ERM is significantly more detailed than its predecessor and, 
defines ERM as follows: 
 
“Enterprise Risk Management (ERM) is a strategic business discipline that supports the 
achievement of an organisation‟s objectives by addressing the full spectrum of risks and 
managing the combined impact of those risks as interrelated risk portfolio (RIMS, 2010). 
Enterprise Risk Management represents a significant evolution beyond previous 
approaches to risk management in that it: 
i. Encompasses all areas of organisational exposure to risk (financial, operational, 
reporting, compliance, governance, strategic, reputational, etc.). 
ii. Prioritizes and manages those exposures as an interrelated risk portfolio rather 
than as individual “Silo‟s”. 
iii. Evaluates the risk portfolio in the context of all significant internal and external 
environments, systems, circumstances, and stakeholders. 
iv. Recognises that individual risks across the organisation are interrelated and can 
create a combined exposure that differs from the sum of the individual risks. 
v. Provides a structured process for the management of all risks, whether those 
risks are preliminary quantitative or qualitative in nature. 
vi. Views the effective management as a component in all critical decisions 
throughout the organisation”. 
 
This extensive definition provides much insight into the complexities and requirements 
for a comprehensive enterprise risk management system within an organisation. When 
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compared to the COSO‟s integrated framework we can identify distinct similarities such 
as the interrelatedness of risk, the structured risk management process and the various 
areas of organisational exposure to risk. It is evident that the definition of ERM has 
evolved significantly in order to keep up with the constant increase in complexity of risk 
experienced by organisations in the business environment. One problem organisations 
face with this expanded definition of ERM is that different organisations practice risk 
management activities to varying degrees of success. Organisations require a maturity 
model to determine the effectiveness of the combined risk management activities within 
an organisation (Minsky, 2008).  
 
2.4. BENCHMARKING ERM WITH BEST PRACTICE 
In order to determine an organisation‟s ERM maturity in terms of the latter definition, 
some organisations have developed an ERM Maturity Model which is used primarily as 
a benchmarking resource for organisations and their risk professionals to collaborate 
with the board of directors, senior management, operations and other support functions 
(Minsky, 2008) and determine the effectiveness of the current ERM program. Most of 
these maturity models were developed by a number of consulting organisations 
competing in the risk arena such as Aon, Oliver Wyman, PWC, Deliotte, etc. in order to 
assess the growth and development of risk management within client organisations. In 
essence the maturity model provides a summary of risk management activities based on 
global best practice.  
39 
 
 
In order for ERM to be implemented efficiently and effectively within the organisation, 
the organisation needs to focus its risk management activities and continuously improve 
after each risk management cycle to enable an organisation to effectively maximise its 
ERM efforts. According to the Aon 2010 Enterprise Risk Management Survey (Aon, 
2010), an organisation will minimize uncertainty and maximise opportunities when they 
exhibit nine hallmarks of effective Enterprise Risk Management. Organisations can use 
these hallmarks to develop and advance ERM programmes thereby creating optimal risk 
maturity level. These hallmarks are presented in Table 4. 
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Table   4: Nine Hallmarks of Effective Enterprise Risk Management 
Nine Hallmarks of Effective ERM 
i. Board-level commitment to ERM as a critical framework for successful decision making 
and for driving value. 
ii. A dedicated risk executive in a senior level position who drives and facilitates the ERM 
process. 
iii. An ERM culture that encourages full engagement and accountability at all levels  
of the organization. 
iv. Engagement of all stakeholders in risk management strategy development and policy 
setting. 
v. Transparency of risk communication. 
vi. Integration of financial and operational risk information into decision making. 
vii. Use of sophisticated quantification methods to understand risk and demonstrated added 
value through risk management. 
viii. Identification of new and emerging risks using internal data as well as information from 
external providers. 
ix. A move from focusing on risk avoidance and mitigation to leveraging risk and risk 
management options to extract value. 
Source: Aon (2010) 
 
Based on Table 4, it can be concluded that the central purpose of the nine hallmarks are 
integration and entrenchment of risk management principles. By comparing the latest 
2010 Global Survey data on organisational risk management  and the „Growth in ERM 
maturity levels‟ (Aon, 2010) to comparable data from 2008 survey (Aon, 2008) it can be 
concluded that far less organisations now have „basic‟ risk management structures in 
place. Many organisations now have implemented and are managing „defined‟ risk 
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management functions which are driven, primarily, by corporate governance, 
competitive pressures, and operational requirements.  
 
Examples of organisations where all nine hallmarks are practiced are few and far 
between. This means that there are individual organisations that are maturing in their 
risk management efforts but most companies still appear to be facing huge amounts of 
dissonance in their efforts to establish proper risk management within the organisation. 
Based on a number of real-life examples discussed in the 2010 Aon Global Enterprise 
Risk Management Survey (Aon, 2010) the data suggests that the greater each hallmark 
is embedded into the organisational strategy, objectives and activities, the more capable 
the organisation/division/business unit and/or individual will be able to manage 
uncertainty.  
 
A maturity model provides a benchmarking framework designed to create clear, precise 
criteria in order to facilitate planning, implement controls, communicate results, improve 
and monitor progress. According to RIMS their model also assists practitioners of risk 
management with a way to combine all the best practice elements from a wide variety of 
international standards and can be applied to all industries across the risk spectrum.  
The RIMS Risk Maturity Model (2008) defines the elements and characteristics, also 
known as the attributes that make up a strong risk management competency29 within an 
organisation‟s culture30 and state that “A common approach ensures results – 
efficiencies in the short term, reduced uncertainty in routine decisions in the mid-term 
                                                          
29 A risk management competency is made up of a set of common values about how we manage risk and uncertainty. 
30 In this instance cculture is the way we think, believe and behave. 
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and, in the long term, a competitive advantage gained by making big bets on emerging 
trends.” (RIMS, 2010). The key attributes measured in the RIMS maturity model are 
presented in by Table 5 below.  
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Table   5: RIMS Enterprise Risk Management Maturity Model 
Maturity Model Attribute Description 
i. ERM-based Approach 
Degree of executive support for an ERM-based 
approach within the corporate culture. This goes beyond 
regulatory compliance across all processes, functions, 
business lines, roles and geographies31. 
ii. ERM Process Management 
Degree of weaving the ERM Process into business 
processes and using ERM Process steps to identify, 
asses, evaluate, mitigate and monitor32. 
iii. Risk Appetite Management 
Degree of understanding the risk-reward trade-offs within 
the business. Accountability within leadership and policy 
to guide decision-making and attack gaps between 
perceived and actual risk. The Risk appetite defines the 
boundary of acceptable risk and risk tolerance defines 
the variation of measuring risk appetite that management 
deems acceptable. 
iv. Root Cause Discipline 
Degree of discipline applied to measuring a problem‟s 
root cause and binding events with their process sources 
to drive the reduction of uncertainty, collection of 
information and measurement of the controls‟ 
effectiveness33. 
v. Uncovering Risks 
Degree of quality and penetration coverage of risk 
assessment activities in documenting risks and 
opportunities34. 
vi. Performance Management  
Degree of executing vision and strategy, working from 
financial, customer, business process and learning and 
growth perspectives, such as Kaplan‟s balanced 
scorecard, or similar approach35. 
vii. Business Resiliency and 
Sustainability 
Extent to which the ERM Process‟s sustainability aspects 
are integrated into operational planning. This includes 
evaluating how planning supports resiliency and value36. 
Source: Minsky, S (2008) 
 
                                                          
31 The degree of integration, communication and coordination of internal audit, information technology, compliance, control and risk 
management. 
32 The degree of incorporating qualitative methods supported by quantitative methods, analysis, tools and models. 
33 The degree of risk from people, external environment, systems, processes and relationships is explored. 
34 The degree of collecting knowledge from employee expertise, databases and other electronic files to uncover dependencies and 
correlation across the enterprise. 
35 The degree of exposure to uncertainty, or potential deviations from plans or expectations. 
36 The degree of ownership and planning beyond recovering technology platforms. 
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Each attribute depicted in Table 5 is rated from a level of „basic‟ or „lacking‟ ERM 
maturity, progressively through a number of levels, to an „advanced‟ or „superior‟ risk 
management maturity. The greater the degree to which each attribute is present in a 
given organisation the greater the risk management maturity of the particular entity. 
 
2.5. THE PRACTICE OF ERM AND ITS EFFECTS ON STRATEGY 
The 2008 Aon Global Enterprise Risk Management Survey (Aon, 2008) reflects that, in 
the past, there has been a high amount of risk management immaturity in global 
organisations. Since then, this situation has changed rapidly and the Global Financial 
Crisis (GFC) caused many stakeholders to relook at organisations‟ risk management 
practices and examine business practices under the microscope. In 2008, credit rating 
agency, Standard & Poor‟s, began assessing the Enterprise Risk Management 
processes of rated firms across many industries as part of their corporate credit rating 
analysis” (Beasley et al, 2009). A recent thought paper (COSO, 2004) states that “the 
2008 financial crisis, coupled with global integration and the rapidity of change, has 
highlighted the benefits of more sophisticated risk management practices among senior 
executive leadership and improved oversight on the part of boards of directors.” 
(Beasley et al, 2009). To this effect much has changed in an effort to improve risk 
management practices across a broad spectrum of industries. 
 
The 2010 Aon Global Enterprise Risk Management Survey (Aon, 2010) provides an 
interesting view of how risk management has matured over recent times, as well as 
setting clear risk management trends for the future. It can be concluded from the results 
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from the survey that there is a drive for effective risk management in global 
organisations. Valsamakis et al. (2010) identifies five fundamental features of enterprise 
risk management, Table 6 below provides a summary on the impact of each of the 
features on the organisation; 
 
Table   6: The Impact of Risk Management on Organisational Strategy 
ERM features   ERM Impacts on Strategy 
1 ERM is a process. 1 Long Term 
2 ERM should be applied across the entire 
enterprise. 
2 Integrated 
3 ERM is designed to manage downside 
risk and exploit upside risk. 
3 Risk vs. Reward 
4 ERM includes risk from all sources. 4 Comprehensive 
5 ERM involves coordination of risk 
management activities. 
5 Strategic 
Source: Adapted From Valsamakis et al. (2010) 
 
By cross referencing the features in Table 6, with those identified by Abrams et al. 
(2007) it can be concluded that they are closely related. Risk Management affects each 
organisation‟s strategy in a unique way. When the principles of risk management 
identified in ISO 31000 (2009:vii) is also taken into account, we are presented with 
comprehensive set of criteria which organisations can use to plan and implement their 
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ERM initiatives. Organisations who are able to successfully incorporate the above 
mentioned criteria will likely be able to build value for stakeholders, optimize the cost of 
risk, strengthen business resiliency and increase operational efficiency (Aon, 2010), thus 
establishing ERM as a core business activity within the enterprise.  
 
2.6. RISK MANAGEMENT PHILOSOPHY 
Many organisations are opting to challenge their existing philosophy37 for managing risk 
and instead taking a fresh approach to risk management. The effect of the new risk 
management philosophy adopted by risk maturing organisations imply that conventional 
business growth strategies, such as new product/market development, expansion 
projects, increased distribution channels and new partners have been side-lined due to 
the uncertainty associated with said strategies (Wittenberg, 2010). Organisations have 
become much more risk averse as stakeholders require greater accountability for 
decisions.  
 
According to the 2010 Global Emerging Risk Survey (Wittenberg, 2010) there is an 
increase of major cost reduction strategies, as well as an immediate need for alternative 
sources of capital to increase cash flow within existing business processes. Therefore, it 
can be concluded that the impact of emerging risk on strategy and objectives and the 
new risk management approach of practicing risk management, ultimately affects the 
long term organisational growth strategy. It is important that organisations do not 
                                                          
37
 Based on the Oxford Dictionary’s definition of “philosophy”, a definition of a risk management philosophy can be 
derived as a particular set or system of beliefs on how to manage a business resulting from the search for risk 
management knowledge (Wehmeier, 2005). 
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sacrifice long term growth for short term profits. If implemented properly, ERM will 
enable an organisation to manage uncertainty by limiting short term pitfalls thereby 
enabling the long term growth strategy to take effect.  
 
2.7. THE ENTERPRISE RISK MANAGEMENT APPROACH 
Taleb, Goldstein & Spitznagel (2010:78-81) provide more insight into our approach to 
uncertainty and describes “Low-probability, high-impact events that are almost 
impossible to forecast - we call them Black Swan events - are increasingly dominating 
the environment. Because of the internet and globalization, the world has become a 
complex system, made up of a tangled web of relationships and other interdependent 
factors”. Organisations require a risk based approach to managing daily operations; 
these operations need to be guided by a robust strategy which focuses on limiting 
uncertainty.  
 
King (2009) provides an overview of the “perfect” risk management approach an 
organisation needs to adopt in today‟s hypercompetitive business environment, he 
describes how each aspect of risk management policy, framework, level of risk 
tolerance, risk committee  and risk management plan needs to be integrated into an 
organisational strategy to ensure that consideration is given to “avoiding risk, treating 
risk, mitigating risk, transferring risk to a third party, tolerating or accepting risk, 
exploiting risk where risk exposure presents potential opportunity, terminating risk or 
integrating risk response.” (Valsamakis et al., 2010:[3]) 
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A recent study by KPMG International (KPMG, 2011) alluded to the fact that the 
complexity of risk is increasing all the time, and because of this constantly changing 
complexity, our risk management approach and efforts need to be scrutinized to ensure 
that each activity is adding value. The leading causes of complexity cited by the study 
were regulation and government oversight, information management, speed of 
innovation and the variability of complexity. In this sense, value will be added when 
likelihood (probability) and consequence (impact) is properly managed and reduced to 
acceptable limits.  
 
Taleb et al. (2010) maintains that the current business environment “Complexity not only 
increases the incidence of Black Swan events but also makes forecasting even ordinary 
events impossible. All we can predict is that companies that ignore Black Swan events 
will go under. Instead of trying to anticipate low-probability, high-impact events, we 
should reduce our vulnerability to them. Risk management, we believe, should be about 
lessening the impact of what we don‟t understand - not a futile attempt to develop 
sophisticated techniques and stories that perpetuate our illusions of being able to 
understand and predict the social and economic environment.” Complexity of risk 
creates a number of challenges which organisations have to accept and manage, but 
complexity also creates opportunity. Complexity establishes opportunity for gaining 
competitive advantage, developing innovative strategies and improving on existing 
strategies, expanding into new markets and making the organisation more efficient 
(KPMG, 2011). 
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In order to establish an optimum approach to risk management, one which incorporates 
all the elements outlined in the KPMG study and described by King and Taleb above, 
risk managers have to understand that ERM is unique for each organisation. ERM must 
be rooted in an organisation‟s individual culture, management processes and activities 
thereby creating a shared strategic vision and enhanced risk-based decision making.  
 
2.8. SUMMARY 
The chapter reviewed the concept, history and development of risk management. Risk 
Management has become a discipline in its own right. Several definitions, frameworks 
and models for risk management were discussed in order to establish the current trends 
and best practice designs available. The literature on the practice of ERM and its effects 
on strategy were investigated and it was concluded that ERM has several long term 
effects on strategy. Finally the concept and risk management philosophy was reviewed 
and based on further literature analysis the enterprise approach to risk management 
was defined. Risks are increasing in complexity and organisation are finding themselves 
in unfamiliar business environments, it is pertinent that the adopted risk management 
approach ensures long term sustainability by effectively manages uncertainty by 
mitigate risks or capitalising on opportunities. 
 
In order for ERM to breakdown silos and ensure cross-functional synergies, the 
appropriate risk management principals, framework and process need to be in place.  
Each forms an integral part the Risk Management Standard known as ISO 31000. 
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Chapter three will review each of these components, in context of the Standard (ISO 
31000, 2009), in more detail.  
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CHAPTER THREE 
3. A FOCUS ON ISO 31000 
3.1. INTRODUCTION 
Chapter Two provided a detailed review of the trends and developments of risk 
management over recent times. Several frameworks, hallmarks, and other features of 
risk management were reviewed and the philosophy and approach to risk management 
more clearly defined.  In this chapter ISO 31000 will be discussed. The Standard is the 
most recent development in risk management literature and is likely to be the 
benchmark against which many organisations will measure their risk management 
activities in years to come. The Standard neatly sets out a Process, Framework and 
Principles for managing risk in an organisation. 
 
3.2. COMPONENTS OF ERM 
ISO 31000 specifies the relationship between Process, Framework and Principals of risk 
management; Figure 2 below depicts the components within the risk management 
standard and is illustrated as follows;  
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a) Creates value 
Mandate 
and commitment 
(4.2) 
b) Integral part of 
organizational processes 
Establishing the context 
(5.3) c) Part of decision making 
d) Explicitly addresses 
uncertainty Risk  assessment (5.4) Design of 
framework 
for managing risk 
(4.3) 
e) Systematic, structured 
and timely Risk identification (5.4.2) 
f) Based on the best 
available information 
Continual 
improvement 
of the 
framework 
(4.6) 
Implementing 
risk 
management 
(4.4) 
g) Tailored 
Risk analysis (5.4.3) 
h) Takes human and 
cultural factors into 
account 
i) Transparent and inclusive 
Monitoring 
and review 
of the 
framework 
(4.5) 
Risk evaluation (5.4.4) j) Dynamic, iterative and 
responsive to change 
k) Facilitates continual 
improvement and 
enhancement of the 
organization Risk treatment (5.5) 
Framework 
(Clause 4) 
Principles 
(Clause 3) Process 
(Clause 5) 
 
Source: ISO 31 000 (2009, p.vii) 
 
Figure 2 depicts the importance of all three components as prescribed by the standard. 
The risk management principles or culture38 of the organisation is fundamental part of 
establishing a formal risk management framework. The Framework, in turn, enables the 
organisation to design, implement and monitor a risk management a formal risk 
management process and the process feedback into the oversight framework. If done 
effectively, the risk management principles are enforced and the risk management 
culture is enhanced throughout the organisation. 
                                                          
38
 Culture is defined as the beliefs/attitudes that people in a particular group or organisation share (Wehmeier, 
2005). Culture includes uncertainty of factors and influences that impact our judgment and shape of attitudes and 
beliefs. 
Figure   2: Relationship between Risk Management Framework, Principles and 
Process 
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3.2.1. RISK MANAGEMENT PRINCIPLES 
ISO 31 000 (2009:7) identifies several risk management principles which an 
organisation needs to follow for risk management to improve the effectiveness of it risk 
management activities. The culture within an organisation is a great determinant of 
success of an Enterprise Risk Management program (Aon, 2010). The risk management 
principles are key to developing a culture that values risk management and strives to 
develop its strategy, objectives and activities around good risk management practices. 
The greater each principle is embedded within the day to day activities of employees, 
the more developed the risk management culture will be. Table 7 represents the risk 
management principles described in the Standard and are illustrated as follows,  
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Table   7: Principles of Risk Management 
i. Risk Management creates and protects value 
ii. Risk Management is an integral part of all organisational processes 
iii. Risk Management is part of decision making 
iv. Risk Management explicitly addresses uncertainty 
v. Risk Management is systematic, structured and timely 
vi. Risk Management is based on the best available information 
vii. Risk Management is tailored 
viii. Risk Management takes human and cultural factors into account 
ix. Risk management is transparent and inclusive. 
x. Risk Management is dynamic, iterative and responsive to change 
xi. Risk management facilitates continual improvement of the organisation 
Source: ISO 31 000 (2009:7) 
 
The more emphasis being placed on embedding each principle described in Table 7 
above, the greater the chances of a risk management culture developing. These 
principles reflect much of the earlier characteristics and hallmarks of risk management 
described in Chapter Two. In order to reach a higher degree of risk management 
maturity, in terms any given maturity model, an organisation has to ensure that the 
principles become second nature to daily activities. Imperatively however, for these risk 
management principles to be of any significant value to an organisation, they need to be 
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based on Intuitive Risk Knowledge39 (Van Der Linde, 2010:4). This means that even if 
risk management practices have been formalized and the risk management framework 
and processes established, risk management will only be ingrained once the intuitive 
knowledge/principles to manage risks has developed in each and every individual.  
 
When embedded into an organisational culture, risk management enhances the 
understanding of the potential upside and downside of the factors that can affect an 
organisation (AIRMIC, 2010:5). A culture of risk management increases the probability 
of success and reduces both the probability of failure and the level of uncertainty 
associated with achieving the objectives of the organisation (AIRMIC, 2010:6).  
 
In order to understand the risk management culture it is necessary to drill down to an 
individual level. An Employee‟s beliefs and attitude toward risk is determined by his/her 
knowledge and experience in dealing with risks (uncertainties). Therefore, it can be 
concluded that a lack of one or both knowledge and practice may result in poor risk 
management (Van Der Linde, 2010:4). To illustrate this point it can further be stated that 
this research reviews the scientific knowledge available regarding risk management best 
practice, in the form of the literature review. Subsequent chapters will also reveal the 
research data or practical knowledge of the various participants operating within the 
organisation and finally we will endeavour to identify and discuss the intuitive knowledge 
that the organization uses and need to manage its risk on a daily basis.  
                                                          
39
 Intuitive Knowledge can only be developed and maintained through competence (tékhne), doing (práxis) 
and habit (héxis) forming. A successful risk management plan needs to be based on Scientific, Practical 
and Intuitive Knowledge (Van der Linde, 2010:4). 
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An effective risk management methodology should provide individuals within the 
organisation with information on all three knowledge areas. Only then will it be of any 
practical use to the organisation. Figure 3 below provides a graphical representation of 
how intuitive knowledge is formed in the context of risk management. 
 
Figure   3: Conceptual Framework of Risk Concepts and Knowledge 
 
Source: Adapted Van Der Linde (2010:4) 
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Figure 3 illustrates that current risk management practices ignore the two main 
components i.e. objectives and uncertainty, and focus more on the event and the 
consequences arising from risk. ERM does not just look at identifying potential events 
that might affect the enterprise but looks holistically at the relationships between the 
systems, processes and activities which constitutes the enterprise and the environment 
within which it operates. This allows risk managers to implement ERM holistically. It also 
ensures that uncertainty is measured in relation to enterprise objectives and not just 
based on event and consequence. A culture which incorporates a set of intuitive 
principles will ensure that the organisational risks are managed holistically thus 
eliminating silos and maximising opportunities.  
 
Taleb et al. (2010) provides insight into the intuitive knowledge organisations require, 
the authors list six key practices that risk managers need to make their own when trying 
to manage risk, they are: 
 
 Preparing for extreme events; do not try to predict them. 
 Not studying the past; it will not help manage risk. 
 Placing the same value on earning profits as avoiding losses. 
 Not assuming risk can be measured by standard deviation, risk is not standard. 
 Framing risk in various ways; making sure risk information is interrogated and 
understood. 
 Achieving efficiency and maximising shareholder value we must also tolerate 
redundancy. 
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By adopting each of the practices identified by above, intuitive knowledge can be 
bolstered and risk management activities improved. This will assist the organisation in 
identifying Black Swans, both as opportunity and threat. An intuitive organisation will be 
able to prepare for Black Swans that seem so simple (complicated) and predictable 
(impossible) that we would not even consider taking into account their effects on our 
business (Risk) management model. Without a risk management culture, the risk 
management framework and principles will be on no value to the organisation. The risk 
management culture forms the cornerstone and starting point when implementing a risk 
management methodology.  
 
3.2.2. THE RISK MANAGEMENT FRAMEWORK 
It is important that risk management activities are embedded within the organisations 
overall strategic and operational policies and practices and operated within a risk 
management framework (Guide 73, 2009:2). Every activity is designed to achieve an 
objective and every objective is associated with a series of risks. In order to achieve 
organisational objectives these risks need to be managed within the dedicated risk 
management framework. Guide 73 (2009:2) defines the Risk Management Framework 
as “a set of components that provide the foundations40 and organisational 
arrangements41 for designing, implementing, monitoring, reviewing and continually 
improving risk management throughout the organisation.”  
 
                                                          
40
 The foundations include the policy, objectives, mandate and commitment to manage risk (Guide 73:2). 
41
 The organizational arrangements include plans, relationships, accountabilities, resources, processes and activities 
(Guide 73:2). 
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According to a 2010 report compiled by the Association of Insurance and Risk Managers 
(AIRMIC, 2010:8), the risk management framework must “translate risk strategy into 
tactical and operational objectives, and assign risk management responsibilities 
throughout the organisation. It should support accountability, performance measurement 
and decision making, thus promoting operational efficiency at all levels.” The framework 
is the proverbial skeleton which forms the backbone of risk management in the 
organisation. The Standard describes a process with several components which is 
required for a functional risk management framework. It is important that the risk 
management framework is embedded at all levels of the organisation with special 
attention to the mandate and commitment by the board of directors to develop and 
promote risk management in the organisation. 
 
An embedded framework ensures that the organisation is able to use risk generated 
information42 as a basis for risk based decision making and accountability for individuals. 
It is therefore of vital importance that each component interrelate in an iterative manner 
that allows the organisation to continually improve its risk management framework and 
subsequent processes within that framework (ISO 31000, 2009). Figure 4 depicts a risk 
management framework adapted from ISO 31000. Each component and their 
relationship to one another is depicted as follows,  
 
                                                          
42
 Risk which has been generated from the risk management process. 
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Figure   4: Relationship between the Components of the Risk Management 
Framework 
 
Source: Adapted ISO 31 000 (2009:9) 
 
Figure 4 above illustrates that a Risk management Framework should include the 
mandate and commitment from the Board and senior leaders in the company. It is vital 
that this process follows form with the underlying principles of risk management. This 
means that there must be a continuous improvement loop which ensures that the 
framework is constantly renewed in the prevailing business environment. The framework 
can then be adapted to meet the requirements of emerging risks and potentially enable 
the organisation to develop or re-new its sustainability efforts. 
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3.2.3. THE RISK MANAGEMENT PROCESS 
The risk management process is the primary consumer of information. It enables the 
organisation to identify and evaluate risks in a structured way. Evaluated risks can be 
prioritized and managed more effectively by assigning specific control and response 
mechanisms that will reduce the exposure of the organisation. The risk management 
process thus enables an organisation to properly manage risk in an appropriate and 
effective manner. It cannot function properly without a risk management framework and 
culture in place. Without the framework, the risk management process is likely to 
stagnate due to lack of support, commitment and oversight from senior leadership and 
Board of Directors. Similarly an absent risk management culture will leave employees 
frustrated and confused when attempting to manage risk.  
 
The risk management process is defined as “systematic application of management 
policies, procedures and practices to the activities of communicating, consulting, 
establishing the context, identifying, analysing, evaluating, treating, monitoring and 
reviewing risk” (Guide 73, 2009:3). Valsamakis et al. (2010) identify a less restrictive but 
comparatively similar process in the form of Risk Identification, Risk Evaluation and 
finally Risk Control and Risk Financing. Figure 5 below represents the risk management 
process as per the Standard and is illustrated below.  
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Figure   5: The Risk Management Process 
 
Source: Adapted ISO 31 000 (2009:14) 
 
Figure 5 identifies several distinct phases which need to be followed in order to 
complete the entire risk management process. Similar to the framework, the risk 
management process is a continuous cycle, when one cycle ends a new cycle begins 
thus creating a self-sustaining improvement process. According to the standard the risk 
management process must become an integral part of management, be embedded in 
the culture and practices of the organisation and tailored to the business processes of 
the organisation.  
 
The next section will review each phase of the risk management process. Each phase 
plays an important role in establishing the risk management process and ensures that 
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risk properly assessed and treated in the organisation. Before any risks or opportunities 
can be identified it is important to establish the context.  
 
3.2.3.1. ESTABLISHING THE CONTEXT 
According to the Standard establishing the context requires the organisation to articulate 
its objectives, set the scope and criteria for the risk management process and define the 
internal and external parameters which need to be taken into account when managing 
risk. The external context, as defined by the Standard (2009) includes, but is not limited 
to social, cultural, political, legal, regulatory, financial, technological, economic, natural, 
and competitive environment. The external environment also incorporates the key 
drivers and trends which impact on organisational objectives as well as the relationships 
with, perceptions and values of external stakeholders. 
 
When considering the internal environment it is important to take into account that the 
risk management process should be aligned with the organisation‟s culture, processes, 
structure and strategy (ISO 31000, 2009). The most important internal factor which 
needs to be considered is the fact that risk management takes place in context of 
organisational objectives. The organisations objectives need to be clearly defined to 
ensure that risk and opportunity can be identified, which will affect the organisations 
ability to achieve its strategic, project or business objectives. Ultimately, the context of 
the risk management process will vary according to the needs of the organisation (ISO 
31000, 2009). Chapter four provides an in depth analysis of both the internal and 
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external context of the organisation. As soon as the context for the risk management 
process has been established, it will be ensued by the risk assessment phase. 
 
3.2.3.2. RISK ASSESSMENT 
The risk assessment phase incorporates the identification, analysis, and evaluation of 
risks. Firstly, risk identification requires that an organisation should identify several 
sources of risk, impact areas, events (including changes in the business environment) 
and their causes and their potential consequences to the organisation. The purpose of 
risk identification is to assist the organisation in identifying risks that may accelerate or 
delay the achievement of objectives. According to the Standard (2009), a 
comprehensive list of identified risk is important for the risk evaluation stage as further 
risk identification will only occur during the next cycle43. It is important to use relevant 
and up to date information, people with the appropriate knowledge and tools and 
techniques which are suited to its objectives and capabilities (ISO 31000, 2009).  
 
Secondly, risk analysis enables the organisation to develop an understanding of the 
identified risks. Risk Analysis involves consideration of the causes and sources of risk, 
their positive and negative consequences, and the likelihood that those consequences 
will occur (ISO 31000, 2009). An event can have multiple consequences and can affect 
multiple objectives. When analysing risks, the effectiveness and efficiency of existing 
controls need to be taken into account. Risk analysis can be undertaken with varying 
                                                          
43
 In practice however, the risk register is continually updated as risks emerge, and controls and assumptions on 
which the objectives are based change. 
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degrees of detail, depending on the risk, purpose of the analysis, data and resources 
available. The analysis can be qualitative, quantitative or semi-quantitative depending 
on the circumstances (ISO 31000, 2009). Risk analysis provides an input to risk 
evaluation and the most appropriate risk treatment strategies and methods (ISO 31000, 
2009).  
 
Finally, the risk evaluation assists the organisation in making decisions, based on the 
outcome of the risk analysis, about which risks need to be treated as well as the priority 
of the response implementation (ISO 31000, 2009). Risk evaluation requires the level of 
the analysed risk to be compared to the risk criteria established when the context was 
considered. Based on the comparison, the need for response can be considered. The 
decision to treat the risk will be based on the organisation‟s internal and external 
environment and overall appetite to take risk (ISO 31000, 2009). 
 
Once the context is established, it can be difficult to assess risks without the proper risk 
assessment tools and techniques. ISO 31010 provides a comprehensive set of tools and 
techniques which can be used at each assessment stage throughout the risk 
management cycle. One of the tools commonly used by the organisations to manage 
the process is the risk register.  
 
The risk register is an ideal tool for capturing, analysing and evaluating risk. Deadlines, 
responsibilities and lines of authority can be assigned to specific risks and risks can be 
rated according to consequence/likelihood ranking criteria. Rated risk can also be 
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plotted on a consequence/probability matrix in order to establish a visual representation 
of all organisational risks at once. Control and response mechanisms can also be 
assigned to risks on the risk register and their effectiveness can be tested by comparing 
the inherent risk rating44 to the residual risk rating45. Figure 6 presents a typical 
consequence/probability matrix. 
  
                                                          
44
 The risk rating before any control or response mechanisms have been applied. 
45
 The risk rating after the effects of control and response mechanisms have been taken into account. 
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Figure   6: The Consequence/Likelihood Risk Matrix 
 
Source: Adapted from Talbot (2011) 
 
Figure 6 illustrates a consequence/likelihood risk matrix where each individual 
probability and severity, of each risk, can be depicted in relation to the rest of the risks 
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on the risk register. Each risk can be evaluated against the consequence/likelihood 
scales in order to determine an effective risk rating. The matrix is typically used in 
conjunction with the risk register to evaluate the grouping of risks in relation to one 
another. Risk interdependency and interrelatedness plays an important role during the 
analysis and evaluation phase. Another function of the risk matrix includes the 
presentation of risks which are in/out of the organisations risk appetite. The risks that do 
not fall within the risk appetite need to be further analysed to ensure that all risks are 
treated effectively. 
 
The risk register and matrix play a vital role in assessing organisational risk and is 
primary tool by which risk can be assessed and managed during the risk management 
process. Another function of the risk register is the assignment of an appropriate risk 
treatment. 
 
3.2.3.3. RISK RESPONSE 
Risk response46 involves selecting and implementing one or more options for modifying 
risks. Risk response normally involves assessing the effectiveness of a risk treatment 
and determining whether the residual risk levels are tolerable. To ensure that residual 
risk levels remain tolerable, the organisation has the option of using anyone of the 
following methods to respond to risk, each is depicted by Table 8 below. 
  
                                                          
46
 The Standard (ISO 31000, 2009) refers to risk treatment. Risk Treatment is however one of the responses to risk. 
There are various responses to risk. 
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Table   8: Seven Ways to Respond to Risk 
Avoiding risk by deciding not to start or continue with the activity that gave rise to the risk initially; 
Taking or increasing the risk to pursue opportunity 
Removing the risk source 
Changing the likelihood 
Changing the consequence 
Sharing the risk with another party (including contracts or risk financing) 
Retaining the risk by informed decision 
 SOURCE: ISO 31000:19 
 
Selecting the most appropriate response option from Table 8 involves balancing the 
costs and efforts of implementing against the benefits derived. A number of response 
options can be considered and applied individually or in combination with another. 
Inevitably, risk response mechanisms remain a factor of the organisations risk appetite. 
The appetite determines the risk transfer or a risk retention strategy. The risk retention 
strategy outlines which risks must be retained as well which risks are likely to be 
retained by the organisation, normally these are high frequency low cost risks which are 
not cost effective to transfer. Risks that are governed by the retention strategy fall within 
the risk appetite of the organisation.  
 
The risk transfer strategy outlines risks which are more likely to be transferred because 
of the impact it will have on the viability of the organisation. These risks are not within 
the risk appetite and are normally transferred to insurers at a premium. Finally there are 
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risk which have a major impact but occur so seldom/ are too expensive to transfer that 
some organisation prefer to take the risk. They are more commonly known as Black 
Swan risks and have been discussed extensively in previous chapters. Decisions should 
take into account risks which can warrant risk treatment that is not justifiable on 
economic grounds, e.g. severe (high negative consequence) but rare (low likelihood) 
risks (ISO 31000, 2009). 
 
Figure 7 illustrates a variation of the consequence/probability matrix in the form of a bell 
curve and provides a distinction between risk retention and transfer strategy. 
 
Figure   7: Risk Retention Strategy vs. Risk Transfer Strategy 
 
Source: Aon (2009) 
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Figure 7 differentiates between the areas of risk transfer and retention. However the 
organisation chooses to structure its risk treatment strategy it should be integrated with 
management processes and discussed with appropriate stakeholder to ensure 
interrelated risk is also addressed (ISO 31000, 2009)47. 
 
3.2.3.4. COMMUNICATION, CONSULTATION, MONITORING AND REVIEW 
Communication, Consultation, Monitoring and Review should be a regular and planned 
part of the risk management process. Communication and consultation with internal and 
external stakeholders should take place during all stages of the risk management 
process (ISO 31000, 2009). Communication and consultation is important to gain “buy-
in” from all stakeholders. It will ensure co-operation and involvement of all parties 
concerned and enhance the accuracy and relevance of information is maintained 
throughout the entire process. It is important for everyone in the organisation to have a 
common understanding of the requirements and deliverables of the risk management 
process.  
 
The monitor and review program should ensure that controls are effective and efficient 
in both design and operation, emerging risks are identified, changes in the external and 
internal context are detected, and lessons are learnt from events, changes, trends, 
successes and failures (ISO 31000, 2009).The results of monitoring and review should 
                                                          
47
 Risk treatment can result in secondary risks emerging as a result of treating the primary risk. The secondary risks 
should be incorporated into the same treatment plan as the original risk and not treated as a new risk. The link 
between the two risks should be identified and maintained (ISO 31000, 2009). 
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be recorded and reported to stakeholders as and when appropriate. Finally, the results 
are also used as an input into the review of risk management framework. 
 
3.2.4. COMMON CHARACTERISTICS OF RISK MANAGEMENT PROCESS 
There are several common characteristics of the risk management process which 
ensure the effectives of the overall process. Foster (2010) identifies and provides a 
practical approach to ensuring an effective risk management process is in place which 
includes all the required characteristics. According to the author there are several 
approaches to risk management available to organisations, these include, but are not 
limited to the “COSO framework, the AS/NZS 4360 standard, and the 
FERMA/IRM/AIRMIC standards”, each of which specify varying risk management 
activities, deliverables and techniques for implementing a risk management processes.  
 
Foster (2010) captures several common elements, which are also evident from the King 
III code, and prominent in the Standard (ISO 31000, 2009). He continues, and states 
that risk management is but a business process that addresses cross-functional 
synergies, which provides multi-directional communication, and a rapid decision making 
platform. Figure 8 illustrates the common elements as follows, 
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Source: Foster (2010) 
 
Firstly, Figure 8 illustrates that there is a distinctive link between this theory and the ISO 
31000 process discussed earlier in this chapter. The key to the risk management system 
operating properly is the continual improvement loop which ensures that the risk 
management process is constantly renewed and not just a once-off process (Foster, 
2010).  
 
Secondly, Figure 8 depicts the cross functional component which represents areas of 
the business that needs to treat risk in a different way from the daily processes and 
activities. These areas include planning, projects, compliance and operational continuity. 
The cross functional synergies and common risk management principles found within 
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the various areas of operation will enable the organisation to manage all risks 
effectively. Risk management strategy and organisational objectives will be guided by 
the cross functional risks and opportunities.  
 
Thirdly, two channels of information are illustrated by Figure 8, they are required for 
constant communication of risk management information. The first channel is bottom up 
risk communication where risk issues are filtered up to senior management, either 
through risk assurance or learning lessons from incidents.  The second channel 
represents how senior management communicate top down risks, for example strategic 
and emerging risks. How this is done sets the tone from the top, and plays a vital role in 
setting the culture in which risk is managed.  
 
Finally, if implemented properly, the resultant rapid decision making platform will be able 
to provide timely risk information which risk managers can use to make decisions based 
on sound risk management principles. These common elements of a risk management 
process allow an organisation to reap the rewards of good risk management practice. 
Each activity in the risk management process can then add value to the overall 
achievement of objectives and strategy.  
 
3.2.5. RISK MANAGEMENT ARCHITECTURE, STRATEGY AND PROTOCOLS 
According to the Association of Insurance and Risk Managers (2010) there are several 
components which are required to successfully implement, support and sustain the risk 
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management process. They are the risk management architecture, strategy and 
protocols.  
 
Further to the above, the author(s) were of the opinion that a risk aware culture can be 
fully entrenched by establishing the appropriate risk architecture, strategy and protocols 
(AIRMIC, 2010). First off, the organisation needs to establish the risk strategy; it should 
set out the objectives that risk management activities in the organisation are seeking to 
achieve. Secondly they need risk protocols, the protocols must describe the procedures 
by which the strategy will be implemented and risks managed, usually in the form of a 
risk management policy and procedure document. Finally, a risk management 
architecture is required which sets out the roles and responsibilities of the individuals 
and committees that support the risk management process. Figure 9 depicts the typical 
risk architecture of a large organisation. The roles and responsibilities of each 
committee is illustrated below. 
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Figure   9: Typical Risk Architecture of a Large Organisation 
 
Source: AIRMIC (2010:11) 
 
The risk management architecture depicted by Figure 9 is a practical example of a risk 
management Framework prescribed by the Standard. It illustrates the individuals 
responsible for ensuring oversight and responsibility for risk management in an 
organisation.  
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3.2.5.1. RISK MANAGEMENT OVERSIGHT AND RESPONSIBILITIES 
The ERM framework/architecture requires a person and/or group of people to oversee 
the risk management functions and activities (Liebenberg & Hoyt, 2003:37-52). The 
recent emergence and increased complexity of risk has driven organisations to 
reorganize, and implementing new oversight structures to lead risk management efforts. 
The Risk Committee (King, 2009) and Chief Risk Officer (CRO) (Beasley et al, 2009) are 
two of the major development which have resulted from the changes in the 
organisational environment and increased complexity of risk.  
 
The CRO is an individual designated to provide/oversee the complete strategic and 
operational risk management process and develop risk management in the organisation. 
He/She is tasked with embedding an organisational culture that includes Enterprise Risk 
Management as one of the core competencies of the organisation. Advantages of a 
CRO include, reduced costs associated with risk identification, monitoring and control 
(Liebenberg & Hoyt, 2003:37-52), effective communication of an organisations risk 
profile to internal & external stakeholders, dedicated Enterprise Risk Management 
promotion and development as well as accountability for the entire organisation.  
 
The CRO is directly responsible for the following key activities (Lam, 2000), 
 Providing the overall leadership, vision, and direction for the Enterprise Risk 
Management, 
 Establishing an integrated risk management framework for all aspects of risks 
across the organisation,  
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 Developing risk management policies, including the quantification of 
management‟s risk appetite through specific risks across the organisation, 
 Implementing a set of risk metrics and reports, including losses and incidents, key 
risk exposures, and early warning indicators, 
 Allocating economic capital to business activities based on risk portfolio through 
business activities and risk transfer strategies, 
 Improving the company‟s risk management readiness through communication and 
training programs, risk-based performance measurement and incentives, and other 
change management programs,  
 Developing the analytical, systems and data management capabilities to support 
the risk management program. 
 
Many organisations are assigning risk management responsibility to a single individual, 
this is unpractical, because the CRO‟s role only extends to an oversight function  (Taleb, 
2004). Each employee has to manage his/her own risks as and when they arise during 
the course of their daily activities. This situation demands effective communication of 
risks up and down the organisational hierarchy. Employees must know what is expected 
when managing risks and management must, at the same time, be able to make 
appropriate strategic decisions based on the uncertainties jeopardizing the achievement 
of organisational objectives.  Each employee must understand the risk management 
processes as well as what is expected during each phase. 
 
The risk committee has also become a prominent feature of a successful and mature 
risk governance program. Risk Committees need to assist the CRO in developing, 
reviewing and reporting the organisation‟s risk management activities to the Board of 
Directors. Ideally an organisation should have both a CRO and a Risk Committee which 
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complement each other (Liebenberg & Hoyt, 2003:37-52). Preferably the CRO would 
operate on top management level, developing risk management within the organisation. 
The Risk Committee, on the other hand, would operate on board level providing 
oversight and monitoring the risk management measures in place.  
 
3.3. SUMMARY 
The Standard provides detailed guidelines to establish a risk management capability. 
Chapter three reviewed the Risk Management Standard ISO 31000 (2009). The risk 
management principles were discussed in context of the organisation culture and the 
importance of intuitive knowledge was highlighted. The risk management Framework 
was subsequently interrogated in order to illustrate the necessity of an effective 
framework in which the risk management process can operate. The majority of the 
chapter was dedicated to the risk management process and each phase was discussed 
in depth. Finally the risk management strategy, architecture and protocols were briefly 
reviewed and the roles and responsibilities of the Chief Risk Officer were examined. It 
can be concluded that the Standard provides a detailed overview of the activities, 
practices and process necessary to establish a risk management capability.  
 
Chapter 4 reviews the internal and external environment which the organisation is 
currently faced with. The drivers of uncertainty within each context are examined and 
the risk interdependencies are also investigated.   
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CHAPTER FOUR  
4. THE BUSINESS ENVIRONMENT 
4.1. INTRODUCTION 
Chapter Three reviewed the risk management Principles, Framework and Process and 
prescribed by the Standard (ISO 31000, 2009).  A detailed overview of the risk 
management process was discussed and a set of common characteristics was 
identified. Chapter Four examines the business environment of the organisation, the 
business environment comprises of the organisational, operational, industry and macro-
environments. The internal and external context is established for each environment and 
major environmental48 uncertainties are identified and reviewed individually. 
 
4.2. ESTABLISHING THE CONTEXT FOR RISK MANAGEMENT 
The context in which risk management decisions are made is important for us to 
understand, it creates a deeper understanding of the milieu in which the case study is 
based on. De Bruyn (2005) identifies several factors which have created a “hyper-
competitive environment” and subsequently led to a “New Competitive Landscape”. 
Factors which have created this new landscape include, but are not limited to, the 
increasing complexity of the business environment, information overload, and 
competitors which are more unpredictable than ever before. It is important to understand 
the market forces and environmental factors that affect organisations, like Aon, this will 
                                                          
48
 Any reference to ‘Environment’ refers to the Business environment; the ecological environment will be discussed 
within the macro-environmental context. 
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enable the organisation to gain a holistic understanding of its current risk management 
practices and future risk management requirements. 
 
A detailed discussion of the factors that have created the hyper-competitive 
environment/ landscape is not warranted at this time. For the purposes of the research 
however, the cause of the hyper-competitive landscape can be attributed to the 
increasing complexity and frequency of risk, and risk related events. It is imperative that 
the context in which risk is identified, measured, communicated and managed are 
clearly understood, risk is not homogeneous across industries and individual 
organisations, it varies.  
 
A risk manager in the mining industry would not be focussed on the same uncertainties 
which his counterpart in the financial services would be interested in. This is because 
each organisation finds itself facing environmental forces which differ considerably from 
one to the next. This chapter establishes the context in which the organisation manages 
its risk by reviewing the environmental uncertainties in both the internal and external 
environment. Various industries face different levels of uncertainty, Figure 10 provides a 
summary of the factors which determine a Low, Medium Low, Medium High or High level 
of uncertainty in a given industry, each is represented as follows,  
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Figure 10: Environmental Uncertainty Matrix 
 
Source: De Bruyn (2005:54) 
 
Noticeably, Figure 10 indicates that the greater the number of change agents and 
potential drivers of change in a particular industry, the greater the uncertainty for an 
enterprise. Industries, such as the Telecommunications industry, are faced with constant 
change due to the continuous improvement of handsets, network capability and data 
storage, thus the technological forces create a high degree of uncertainty and drive 
change constantly. Conversely, the Soft Drink industry is relatively standardized and 
experiences low levels of uncertainty. This means that the less force there are exerted 
by environmental factors, the less uncertainty the organisation will have in trying to 
achieve its objectives. 
 
 
Low level of uncertainty 
 Only a few factors and components in the 
environment 
 Factors and components are relatively 
homogenous 
 Factors and components in the 
environment stay the same 
Example: Soft drink industry 
Moderate low level of uncertainty 
 A large number of factors and 
components in the 
environment  
 Factors and components are 
heterogeneous 
 Factors and components stay 
basically 
Example: Basic food production 
industry 
Moderate high level of uncertainty 
 Just a few factors and components in the 
environment 
 Factors and components are reasonably 
heterogeneous 
 Factors and components in the 
environment change constantly 
Example: The Take-away food industry 
High level of uncertainty 
 A large number of factors and 
components in the 
environment 
 Factors and components are 
heterogeneous 
 Factors and components in the 
environment change constantly  
Example: Telecommunication 
industry 
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Uncertainties can only exist/emerge from three environments namely, the 
internal/organisational environment, the Industry environment and the Macro-
environment (De Bruyn, 2005:54). How organisations manage their new and emerging 
uncertainties in the new competitive landscape will determine their long term 
sustainability (Wittenberg, 2010). In order to understand the context within which the 
organisation operates (the levels of uncertainty the organisation is faced with), we have 
to review and identify the specific forces within each environment independently. 
 
HM Treasury (2004:13) provides an environment in which the risk management has to 
develop and mature. The organisation does not operate within a vacuum; it is subject to 
internal and external factors which drive change. As mentioned in Chapter One, change 
is a constant rather than an anomaly, this means that organisations have to manage and 
measure more and more variables when planning strategies and setting objectives. The 
achievability of medium and long term objectives becomes less sure than in the past.  
 
In order to counteract the effects of change, an organisation must constantly redesign 
what it knows about its internal and external environments, thereby identifying the 
drivers that influence both, the extended enterprise and the “Risk Environment”49 (HM 
Treasury, 2004:13). Once the drivers of change in each of the environments have been 
established the organisations can focus on employing the appropriate risk management 
measures to identify, measure and manage the emerging uncertainties.  
 
                                                          
49
 The risk environment depicted by HM Treasury (2004) closely resembles that of the Macro-Environment.  
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It is important to understand both the internal and external context. This is because the 
environment in which the organisation manages risk, as well as the manner in which the 
risk management framework, process and principles are designed, is in relation to the 
environmental requirements. Figure 11 depicts a common business environment for 
organisations: each environment is illustrated as follows, 
 
Figure 11: Business Environmental Factors 
 
Source: Adapted from De Bruyn (2005:54) 
  
Macro-
Environment 
Industry 
Environment 
Operating 
Environment 
Organisation 
• Economical 
• Legal 
• Ecological 
• Social 
• Technological 
• Political 
• Threat of new entrants 
• Bargaining power of buyers 
• Bargaining power of suppliers 
• Threat of substitute products and services 
• Intensity of rivalry among competitors 
• Competitors 
• Customers 
• Suppliers 
• Creditors 
• Labours 
• Marketing 
• Productionoperations 
• Human Resources 
• Compliance 
• Information Technology 
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Figure 11 depicts both the internal and external context in the form of the Macro-, 
Industry- and Operating-, and Organisational Environments respectively. The drivers of 
change are included, but not limited to the list of change factors in each environment. 
The enterprise and its environment is a complex system which needs to be managed by 
introducing effective risk management structures which will ensure the achievement of 
objective and strategy. These structures have to be able to manage both internal and 
external risk equally. The enterprise never operates in isolation, it exists within a larger 
more complex and unpredictable environment. The effect is that there is always a 
system within a system, and relationships between the two systems need to be 
understood as far as possible. The further the organisation from the risk, the more 
uncertainty exists. A risk that emerges in the macro environment will be more difficult to 
manage/identify than a risk that emerges in the organisational environment. 
 
Understanding how the systems interact will enable the organisation to develop 
strategies to make the business more robust, flexible and successful (Anon A, 2009). It 
is important that we understand the context in which decisions are made and from 
where uncertainties arise. The remainder of the chapter is dedicated to the risk 
landscape in which Aon operates; it briefly reviews the possible effects of the new risk 
landscape on Aon as well as the possible environmental uncertainties which will need to 
be taken into account when designing a risk management methodology which will 
promote the achievement of strategy, objectives and activities.  
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4.3. MACRO-ENVIRONMENTAL UNCERTAINTIES 
The World Economic Forum (WEF) published a Global Risk Landscape (2011) which 
depicts the majority of known macro environmental risks organisations have to face 
when operating on a global level. The WEF have compiled a consequence/likelihood 
matrix of the Global Risk Landscape which incorporates five categories, Economic 
Risks, Environmental Risks, Social Risks, Geopolitical Risks and Technological Risks, 
Figure 12 illustrates the various risks plotted according to their perceived likelihood and 
impact probabilities.  
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Figure 12: Global Risk Landscape 2011 
 
Source: World Economic Forum (2011) 
 
The risks identified in Figure 12 above are typical macro-environmental risks50. It is 
evident that Climate Change, Fiscal Crisis and Economic Disparity present major areas 
of macro-risk to the global economies of the world. The risk landscape allows us to 
determine which of the above factors are most likely to exert substantial impact on the 
                                                          
50
 This section is limited to the Macro Factors affecting the organisation and its South African context. 
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organisation in the forthcoming months. Only the most pertinent Macro-environmental 
uncertainties will be examined in order to establish the context within the organisations 
risk management operates. 
 
For the purposes of this study ecological and political macro factors present the least 
amount of uncertainty to the organisation and will not be discussed in depth. First off, 
there are some uncertainties around the political future of South Africa, however, this 
situation is closely monitored. Further to the above a report, detailing the global political 
risk of countries around the world, recently upgraded South Africa‟s political stability 
from medium political risk to medium-low risk (Aon B, 2011). Secondly, there is a drive 
for environmental protection and environmental legislation around the world but there is 
no foreseeable impact on Aon in the near future because, as an intangible services 
provider, Aon has no manufacturing/production capability and therefore limited carbon 
footprint. Each Macro-Factor is discussed in more detail below. 
 
4.3.1. ECONOMIC 
Figure 12 indicates that economic pressures have remained high since 2008, especially 
for financial services organisations like Aon. The South African economy was fortunate 
to have been in a strong economic growth phase up to 2008. Many local based 
organisations have subsequently emerged relatively unscathed compared to other 
companies situated in traditionally strong economies such as the USA (Germond, 2008). 
The reason for this is a strong fiscal policy and stringent regulatory pressures 
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implemented by the local government51 to restrict credit and manage debt. The latter 
served as a buffer against effects felt more heavily by the rest of the world. Another 
reason was the 2010 FIFA World Cup Tournament, which was held in South Africa. The 
tournament stimulated major construction and civil projects as well as infrastructure 
development which estimated to over R50 billion (Schalkwyk, 2009) which would not 
otherwise have been implemented. This in turn had a cascading, but positive effect on 
the financial industry. This is because major projects required specialized financial and 
insurance related products and services which strengthened local enterprise compared 
to the struggling global economy.  
 
A major uncertainty for local organisations are how long our buffer will last and what 
lagging effects South Africa will experience now that we are facing the tail-end effects 
that the rest of the world have been dealing with since the 2008 global economic crisis. 
Some of the key economic indicators such as unemployment, Gross Domestic Product 
(GDP) and Consumer Price Index (CPI) did reflect negatively (Statistics South Africa, 
2011) but remained considerably stronger than countries in Europe and America. From 
2009 to 2010 unemployment in South Africa increased marginally (Statistics South 
Africa, 2011). At Aon, 2010 provided a higher than expected exodus of employees as 
well as a head count freeze52 in order to restrict any further appointment of new 
employees. This has been widely attributed to establishing a leaner, more effective 
organisation, and is likely a strategic move prior to potential merger and acquisitions in 
the near future (Roux, 2010).  
                                                          
51
 See Legal/Regulatory Macro Factors for a summary of the regulatory measures. 
52
 The head count refers to the number of employee’s each department/division is allocated on the payroll. 
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Well positioned, risk mature companies may be able to take advantage of such market 
uncertainties and look to key acquisitions of smaller struggling competitors in order to 
bolster their position in the market. At the time of writing, Aon has decided to make a 
competitive bid for one such competitor. This development is discussed in more detail 
within the Industry Environment section below. 
 
4.3.2. LEGAL/REGULATORY 
There have been many recent developments in the local (South African) and 
international regulatory arena.  In South Africa we have seen the promulgation of new 
statutory legislation such as the Financial and Intermediary Services Act (FAIS), New 
Companies Act (April 2011) and the Consumer Protection Act as well as the codification 
of various corporate governance components and best practices in the form of King III. 
Bodies such as the Financial Services Board (FSB) exist to regulate both individuals and 
financial institutions to ensure the industry is regulated to fall within the „fit and proper‟ 
requirements as required by the Act. Other recent legislative requirements such as the 
Financial Intelligence Centre Act (FICA), National Credit Act (NCA) and Protection 
against Organised Crimes Act (POCA) work in tandem with existing legislation like FAIS 
to raise the standard of competence amongst the financial services providers. This 
creates a degree of protection for the consumer which would otherwise be unavailable53. 
 
                                                          
53
 The Consumer Protection Act was also promulgated in 2011 and will provide additional protection to consumers. 
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The IMF has posed similar constraints on it constituents and now requires more security 
before providing funding to countries. Recent examples of economies that were in 
trouble include Greece in 2009, Ireland in 2010 and Greece again in 2011. Each of 
which were both on the verge of defaulting and subsequent economic meltdown before 
the IMF bailed them out with a generous fiscal package and strict policy requirements. 
Regulatory pressures are rising and if not adhered to, will lead to huge penalties and 
massive business disruption.  
 
Another local consideration is Black Economic Empowerment (BEE); still very much an 
integral requirement for South African organisations, BEE has progressed well since its 
inception in the early nineties and will more than likely remain entrenched for quite some 
time. Talent Management becomes a major concern for organisations, how must top 
talent be attracted, integrated and retained given the restrictions and the limited 
availability of qualified and experienced talent of any race or ethnic origin54. Global 
competitors may develop a distinct advantage because they do not have the same 
legislative restrictions as local enterprise and can attract top talent based on business 
requirements alone. 
 
Companies need to analyse regulatory requirements and actively invest time and money 
to reach full compliance. The effects are two-fold, primarily the requirements are 
imposed on all industry players and it is likely that leaders in this area which are first to 
conform to regulatory requirements will develop a competitive advantage over lagging 
                                                          
54
 The effect of BEE on current and future operations is very prominent in a South African context.  
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competitors. The secondary effect is that stakeholders like shareholders, customers and 
regulators are pleased and thus more likely to invest into the organisation. Regulatory 
compliance is non-negotiable; it is more than likely compulsory and if implemented quick 
and efficiently could lead to major savings in the long-run. 
 
4.3.3. TECHNOLOGY 
Technology is always a factor which cannot be underestimated in today‟s business 
environment. Social Media such as Facebook, Blackberry and Twitter have been 
created with modern technology and information can be communicated to huge groups 
of people at relatively minimal cost to the company, faster than ever before. Companies 
rise and fall by their ability to reach stakeholders; how much can the product be 
customized, how quickly can it be communicated, manufactured and delivered, and 
finally, how does the customer perceive their product. Ideas are freely communicated via 
an information gateway known as the internet, and organisations are able to pool 
resources in the pursuit of a common goal.  
 
Communication has been revolutionized and information is readily available to those 
who know where to look. Information is no longer scarce, it requires intensive mining 
and analysis before any real value can be extracted for decision making. In most 
organisations like Aon, employees are always connected via mobile technology such as 
BlackBerry and you can communicate specific client requirements to those who are best 
suited and qualified to provide a selected service to a client, a true global village. Global 
practice groups can be established and intra-organisational networking is available, 
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combined with social and business networks such as LinkedIn, individuals can be 
online, in contact and up to date with global events indefinitely.  
 
Technology is a leading business enabler mainly as it allows individuals to literally take 
the office anywhere and without it modern day business would not exist. When 
implemented properly technology allows organisations to create efficiencies and 
manage uncertainty like never before.  
 
Given the benefits of technology there are also some drawbacks, the problem is that 
technology is in itself a major uncertainty. Most organisations have become so reliant on 
its technology platforms that they would cease to exist if their technology failed. This is 
why the requirements for technology recovery planning have escalated drastically over 
the past decades. Information management, storage and redundancy have become a 
necessity and pose a major risk if compromised or lost. Based on Moore‟s Law (1965) 
the costs for procuring new technology components are high because technology is 
developing at an astronomical rate which means that costs of existing technology are 
almost halved, every 18 months and performance of new units almost double existing 
ones.  
 
Cybercrime has developed into a major global problem due to the misuse of information 
technology by suspect individuals. Data protection and security has therefore become 
crucial to daily operations and maintaining the trust of customers. New regulatory 
requirements such as the Electronic Communication Act (Act 36 of 2005) has been 
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implemented to try to regulate the aspects of what, where, when, how and how long 
information is stored. The value of technology in today‟s organisational landscape is 
unprecedented, yet organisations should be aware of the uncertainties which this 
macro-environmental factor brings. 
 
4.3.4. SOCIAL/SOCIETY 
Organisations are defined by its ability to meet or exceed the customers‟ expectations. 
Future trends are indicative of the fact that the organisation is but an organism within 
society (much like any organism is part of a larger eco-system), and as such an 
organisation interacts with- and is sustained by its stakeholders (community, 
shareholders, customers, employees, suppliers, etc.). If the organisation neglects 
anyone of its stakeholders it impacts the entire system, which in turn, impacts on the 
long term sustainability of the organisation. If society perceives the organisation as a 
threat to the current status quo (balance) it is likely to have severe consequences on the 
brand and reputation for the organisation, as the balance in a system needs to be 
maintained (Senge, 1990).  
 
The butterfly effect is a common occurrence with new viral marketing techniques i.e. if 
one day, a celebrity with thousands of (Twitter, Facebook, BBM) followers uses your 
product/service; you are likely to find subsequent demand for that product to spike 
exponentially. Unfortunately, in times where brand and reputation is an organisations 
most valuable asset, the converse is also true and organisations may find themselves 
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out of business if they are not monitoring and employing tactics to manage its 
reputation. 
 
What society deems acceptable and unacceptable is a matter of opinion. It is a matter of 
“infecting” or influencing enough people to believe what you believe. How will 
organisations persevere amongst different cultures, religions, morals and beliefs in order 
to become a fundamental component of society? A large part of the solution lies in 
Corporate Social Responsibility (CSR) where the organisation gets in touch with 
communities and works with them to create a better future for everyone. Only when 
mutually beneficial symbiotic relationship, between the organisation and stakeholder 
(community), is established will an organisation truly be able to achieve long term 
sustainability55.  
 
4.3.5. RISK INTERCONNECTEDNESS 
Risks are seldom viewed in isolation, the greater the concentration of interrelated risks, 
the larger the cascading effect will be on objectives. The interconnection of risks is 
important to understand as the knock-on effects of a nexus of risks56 will be devastating 
when one or more within the nexus materializes. The clustering of risks creates a 
domino effect, this means that the consequences, flowing out of each risk, is multiplied 
exponentially as each risk within the nexus materializes, and the likelihood of more than 
one risk materializing increases in equal strength.  
                                                          
55
 When long term sustainability is achieved the system is in balance (Senge, 1990). 
56
 A group of risks which are closely interconnected. 
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The risk interconnection map provides a detailed overview of these risks and their 
degree of interconnectedness. It is important to remember that the organisation is 
required to operate within this global landscape and has to prepare itself to manage 
these challenges. Also important is that all risks are viewed as interconnected, whether, 
in the Macro-, Industry or Enterprise environment, risks tend to cluster in the same way. 
Figure 13 presents an example of risk interconnectedness.  
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Figure 13: Risks Interconnection Map (RIM) 2011 
 
Source: World Economic Forum (2011) 
 
There are three distinct nexuses in Figure 13, the bottom lower left indicates the inter 
connectedness of climate change, air pollution and flooding. The top left illustrates an 
Economic nexus of global imbalances and currency volatility, fiscal crises and asset 
price collapse. The third nexus at the top right of Figure 13 indicates the 
interconnectedness of terrorism, fragile states and corruption. Most organisational 
activities also do not run in isolation and will therefore affect organisational objectives 
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and subsequently strategy. Risk interconnectedness must be identified and monitored to 
ensure that the organisation is not blindsided by an unexpected nexus of risks. 
Unfortunately, many of the risk clusters also fall within a continuous loop or cycle which 
cannot be broken without a major intervention from regulators or international 
communities and private industry. 
 
4.4. THE INDUSTRY/OPERATING ENVIRONMENT 
The industry environment is defined as a group of firms producing products that are 
close substitutes (Porter, 1979:137-145). The industry, in context of the case study, is 
based on Porter‟s Five Forces (Porter, 1979:137-145). Originally, Porter identified five 
forces that would affect the competitiveness of an industry, these included 1) bargaining 
power of buyers and 2) suppliers, 3) threat of substitute services/products, 4) threat of 
new entrants into the industry, and the 5) rivalry amongst competitors. Later on, 
Brandenburger and Nalebuff (1995), identified a sixth force namely complimentors, that 
would later be incorporated into Porter‟s model. Aon‟s operating environment or industry 
is fairly small, but highly competitive in South Africa. Figure 14 illustrates Porters Five 
Forces model as follows, 
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Figure 14: Porter’s Five Forces 
 
Source: Porter (1979:137-145) 
 
The remainder of this section reviews each of the forces illustrated in Figure 14. Each 
force can impact the industry to varying degrees. The greater the impact of one or more 
forces in the industry, the greater the rivalry amongst competitors. Apart from the Macro-
Environment, the Industry environment generates the most amount of uncertainty to an 
organisation. This is because the effects of competitive efforts develop a constant battle 
for a competitive advantage to capture market share and earn higher than average 
profits.  
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Based on the prevailing industry conditions it is unlikely that there are any threats of new 
entrants to the industry as there are only four major players, three of which are also 
global competitors and a fourth local organisation which is well established in South 
Africa57. This situation brings rise to intense rivalry amongst the established competitors 
because they are fairly equally balanced and experienced talent is rare58 to find.  
 
Coupled with recent low industry growth rates, the lack of differentiation and low 
switching cost for customers, rivalry is ripe within the industry. Based on recent cut-
throat prices proposed in new business tenders, industry players are willing to do almost 
anything to undercut, undervalue and discredit competitors in these competitive battles. 
Due to the nature of the business and industry history (Clients) buyers have intensive 
bargaining power, as there is little/no switching costs and products are undifferentiated 
and relatively standardized.  
 
As an intermediary in the financial services industry Aon is heavily reliant on its suppliers 
(Insurers) in terms of pricing and as commission is rebated to corporate clients, fee 
models are kept low in order to secure and retain business. Unfortunately, insurers are 
not restricted in any way and supply insurance products to all industry players equally. 
Attempts to differentiate from competitors on price are difficult and can only be achieved 
through service excellence and additional service capabilities to „sweeten the deal‟ and 
enhance the organisations overall „value add‟ to the client. Bargaining power of suppliers 
                                                          
57
 Subsequent to the analysis of this environment a new competitor, based in London, has expressed a desire to 
establish a new office in South Africa. 
58
 It is not unlikely to find an individual who has been employed by many or all of the organisations in the industry. 
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are high because the (Insurance) market sets the price of insurance depending on 
global trends (Macro Factors). These increases in prices directly affect Aon‟s cost base 
and ability to deliver value to clients.  
 
Finally, the threat of substitute products is real, as many smaller clients may choose to 
cut out the intermediary by going directly to the insurer for risk management services 
and insurance products. For larger clients, whom operate in sectors like mining, 
telecommunications and power, which possess a huge amount of resources, insurance 
may be viewed as ineffective and alternative risk transfer mechanisms are sought, such 
mechanisms may include captives, cell captives and spread loss facilities. This situation 
dispels the need for an intermediary and completely eradicates the requirement for an 
insurance advisor as intermediary costs are eliminated and resources are kept in-house. 
There is already a decline in the use of traditional insurance mechanisms (Valsamakis et 
al., 2010:7), and current data indicate that the use of alternative transfer mechanisms 
have grown exponentially compared to that of the traditional insurance industry. 
Companies are looking at new ways of managing risk and are carefully weighing up the 
benefits of retaining risk against transferring risk (Valsamakis et al., 2010:7). 
 
Although Aon Global has diversified its business to include more risk management 
service which supports the broking services, Aon South Africa still lacks much of these 
differentiating services and relies heavily on global support to bolster its capabilities 
profile. It can be concluded that the industry is unattractive for new entrants (De Bruyn, 
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2005:64) due to both suppliers and buyers with strong bargaining positions, strong 
competitive threats from substitutes and intense rivalry from competing firms.  
 
Based on the industry profile above, constant assessment and review is required to 
ensure the uncertainties emanating from the external environment are identified and 
managed. Aon still endeavours to grow the business through strategic manoeuvring by 
diversifying into new business areas such as Healthcare Broking and Actuarial 
Consulting as well as acquiring smaller market players such as Glenrand MIB (Roux, 
2010). To assist Aon with identifying and managing uncertainty in the external 
environment, use can be made of the business environment as presented in Figure 15 
below; it depicts the various sources of uncertainty which Aon has to take into account 
when determining strategy and objectives.  
  
103 
 
 
Figure 15: Total Environmental Scanning of the Business Environment 
 
Source: Adapted De Bruyn (2005: 55) 
 
Continuous environmental scanning of the business environment depicted in Figure 15 
will ensure that potential uncertainties which may impact positively or negatively on the 
organisation are identified and updated on a continuous basis. The latter will enable the 
organisation to understand the global and local risk landscape, risk interconnectedness, 
and competitive forces of the external environment, and adapt its risk management 
methodology to support the organisation in achieving its objectives. The greater the 
uncertainty and competitive forces in the environmental context, and the less resources 
available to the organisation, the greater the need for effective risk management 
becomes. Together, each presents the drivers of risk management. The 
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interconnectedness of risk, the competitive landscape and the capability and resources 
of the organisation each drive the need for risk management. 
 
4.4.1. DRIVERS OF RISK MANAGEMENT 
This section of the chapter investigates major underlying causes and drivers of change 
in the industry and competitive conditions. The latter are known to drive the need 
increased/improved risk management activities. The driving forces play a major role in 
the level of profitability of an industry. Competitiveness, demand for products/services 
and supplier costs structures are all determined by the external factors for an industry. 
The organisation, on the other hand, can only differentiate itself from competitors 
through its inherent ability to manage these sources of uncertainty. The greater the 
industry forces exert pressure on a specific industry to change, the more sophisticated 
risk management of that organisation needs to be. Figure 16 illustrates the typical 
drivers of Risk management for an organisation, both internal and external drivers are 
depicted as follows. 
105 
 
 
Figure 16: Drivers of Risk Management 
 
Source: AIRMIC (2010:14) 
 
Figure 16 illustrates the factors driving change and increased uncertainty also drive the 
need for improved risk management. It is important for Aon to monitor these factors and 
assess how they will affect the organisation now, and into the future. By determining 
what the external and industry/operating environment will look like in five, ten or twenty 
years‟ time will dictate what strategy considerations needs to be taken for the 
organisation to maintain its competitive edge and further develop its competitive 
advantage over competitors. 
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The risk management process always takes place within the context on the organisation 
and its respective environment. Figure 17 depicts the Macro-, Industry-, and internal 
environment which surround the organisations risk management process. Each 
environment depicts different factor from where uncertainty may arise and which will 
affect the organisations ability to achieve its objectives and strategy in one way or 
another. Each environment is depicted as follows. 
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Figure 17: The Business Environment 
 
Source: Adapted from the HM Treasury (2004:13) 
 
Figure 17 represents a business environment which includes the risk management 
process, competitive forces and major nexuses of risk discussed in the internal, industry 
and macro environments respectively. Based on the risk management model identified 
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by HM Treasury (2004), it can be concluded that the effectiveness of the risk 
management process is dependent on its ability to manage uncertainties that emerge 
from each environment. Without a proper risk management, the organisation is likely 
exposed to many uncertainties and no means of identifying, assessing and treating 
risks. If risks are not identified, the organisation can be exposed to the uncertainty of not 
achieving its objectives, which will inevitably lead to loss of business and market share 
to competitor organisations. Subsequent to the external environmental analysis, the 
organisation has to investigate the internal context/environment.  
 
4.5. THE INTERNAL ENVIRONMENT 
Based on the emerging and existing external environmental uncertainties, the 
organisation can focus its risk management activities on developing a risk management 
capability which will support strategic decision making. The internal environment is that 
environment which the organisation has the most control, this includes, but is not limited 
to activities, policies, people, operational efficiency, resources and organisational 
strategy. The organisation sets the parameters for the design and implementation of its 
own strategy, it implements policies and procedures that govern daily operations, and 
prescribes general business ethics and principals. The organisation can implement a 
customized risk management framework, principles and process based on the 
requirements of its environment. The organisation needs to examine how strategy will 
influence the level and type of risk it pursues, but more importantly it needs to determine 
how risk will impact on strategy and objectives. The more integrated and mature the risk 
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management activities within the organisation, the more robust and effective it will be in 
managing risk in the business environmental context.  
 
4.5.1. RISK MANAGEMENT MATURITY 
The risk management maturity of an organisation is based on several factors. In 
essence it is determined by how well an organisation has implemented a particular 
standard of risk management. A risk management maturity index is required to measure 
each factor of maturity. Figure 18 is an example a risk management maturity index. 
Each level of maturity and its related characteristics can be illustrated as follows. 
 
Figure 18: Risk Management Maturity Index 
 
Source: Adapted from Aon Global Maturity Model (Aon, 2010) 
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Figure 18 describes each maturity level which the organisation has to reach before for it 
to achieve an advanced level of risk management maturity. The Initial risk management 
maturity implies ad hoc risk management activities are taking place with no formal 
process, policy of framework to address uncertainties. The basic, defined and 
operational maturity levels provide progressively improved and formalised risk 
management practices which enable to organisation to achieve its objectives and 
strategy. The advanced maturity level implies a comprehensive risk management design 
and complete integration with new and existing business processes.  
 
In context of the research an advanced risk management maturity would include a risk 
management process, principles and framework, customized to the business 
requirement of the organisation and the uncertainties (New and Emerging) in the 
external environment. It is also important that the components of ISO 31000 be 
benchmarked as per Chapter Three. Based on the above, there are several factors 
which can be rated according to the risk maturity index already discussed. Table 9 
illustrates the difference between a basic- and an advanced risk management maturity, 
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Table   9: Basic Risk Management vs. Advanced Risk Management Maturity 
Basic Risk Management Maturity Advanced Risk Management Maturity 
i. The board receives informal updates on 
corporate risks, typically focussed on compliance 
and regulatory filing requirements. 
i. The board receives formal updates on 
major corporate and Business unit risks on 
a periodic basis. 
ii. The management of risks is seen by the board 
as the responsibility of corporate and divisional 
management. 
ii. The Board questions management on the 
risk issues and selected risk management 
responses. 
iii. Resources are assigned to risk management on 
a part-time basis, without formal responsibility for 
developing and managing the ERM framework. 
iii. The Board reviews the risk management 
framework and receives assurance that 
the individual components are effectively 
implemented and managed. 
iv. ERM activities tend to be ad-hoc, reactive and 
uncoordinated. 
iv. A formal ERM function or defined resource 
exists and has responsibility for developing 
and improving the risk management 
framework.  
v. Employee risk management roles and 
responsibilities are informally defined and not 
well communicated. 
v. Risk management roles and 
responsibilities are understood at most 
management levels with successful 
participation by senior management. 
vi. Employees do not understand the need and/or 
benefit of risk management. 
vi. Internal stakeholders are actively involved 
in the development of the risk 
management priorities, and use key 
metrics to monitor and communicate the 
risk profile over time. 
vii. A bottom-up internal risk profile is sometimes 
communicated and developed upward in the 
organisation to demonstrate point-in-time 
effectiveness of risk management processes. 
The information is informally referenced during 
strategy and policy decisions. 
vii. Risk information is consistently used in 
business units in consideration of strategic 
decisions. 
 
viii. Communication of risk information is sporadic 
and largely reactionary, often prompted by 
significant events or near misses. 
viii. Risk information is formally incorporated 
into strategy and policy decisions. 
 
ix. Little integration between risk management 
activities and strategic decisions at business unit 
and organisational levels resulting in inconsistent 
use of risk based decision making. 
ix. Efficient processes and tools exist to 
gather, refresh and access relevant 
internal risk data across the enterprise. 
 
x. Qualitative analysis is used to evaluate risk in the 
absence of quantitative tools and capabilities. 
x. Information is provided in a timely manner 
to relevant stakeholders. 
xi. Business units and the organisation on the 
identification and management of day-to-day 
risks, often reacting to issues that materialize. 
xi. Business Units use co-ordinated 
qualitative and quantitative methods and 
tolls to assess risk exposures and 
mitigating strategies of individual risks. 
xii. Risk management focuses on problem 
identification and mitigation. 
xii. Internal data and knowledge is used in the 
identification of internal and external risks 
within an established time horizon.  
xiii. Business segments seek opportunities to 
leverage risk management strengths for 
strategic advantage. 
Source: Adapted from Aon (2010) 
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Based on Table 9, it can be concluded that there is a considerable difference between 
the basic and advanced approach to risk management. An organisation will need to 
invest time and resources to achieve a higher level of risk management maturity. These 
factors are closely related to the nine Hallmarks of ERM identified in Chapter Two. The 
greater an individual organisation‟s risk management maturity the more likely for it to 
accept more risk. This is because it is better equipped to manage risk and it 
understands it risk appetite well, thus ensuring that unwanted risks are transferred or 
properly mitigated. An advanced risk management maturity will enable the organisation 
to identity potential opportunities and manage risk proactively. 
 
The risk management maturity of an organisation plays a massive role in managing 
uncertainties but it is not a standalone function. Risk management has to be integrated 
throughout the business processes and activities for it to add value.  Part of the 
environmental analysis includes an internal assessment. An internal assessment 
requires the organisation to focus its internal capability, to leverage its strengths and 
improve its weaknesses, thus ensuring the requirements of external stakeholders and 
the effects of uncertainty on objectives are understood.  
 
4.6. UNDERSTANDING STRATEGY AND THE ORGANISATION 
In order to understand how and why risk management can/should support strategy, it is 
important to understand the basic tenets of strategic management. Sinek (2009) argues 
that all organisation should know “what” products or services they provide, whether 
manufacturing, services, mining or construction, most entities are aware of their 
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capabilities and available resources i.e. Aon provides Insurance Broking and Risk 
Management Services.  
 
Next, many organisations know how they provide products or services, whether via large 
scale machinery production to reach economies of scale or uniquely customized 
products to suit each individuals tastes or preferences. Most organisation will be able to 
explain how they create, sell and deliver products or services to clients i.e. Aon provides 
Insurance and Risk Management Services through consulting with clients, reviewing 
existing risk management practices and negotiating with underwriters. Organisations 
differentiate or standardise to create cost efficiencies, or simply follow a niche base 
strategy of either of the latter strategies (Porter, 1985). Figure 19 provides an example 
of typical generic strategies which are available to an organisation. 
Figure 19: Generic Strategies 
 
Source: Porter (1996:61-78) 
Low Cost Differentiation 
Focus Low Cost 
Focus 
Differentiation 
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Based on the generic strategies presented in Figure 19, Porter (1996:61-78) concluded 
that an organisation can position itself based on customer needs, accessibility, and/or 
range of products and services but this does not create a competitive advantage in itself. 
The organisation has to be uniquely positioned to provide a product or service which 
competitors cannot match. If products and processes (what) are relatively easily 
matched by competitors, and competitors have the same/similar resources and business 
processes (How), then how can an organisation achieve a competitive advantage? 
 
Sinek (2009) provides an answer by stating that only a handful of organisations really 
know “why” they exist. Why would customers want to buy your product and what is the 
essence and purpose of the organisation? By example, an organisation that 
understands the needs of its customers, understands what type of product or service it 
needs to deliver to meet its customer‟s needs.  Such an organisation understands “why” 
it exists as well as its reason for being in business. 
 
It is important to understand the „what‟, „how‟ and „why‟ of an organisation when 
designing a risk management methodology. It needs to address the uncertainties which 
develop both internally and externally. In the event that a complicated and ambiguous 
situation arises, the risk management methodology has to enable management to take 
an informed decision that will contribute towards the purpose of the enterprise.  
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4.7. DESIGNING THE RISK MANAGEMENT METHODOLOGY 
The basis on which the risk management methodology has to be developed is centred 
on the analysis of the enterprise profile (Rue & Holland, 1989). By adapting Rue and 
Holland‟s (1989) process, a unique approach to designing a risk management 
methodology can be created. This approach will evaluate international standards, 
internal requirements and environmental uncertainties to determine whether the current 
activities are a competitive advantage, basic business requirements or vulnerability. The 
results can then be incorporated into a practical risk management methodology which is 
customized to Aon‟s risk management needs. Whether improving weaknesses or 
building on an established competitive advantage, the risk management methodology 
must be able to establish, integrate and improve risk management within the enterprise. 
Figure 20 provides an overview of the approach and is illustrated as follows.    
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Figure 20: Designing an Enterprise Risk Management Methodology 
 
Source: Adapted from Rue and Holland (1989)  
 
Figure 20 illustrates a five step approach which has been modified from the traditional 
analysis of enterprise profile and provides a blueprint around which information can be 
gathered, interpreted and used to develop a risk management methodology which 
supports the organisation and acts as a business enabler. Step one involves the 
identification of the current risk management Architecture, Principles, Process & 
Activities for both strategic and operational activities. Step two requires a detailed 
Step 5: The New Enterprise Risk Management Methodology - a primary input into the strategy formulation/operational execution process 
Step 4: Design a Risk Management Methodology Based on the Enterprise Risk Profile 
Each internal and external enterprise strength and weakness becomes an input into the risk management 
methodology 
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Competitive Advantage Basic Business Requirement Key Vulnerability 
Step 2 :How do Risk Management Activities Compare with Standards of Excellence (ISO 31000) 
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comparison of the current state of risk management within the organisation to that of 
best practice and other standards of excellence. The organisation‟s risk management 
practices should be measured against the Standard as discussed in Chapter Three.  
 
Step three requires the evaluation of the previously identified strengths and weaknesses 
within the environmental context. This requires each strength and weakness to be 
evaluated within the macro-, industry- and enterprise environment in order to determine 
its effectiveness as a competitive advantage, basic business requirement or 
vulnerability. The greater the risk management maturity, the better it will be able to 
manage uncertainties which in turn can be a competitive advantage or basic business 
requirement. A poor risk management maturity or lack of risk management activities and 
processes will leave the organisation exposed and create vulnerability.  
 
During step four the risk management methodology is designed, based on the given 
data, to enhance the overall enterprise risk management capability within the 
organisation. The risk management methodology thus contains the recommendations in 
regards to achieving global standards of excellence as well customized elements of risk 
management architecture, process and principles for the specific environmental 
requirements in which the organisation operates. The final step ensures that the new 
risk management methodology is used as a primary input into strategy formulation and 
operational execution.  
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The above mentioned approach is supported and supplemented by the AIRMIC (2010) 
methodology depicted by the table below. Risk management should incorporate the 
fundamental activities of planning and designing, implementing and benchmarking, 
measuring and monitoring, and finally learning and reporting. Each activity is supported 
by specific tools and techniques which will assist an organisation in developing a risk 
management capability based on the Standard. Each activity is depicted by Table 10.  
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Table 10: Risk Management Framework 
 
Source: AIRMIC (2010:13) 
 
Activity                                                                                               Concepts / Tools and techniques
Planning and Designing
1. Identify intended benefits of the enterprise risk 
management initiative and gain Board mandate
• Benefits of ERM
• Embedding risk management
2. Plan the scope of the ERM initiative and develop common 
language of risk
• Upside of risk
• Stakeholder expectations
3. Establish the risk management strategy, framework, and the 
roles and responsibilities
• Risk management policy
• Risk architecture
Implementing and benchmarking
4. Adopt suitable risk assessment procedures and an agreed 
risk classification system
• Risk description
• Risk classification systems
5.   Establish risk significant benchmarks and undertake risk 
assessments
• Risk assessment techniques
• Benchmark tests of significance
6. Determine risk appetite and risk tolerance levels, and 
evaluate the existing controls
• Risk register
• Risk appetite
Measuring and monitoring
7. Ensure cost-effectiveness of existing controls and 
introduce improvements
• Risk Improvement plans
• BCP and DRP
8.   Embed risk aware culture and align risk management with 
other management tasks
• Control environment
• Risk communication
Learning and reporting
9.   Monitor and review risk performance indicators to 
measure ERM contribution
• Audit plans and risk reviews
• Sources of risk assurance
10. Report risk performance in line with legal and other 
obligations, and monitor improvement
• Risk reporting
• Legal requirements
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Based on Table 10, there are ten activities which need to be executed in order to ensure 
an effective risk management methodology is in place. It is important to take into 
account the unique attributes of each organisation and the driving forces of the industry 
when designing the risk management methodology. The organisation has to incorporate 
several tools and techniques at various junctions throughout the risk management cycle. 
At the very least, a risk register is required to assist with the assessment of risk, and at 
most, the organisation will be able to incorporate several tools and techniques which it 
can use to leverage its risk management activities to enable business growth and 
efficiency. 
 
4.8. A GUIDE TO RISK MANAGEMENT IMPLEMENTATION 
The Institute of Civil Engineers and the Society of Actuaries (Anon A, 2009) designed a 
guide (The Guide) to assist organisations with the implementation of risk management. 
The Guide59 supplements the Literature Review and supports risk management as an 
essential element for running a successful enterprise, it states that “ERM goes to the 
heart of the organisation.” The purpose of the Guide is to provide an action plan for ERM 
implementation. It presents a “methodical approach to the management of uncertainty”, 
and will enable the organisation to develop a uniquely customized action plan60 for 
complete ERM integration (Anon A, 2009) based on ISO 31000‟s (2009) principles, 
process and framework for risk management.  
                                                          
59 The Guide does not refer to Guide 73 (2009), Guide 73 refers to the vocabulary which is meant to clarify concepts discussed in ISO 31000 
(2009).  
60 The risk management plan is defined as a scheme within the risk management framework specifying the approach, the 
management components and the resources to be applied to the management of risk. 
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The guide states that ERM assists the organisation in setting its strategy by matching 
the risk taken with the organisations risk appetite61, risk capacity/tolerance62 and 
objectives. As mentioned in Chapter 2, ERM does not just look at identifying potential 
events that might affect the enterprise but looks holistically at the relationships between 
the system which constitutes the enterprise and the environment within which it 
operates. The organisation needs to be robust and flexible in its risk management 
practices to ensure internal and external risks are addressed appropriately.  
 
Risk management should breakdown silos and ensure cross-functional synergies, the 
latter will only be achievable once an organisation puts aside individual differences and 
embraces a “one team” approach to managing risk. By implementing risk management 
as a business tool, organizations‟ enhance their reputation with stakeholders and protect 
shareholder value (Anon A, 2009). Table 11 provides several practical steps to 
implementing an effective risk management methodology.  
                                                          
61 The amount and type of risk that the organization is willing to pursue or retain (Guide 73:9). 
62 Organisation’s or stakeholders readiness to bear the risk after risk treatment in order to achieve its objectives (Guide 73:9). 
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Table 11: Practical Steps to Implementing an Effective Risk Management 
Methodology 
i. Introduce an ERM framework which may retain much of the traditional downside risk events 
but goes further and studies and manages possible future variability of business outcomes 
both upside and downside. 
ii. Ensure that the organisation takes a pro-active and unbiased approach to the management 
of uncertainty, to reduce it as far as reasonable practical to do so, and to develop suitable 
cost effective responses to uncertainty which remains. A methodical, iterative and holistic 
approach which involves deep thinking about aspects of uncertainty, and the impact on 
business, is recommended. This approach needs to develop a greater understanding of 
individual risks as well as the extent to which they are interconnected. 
iii. Pay particular attention to areas of incompatibility between the business and the changing 
outside world, with a view to identifying pressures which may build up and not be 
recognised. 
iv. Establish early warning systems of emerging risks, so that responses can be developed 
before it is too late. 
v. Consider the introduction of quantitative approaches to “modelling” the business. It will 
enable the risk taken to match the risk capacity, through the exploration of various future 
scenarios. 
vi. Make arrangements for risk management to be interwoven with corporate strategy and 
business development process. Risk management should be a key input in both 
components in order to increase the robustness and flexibility of the business, as well as 
achieve a suitable risk-reward balance. The business should ensure sufficient financial 
flexibility to enable the organisation to survive setbacks which are more severe than 
anticipated. 
vii. Establish an effective and largely independent risk function, with direct access to the board, 
in order to achieve and maintain a holistic and focused approach to the risks of the 
organisation (though the management of the risks will continue to be the responsibility of 
line managers).  
viii. Inspirational risk-leadership is necessary, which is seen to come from the board itself, and 
establish the principle in every individuals mind that risk management is about outcome 
variability and achieving success, and not only about guarding against downside 
possibilities. Sufficient time for risk needs to be allocated at board meetings and across the 
enterprise. 
ix. Establish a suitable “risk-aware” culture throughout the organisation which focuses on 
opportunities as well as threats, together with a highly developed communication system, 
embedded risk procedures and activities within a strong risk governance structure. 
x. Ensure that there are adequate systems in place for identifying, analysing and managing 
strategic, project and operational risks, both upside and downside, and that these systems 
are properly integrated. 
xi. Ensure that adequate attention is paid to the views of external stakeholders about the risks 
which the business faces. 
Source: Anon A (2010) 
 
123 
 
 
An organisation which adopts a risk management methodology as prescribed by the 
standard and implements it according to steps described by Table 11 is likely to 
successfully integrate risk management. The guide addresses the softer issues which is 
not covered by the standard and compliments the standard‟s risk management 
methodology. 
 
4.9. SUMMARY 
Chapter Four also concludes the literature review of the study. In this chapter, we 
reviewed the environmental forces in the Macro-, Industry-, and Organisational 
environment. Key areas of existing and emerging uncertainties were identified for each 
environment and discussed briefly in context of the prevailing organisational case study. 
In the macro environment the effects of macro change factors driving uncertainty were 
investigated. The effects of economic, legal, technology, social, ecological and political 
uncertainties were reviewed in depth. The global risk landscape and the 
interconnectedness of risk were reviewed based on the global trends and emerging 
uncertainties. The Industry environment was also reviewed in terms of Porters 
Competitive forces to determine the competition and level of uncertainty in the industry 
environment. Finally, the internal environment was reviewed in order to discuss the 
maturity of the organisations risk management process and the strategy employed by 
the organisation. A detailed guide to the implementation of risk management in the 
organisation was also briefly reviewed. 
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Chapter Five provides the details surrounding the research methodology. It includes the 
reasoning behind the research design, approach, data collecting methods, and sample 
decisions to name but a few.  
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CHAPTER FIVE 
5. RESEARCH METHODOLOGY 
5.1. INTRODUCTION 
Chapter Four concluded the literature review with a detailed discussion around the 
business environment and the various forces of uncertainty exerted within each 
environment. Both the internal and external context was reviewed and specific 
measures of risk management maturity was identified, compared and discussed. The 
risk management maturity of the organisation determines the effectiveness in which it 
deals with its environmental uncertainties. 
 
Chapter Five describes the research methodology employed by the researcher during 
the course of the study. The purpose of the research, research techniques, research 
approach and design is reviewed as well as specific benefits and disadvantages of the 
research methodology.  
 
5.2. OBJECTIVES OF THE RESEARCH  
The problem the researcher is faced with is that risk management is not entrenched in 
Aon‟s strategies, objectives, operations and activities. In order to identify, customize and 
recommend a risk management methodology, which acts as a business enabler, the aim 
of the research is to accomplish the following secondary objectives depicted in Table 12. 
Each secondary objective is an important building block for identifying a unique 
methodology which can be used to implement risk management effectively. 
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Table 12: Secondary Research Objectives 
Secondary Objective 
 Review the history of risk management and identify emerging trends. 
 Identify the Principles, Framework and Process requirements for effective risk 
management based on global best practice. 
 Construct the business context from which uncertainties arise and identify 
specific areas of uncertainties which affect Aon  
 Identify and evaluate the current state of risk management  
 Conduct a gap analysis between the effectiveness of Aon‟s current risk 
management practices compared to global best practices. 
 Propose an action plan for implementation/development of risk management in 
the organisation. 
Source: Author Derived 
 
Upon completion of each of the secondary objectives described in Table 12, the 
researcher will be able to establish the primary objective. The research methodology 
employed to determine the results of the empirical research is reviewed in the next 
section. 
 
5.3. TYPE OF THE RESEARCH  
According to Babbie and Mouton (2001:76) there are three types of social research 
which are most commonly used today. They are exploration-, description- and 
explanation research. The authors also state that a substantial portion of social research 
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is based on exploration of a new topic or knowledge area as this type of approach aims 
to find out more about certain trends, events, methodologies, and phenomena occur. 
Descriptive studies, on the other hand, describe scientifically what the researcher has 
observed, it is possible to emphasize detailed descriptions of a specific individual, event, 
group, company or artefact. Finally explanatory studies are conducted in order to find 
out why an event or occurrence takes place. This type of research approach aims to 
determine causality and correlation between specific variables and factors which 
determine consequence or likelihood. 
 
Exploratory studies can have more than one purpose. They are typically incorporated in 
research projects for the following reasons (Babbie & Mouton, 2001:79),  
 
i. To satisfy the researchers curiosity and desire for better understanding. 
ii. To test the feasibility of undertaking a more extensive study. 
iii. To develop methods to be employed in a subsequent study. 
iv. To explicate the central concepts and constructs of a study. 
v. To determine priorities for future research. 
vi. To develop new hypothesis about existing phenomenon. 
 
Based on the primary objective of the research it can be concluded that an exploratory 
approach is best suited for the study. The exploratory approach will enable the 
researcher to develop an increased understanding of risk management within Aon as 
well as identify, evaluate and recommend an appropriate risk management 
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methodology. In context of the research all of the above are deemed material to the 
current research project. Finally, it is also pertinent to incorporate elements of a 
descriptive approach which can also be used to illustrate the state of the current risk 
management practices of the organisation. Such descriptions are valuable when making 
conclusions based on the research data.  
 
5.4. METHODOLOGICAL APPROACH TO THE RESEARCH 
Once the research type has been established, the nature of the research needs to be 
investigated. According to Babbie & Mouton (2001:48) the nature of the research can 
follow a qualitative, quantitative or participatory action paradigm. Each is discussed in 
more detail below 
 
5.4.1. QUALITATIVE RESEARCH 
The purpose of many qualitative studies is description and sometimes exploration 
(Babbie & Mouton, 2001:270). Qualitative research is defined as a generic research 
approach in social research according to which research takes its departure point as the 
insider perspective on social action. The goal of the research is defined as describing 
and understanding rather than explanation and prediction of human behaviour. The 
emphasis is on methods of observation and analysis which include unstructured 
interviewing, participant observation and the use of personal documents (Babbie & 
Mouton, 2001:646). Typically, qualitative research designs have the following 
characteristics in common (Babbie & Mouton, 2001:274): 
 A detailed engagement or encounter with the object of study,  
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 Selecting a single/small number of cases to be studied,  
 An openness to multiple sources of data, and 
 Flexible design features that allow the researcher to adapt and make changes to 
the study where necessary.  
 
Based on the characteristics identified above the authors identify three primary forms of 
qualitative research designs namely the Case Study, Ethnographic Studies and Life 
Histories. The Case Study design includes an intensive investigation of a single unit or 
entity. The ethnographic study involves the work of describing culture. The essential 
core of this activity aims to understand another way of life from the native point of view. 
According to Spradley (1979:3), ethnography means learning from people as appose to 
studying people. Finally, Life Histories involve the full length account of one person‟s life 
in his/her own words. Each qualitative research design provides in depth subject data 
and investigation. Qualitative research is especially useful when a subject is too 
complex to be answered by a simple “yes” or “no” hypothesis (Trochim, 2006). The 
following are key characteristics and advantages of qualitative research. 
 
i. Qualitative research lets the researcher view behaviour in natural surroundings 
without the artificiality that encloses experiments and survey research from time 
to time (Babbie & Mouton, 2001, p. 270). 
ii. Qualitative research can intensify a researcher‟s depth of understanding of the 
occurrence under investigation. 
iii. Focus on the process rather than the outcome 
iv. Qualitative methods are flexible and allow the researcher to practice new ideas of 
concern. 
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Babbie & Mouton (2001:270) and Henning (2004:3) describe the primary goal of 
qualitative research as describing and then understanding, as opposed to merely 
explaining social action. Qualitative research seeks meaning, rather than generality, and 
contributes to theory development by proceeding inductively. Meaning is not achieved 
by looking at many instances of a phenomenon but rather by looking at all aspects of the 
same phenomenon to see their interrelationships and establish how they come together 
to form a whole (Henning, 2004:4).  
 
The quantitative researcher usually aims at analysing variables and relationships 
between them in isolation from the context (so as to increase generalizability), the 
qualitative researcher aims to describe and understand events within the concrete, 
natural context in which they occur (Babbie & Mouton, 2001:272). According to Babbie 
and Mouton (2001:272) one can only truly understand events if measured against the 
background of the whole context and how that context confers meaning to the events 
concerned. Qualitative research takes on features of naturalism, insider perspective, 
thick description and contextualism, and thus allows the researcher to adopt an 
inductive approach to the object of study.  
 
In the analysis of qualitative data, the emphasis is on grounded theory and other more 
inductive analytical strategies. When an inductive approach is adopted, the researcher 
uses particular facts from the study to form general rules and principles (Wehmeier, 
2005:761). A deductive approach is more appropriate for research when an opinion 
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needs to be deduced based on the information available and uses knowledge about 
things that are generally known to be true, in order to think about or understand 
particular situations or problems (Wehmeier, 2005:381). The emphasis of qualitative 
research is thus on developing and building inductively, based on new interpretations 
and theories of first-order descriptions of events, rather than approaching the social 
actors with a deductively derived research hypothesis.  
 
5.4.1.1. DISADVANTAGES OF THE QUALITATIVE DESIGN  
There are also certain disadvantages of the qualitative design which need to be taken 
into account (Wimmer and Dominick, 1983:49). A major drawback of qualitative 
research is that sample sizes are too small to allow the researcher to generalize the 
data beyond the selected sample. This means that qualitative research is usually unique 
and cannot always be recreated. Secondly, the reliability of the data can be difficult to 
maintain in qualitative research since single observers are describing unique events and 
thirdly, the researcher is in contact with respondents, which may result in low objectivity.  
 
In order to counter the disadvantages of qualitative research, the researcher has to 
induce a number of assumptions which will extend the data to include the entire 
organisation, and make a number of generalisations during the investigation. The 
purpose of adopting an inductive approach is to ensure the objectivity, validity and 
reliability of the research. According to Babbie and Mouton (2001, p. 310) objectivity is 
synonymous with “trustworthiness” within the qualitative research paradigm. It 
incorporates elements of credibility, transferability, dependability and conformability 
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which are required in order to strengthen the position of qualitative research against that 
of other quantitative designs.  
 
5.4.2. QUANTITATIVE RESEARCH  
Both quantitative and qualitative designs are systematic in nature. Babbie and Mouton 
(2001:646) identify three principle characteristics of quantitative research. Firstly, there 
is an emphasis on the quantification of constructs, “The quantitative researcher believes 
that the best or only way of measuring the properties of phenomena is through 
quantitative measurement i.e. assigning numbers to perceived qualities of things”. 
Secondly, Emphasis is placed on variables in describing and analysing human 
behaviour, this is also known as variable analysis. Finally, the central role is afforded to 
control for sources of error in the research. The authors describe quantitative research 
as a type of research that explains phenomena by collecting numerical data that are 
analysed using mathematically based methods (in particular statistics). Quantitative 
research is more an objective approach whereas qualitative research often involves 
more subjective elements.  
 
The premise of adopting a quantitative approach involves gaining, analysing and 
interpreting quantitative data where the researcher remains detached and 
objective. Often this is not possible with qualitative research where the researcher may 
actually be involved in the situation of the research. Quantitative research is inclined to 
be deductive which means it tests theory. Quantitative research designs tend to produce 
results that can be generalised based on the volume and statistical analysis of data. As 
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described in the previous section, this is in contrast to most qualitative research designs 
which tend to be more inductive. Objectivity, deductiveness, generalizability, statistical 
and numerical data are features often associated with quantitative research. 
 
There are several types of quantitative research. Major types of quantitative research 
include descriptive, quasi-experimental, experimental and correlational research 
designs. Experimental and quasi-experimental studies are designed to examine cause 
and effect. These studies are usually conducted to examine the differences in 
dependent variables thought to be caused by independent variables. Descriptive and 
correlational studies examine variables in their natural environments and do not include 
researcher imposed variables. Each type has its own typical characteristics. Quantitative 
research generally uses scientific methods to measure characteristics of the population 
with statistical precision. Quantitative research enables the researcher to make 
comparisons between groups based on a generalisation of data. It generally provides 
estimates from a sample that can be related to the entire population with a degree of 
certainty.   
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5.4.2.1. ADVANTAGES OF QUANTITATIVE RESEARCH   
According to Babbie and Mouton (2001:49), there are several advantages of the 
quantitative research paradigm. Quantitative research,   
 
 Provides estimates of populations at large.   
 Indicates the extensiveness of variable data.   
 Provides results which can be condensed to statistics.   
 Allows for statistical comparison between various groups of data.   
 Has precision, is definitive and standardized.   
 Measures level of occurrence, actions, trends.   
 
The researcher has to choose a paradigm which fits his/her requirements and research 
objective. Based on the advantages/disadvantages of quantitative/qualitative research, 
the researcher will be able to select the most appropriate paradigm.  
 
5.4.3. PARTICIPATORY ACTION RESEARCH 
The third and final methodological approach available to researchers is Participatory 
Action Research (PAR). Babbie and Mouton (2001:645) define PAR as “participatory to 
the extreme”. It is based on the researcher‟s role in setting the agenda, participating in 
the data gathering and analysis and controlling the use of outcomes, alongside 
participants. PAR differs from conventional research in three ways. Firstly, it focuses on 
research whose purpose is to enable action. Action is achieved through a reflective 
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cycle, whereby participants collect and analyse data, then determine what action should 
follow. The resultant action is then further researched and an iterative reflective cycle 
perpetuates data collection, reflection, and action as in a corkscrew action.  
 
Secondly, PAR pays careful attention to power relationships, advocating for power to be 
deliberately shared between the researcher and the researched: blurring the line 
between them until the researched become the researchers. The researched cease to 
be objects and become partners in the whole research process: including selecting the 
research topic, data collection, and analysis and deciding what action should happen as 
a result of the research findings. The observer has an impact on the phenomena being 
observed and brings to their inquiry a set of values that will exert influence on the study.  
 
Thirdly, PAR contrasts with less dynamic approaches that remove data and information 
from their contexts. PAR advocates that those being researched should be involved in 
the process actively. The degree to which this is possible in research will differ as will 
the willingness of people to be involved in research. PAR draws on the paradigms of 
critical theory and constructivism and may use a range of qualitative and quantitative 
methods. For instance, a participatory needs assessment would include extensive 
engagement with local communities and may also include a survey of residents who are 
less centrally engaged in the participatory process.  
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5.4.4. SELECTING THE APPROPRIATE METHODOLOGICAL APPROACH 
Based on the methodological paradigms discussed above, a comparison can be made 
between quantitative and qualitative research in order to differentiate between the two 
research paradigms. Table 13 depicts this comparison below. 
 
Table 13: Quantitative versus Qualitative Research 
 Quantitative Qualitative 
General 
framework 
 
Seek to confirm hypotheses about 
phenomena. 
 
Instruments use more rigid style of 
eliciting and categorizing responses 
to questions. 
 
Use highly structured methods such 
as questionnaires, surveys, and 
structured observation. 
Seek to explore phenomena. 
 
Instruments use more flexible, iterative 
style of eliciting and categorizing 
responses to questions. 
 
Use semi-structured methods such as 
in-depth interviews, focus groups, and 
participant observation. 
Analytical 
objectives 
 
To quantify variation. 
 
To predict causal relationships. 
 
To describe characteristics of a 
population. 
To describe variation. 
 
To describe and explain relationships. 
 
To describe individual experiences.  
 
To describe group norms. 
Question format 
 
Closed-ended. Open-ended. 
Data format 
 
Numerical (obtained by assigning 
numerical values to responses). 
Textual (obtained from audiotapes, 
videotapes, and field notes). 
Flexibility in 
study design 
Study design is stable from 
beginning to end. 
 
Participant responses do not 
influence or determine how and 
which questions researchers ask 
next. 
 
Study design is subject to 
statistical assumptions and 
conditions. 
Some aspects of the study are 
flexible (for example, the addition, 
exclusion, or wording of particular 
interview questions). 
 
Participant responses affect how and 
which questions researchers ask 
next. 
 
Study design is iterative, that is, data 
collection and research questions 
are adjusted according to what is 
learned. 
Source: Mack, Woodsong, Macqueen, Guest & Namey (2005:13) 
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According to Mack et al. (2005:13), the most important difference between the 
paradigms discussed in Table 13 is the flexibility of the research. Generally, quantitative 
methods are fairly inflexible. With quantitative methods such as surveys and 
questionnaires, for example, researchers ask all participants identical questions in the 
same order. The response categories from which participants may choose are “closed-
ended” or fixed. The advantage of this inflexibility is that it allows for meaningful 
comparison of responses across participants and study sites. The problem that arises is 
that it requires a thorough understanding of the important questions to ask, the best way 
to ask them, and the range of possible responses. 
 
Qualitative methods are typically more flexible because they allow greater spontaneity 
and adaptation of the interaction between the researcher and the study participant. For 
example, qualitative methods ask mostly “open-ended” questions that are not 
necessarily worded in exactly the same way with each participant. With open-ended 
questions, participants are free to respond in their own words, and these responses tend 
to be more complex than simply “yes” or “no.” In addition, with qualitative methods, the 
relationship between the researcher and the participant is often less formal than in 
quantitative research. Participants have the opportunity to respond more elaborately and 
in greater detail than is typically the case with quantitative methods. In turn, researchers 
have the opportunity to respond immediately to what participants say by tailoring 
subsequent questions to information the participant has provided. 
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Based on the methodological approaches described above the researcher did not adopt 
the quantitative approach because of the following reasons. Firstly, an initial pilot study 
proved that a quantitative approach, in the form of survey research, presented a lack of 
response and understanding from participants. Secondly, the sample size was too small 
and thus insufficient to make any material conclusions on a quantitative basis. Thirdly, 
based on the complexity of the organisation, as well as the added complexity of risk 
management, the research required an in depth analysis and understanding of factors 
which influence and affect both the organisation and its risk management efforts. It can 
be concluded that for the purposes of this study a qualitative research is deemed to be 
the most effective, flexible and appropriate research approach.  
 
Participatory Action Research (PAR) was also considered as a research design but it 
was concluded that PAR would be better suited for a study where the researcher is able 
to influence and affect change in the form of new policies, procedures and processes. 
This research is focussed on the insider perspective rather than the participant 
perspective.  
 
5.5. TYPES OF RESEARCH DESIGN 
There are several research designs available to a researcher, they include, but are not 
limited to, experiments, surveys, case studies, ethnographic studies, life histories, 
participatory research and evaluation research. Based on the methodological approach 
adopted in the previous section, only qualitative research designs are designated for the 
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study. This means that the researcher has the option of adopting a case study-, 
ethnographic study-, or life history research design in order to conduct the research. It 
can be concluded that an ethnographic study and life history design will not be suitable 
as the research centres around one particular organisation and its risk management 
practices.  
 
According to Babbie and Mouton (2001:281) there are several types of case studies, 
one in particular is of concern for the purposes of the research. The authors define the 
study of an organisation or institution as an example of case study research. It is 
normally associated with qualitative investigation of a business, where the focus is on a 
firm, company, corporation or trade union. The authors also confirm that there are many 
foci in a typical case study which may include studies of best practice, policy 
implementation and evaluation, human resource practices, management and 
organisational issues, organisational culture, change processes, and process re-
engineering. Based on this description it can be concluded that the case study research 
design would be appropriate for the qualitative approach. 
 
5.5.1. THE CASE STUDY APPROACH 
The research involves an intensive investigation of a single unit (Aon South Africa) 
based on the objectives of the research. Case study research is useful for testing 
theoretical models in real world situations (Trochim, 2006). It provides the researcher 
with indications and clarification on the subject matter and enables further elaboration 
and hypothesis creation on the subject. Case studies provide a unique in depth view of 
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the subject which would not otherwise be available given the broad generalizations of 
quantitative research designs. The design principles for a case study are included 
below, 
 
 The role of conceptualisation in the case study research, 
 The importance of contextual detail and in-depth description, 
 Using multiple sources of data, and 
 Analytical strategies.  
 
The conceptual framework entails stating the purpose of the study as per the research 
objectives, presenting the principles guiding the study in the form of the research 
question and carefully defining concepts for the research. The construction of a 
framework is based on a combination of the literature review and researchers 
experience. The analysis of case studies tends to be more opinion based than 
statistically verifiable. It is important to collate data into a manageable form and 
construct a narrative around the analysis and findings of it. Other case study design 
principles are discussed in more detail under the data collection section below. 
 
5.6. DATA COLLECTING METHODS AND ANALYSIS 
Another design consideration for case studies is the analytical strategies.  The analysis 
of a case study research requires the researcher to determine how to organise findings, 
issue a theory development and whether or not generalization is appropriate (Babbie & 
Mouton, 2001). Findings can be complex, with multiple patterns of phenomena taking 
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place within a range of context and conditions. This creates the multidimensionality of 
the case study data and requires multiple sources of data and can involve using more 
than one method for collecting data. These methods of collecting data include 
interviews, observations and/or informants, all rounding on the principle of replication 
and convergence. Each is discussed in context as follows. 
 
5.6.1. INTERVIEWS 
The primary method for data collection in this study is in depth interviews with 
individuals within the organisation. Oatey (1999) clarifies the purpose of interviews as a 
means of gaining information on a particular topic or a particular area of research.  The 
author states that interviews can have one of two basic structures, structured interviews 
(Closed interview style) or unstructured interviews (Open Interview Style). According to 
Frey and Oishi (1995:10) a structured interview is “a purposeful conversation in which 
one person asks prepared questions (interviewer) and another person answers them 
(respondent)”, these interviews are carefully planned with a predetermined set of 
questions which is strictly adhered to.  
 
The predetermined interview questions can be further categorized into open ended or 
close ended questions. Wimmer and Dominick (1997:94) state that open-ended 
questions allow the interviewer to probe deeper into the initial responses of the 
respondent, this allows the researcher to gain a more detailed answer to a particular 
question. The depth and detail of the probe is left to the researcher to determine. Close-
ended questionnaires do not allow the researcher to probe further into the initial 
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response from the respondents. Close-ended questions are suited for quantitative 
research designs where the researcher is seeking specific information or confirmation 
on specific questions. The latter does not allow for the additional investigation of 
responses during the interview which is why open-ended questions is more suitable to a 
qualitative research approach 
 
Unstructured interviews only require an interview schedule. The interviewer uses the 
interview schedule as guideline to drive the conversation into areas of interest. 
Unstructured interviews are more flexible and do not require predefined questions. The 
interview schedule summarises the main ideas which are being investigated by the 
researcher.  
 
The purpose of the interviews is to determine the experience and knowledge of the 
participants on the subject of risk management and provide insight into their 
understanding of risk management and its practices within Aon. The interview questions 
in this research will be structured and open-ended in order to define the parameters of 
the investigation more clearly and lead the responses into the subject risk management 
in the organisation. This will ensure that specific areas of interest identified by the 
researcher are addressed but at the same time allowing participants to answer 
questions freely. The latter approach will also enable additional probing and 
investigation of responses during an interview.     
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In exploratory research, Mack, Woodsong, Macqueen, Guest & Namey (2005:14) 
identify one of the advantages of qualitative research methods as the use of open-ended 
questions. Probing gives participants the opportunity to respond in their own words, 
rather than forcing them to choose from fixed responses, as quantitative methods do. 
Open-ended questions have the ability to evoke responses that are: 
 
 Meaningful and culturally salient to the participant 
 Unanticipated by the researcher 
 Rich and explanatory in nature 
 
Another advantage of qualitative methods is that they allow the researcher the flexibility 
to probe initial participant responses – that is, to ask why or how. The researcher must 
listen carefully to what participants say, engage with them according to their individual 
personalities and styles, and use “probes” to encourage them to elaborate on their 
answers. 
 
5.6.1.1. THE INTERVIEW QUESTIONNAIRE  
As indicated, data will be collected through one-on-one structured interviews. This 
requires the design of an interview questionnaire. The interview questionnaire comprises 
of twenty open-ended questions which were designed to probe the organisations risk 
management activities and assess the level, scope and understanding of risk 
management across the sample size. Appendix One provides an example of the 
144 
 
 
questions which were used during the interview with participants. The questions 
provided sufficient structure to allow participants to elaborate and expand their thoughts 
around risk management. 
 
5.6.2. OBSERVATIONS 
A secondary data collection method which can be employed to supplement the primary 
method is observations. In instances where the researcher observed specific risk 
management practices or a lack of risk management in general, these can be reported 
as observations. There are specific advantages to observations (Babbie and Mouton, 
2001:293), it forces the observer to familiarize with the subject, it allows previously 
unnoticed or ignored aspects to be seen, peoples actions are probably more telling than 
their verbal accounts and observing these are valuable (what people say vs. do) and it is 
relatively unobtrusive.  
 
The researcher, as an on-going employee, will be able to make detailed observations 
during the research which would not otherwise be available to external individuals. It will 
also allow the researcher to compare the actual risk management practices as 
perceived which is purported by interviewees, in the organisation. This follows form with 
one of the roles which the observer has to play as an extreme convert (Babbie & 
Mouton, 2001, p. 297), thus allowing the researcher to get a deep understanding of the 
inner working of the organisation. Due to the nature of the research and the researcher‟s 
position as an employee of the organisation, it is likely that observations may be 
incorporated into the research.  
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5.6.3. INFORMANTS 
According to Babbie and Mouton (2001:643) an informant is an individual that is well 
versed in the social phenomenon that the researcher wishes to study and who is willing 
to inform the researcher about what he/she knows. Informants are particularly important 
when trying to find background information or confidential information about the object 
under investigation. No informants will be used to gather data for the research because 
the researcher is an employee of the organisation. Individuals will be probed for 
information during interviews and where necessary observations to the contrary will be 
made. 
 
5.6.4. A FRAMEWORK OF ANALYSIS 
In order to analyse the data the researcher compiled a framework of analysis. A more 
detailed framework is provided in Annexure 2. Figure 21 represents a simplified version 
of the framework of analysis employed by the researcher.  
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1. Primary Objective 
1.1. Secondary Objective 
1.2. Secondary Objective 
1.2.1. Category of Evidence 
1.2.2. Category of Evidence 
1.2.3. Category of Evidence 
1.2.3.1. Groupings of Evidence 
1.2.3.2. Groupings of Evidence 
1.2.3.3. Groupings of Evidence 
1.2.3.4. Groupings of Evidence 
1.2.3.4.1. Units of Coding of Evidence 
1.2.3.4.2. Units of Coding of Evidence 
1.2.3.4.3. Units of Coding of Evidence 
1.2.3.4.4. Units of Coding of Evidence 
1.2.3.4.5. Units of Coding of Evidence 
 
Source: Author Derived 
 
The framework of analysis provides a detailed breakdown of the primary objective into 
the secondary objectives. It illustrates how each secondary objective is further divided 
into categories of evidence, which are further divided into groupings of evidence which 
ultimately comprises of individual units of coding. The evidence of a number of units of 
coding relate back to a specific grouping. The grouping, in turn falls within a category of 
evidence, which confirms or denies the evidence required to accomplish a secondary 
objective. By establishing all the secondary objectives, the researcher is able to 
accomplish the primary objective of the research. A lack of evidence or limited evidence 
of Units of Coding will require a recommendation for the risk management 
implementation plan. Verifiable evidence of units of coding will lead to acknowledgement 
and an improvement recommendation. 
 
Figure 21: Framework of Analysis 
147 
 
 
5.7. SAMPLE DECISIONS  
Researchers have to understand and interpret case studies by describing the units of 
analysis within their contextual detail. It is also up to the researcher to determine how 
the object of study will be sampled. Trochim (2006) states that there are two kinds of 
sampling methods, probability- and non-probability sampling. Non-probability sampling 
does not involve random selection, while probability sampling does. In applied social 
research, such as in this study, it is not feasible, practical or theoretically sensible to do 
random sampling within the organisation as the purpose of the research is to understand 
specific risk management practices within the organisation. Specific areas and 
hierarchical levels are the focus of the research. Based on the latter and the research 
objectives it can be concluded that non-probability sampling is deemed the sampling 
method of choice. 
 
There are two types of non-probability sampling methods, accidental and purposive. 
Accidental, Haphazard or Convenience sampling is a method of sampling which 
incorporates a sample of individuals of a population where they are chosen based on 
their relative ease of access. With purposive sampling the researcher has a specific 
plan/purpose in mind. Purposive sampling can be divided into Model Instance Sampling, 
Expert Sampling, Quota Sampling, Heterogeneity Sampling and Snowball Sampling.  
Based on the complexity of the research subject, expert sampling would be required to 
ensure the validity of the data. According to Trochim (2006) expert sampling “involves 
the assembling of a sample of persons with known or demonstrable experience and 
expertise in some area.” In this research, sampling is based on knowledge, experience 
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and influence within the organisation in relation to risk management. This can include 
strategic or operational personnel which are in charge of risk management activities, 
policies and procedures. Based on the above criteria it is likely that the interviews will be 
limited to senior managers and employees who have a detailed understanding of the 
organisations and its objectives, strategies and operations i.e. CEO, CFO. 
 
Due to the specialized nature of Risk Management and the case study methodology 
expert non-probability expert sampling has been selected to ensure that reliable data 
can be sourced through interviews. Other methods of probability and non-probability 
sampling would limit the validity of the study due to the nature of the research. The 
sampling criteria used are presented in Chapter Six. 
 
5.8. SUMMARY 
In this chapter the purpose of the research was reviewed in order to determine if the 
research was exploratory, descriptive or explanatory. Based on research objectives an 
exploratory approach, with a number of descriptive elements, were selective as the 
purpose of the research. The different types of methodological approaches to empirical 
research were investigated to distinguish between the quantitative, qualitative and 
participatory action research approaches. The qualitative research paradigm was 
selected based on its ability to investigate complex and provide an in depth/unique 
understanding of the object under investigation.  
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A number of research designs were discussed but based on the qualitative research 
approach the Case Study design adopted as the preferred research design because of 
its suitability to analysing the organisation. The data collecting methods appropriate to 
the Case Study design were reviewed and identified interviews, observations and 
informants as possible methods of collecting data. Interviews were identified as the 
primary method followed by observations where interview information is not 
representative. Finally a framework of analysis was briefly discussed followed by the 
discussion and reasoning around sampling criteria for the research. 
 
The next chapter provides a detailed account of the research results based on the 
methodology described in this chapter. Chapter Six provides a presentation and 
summary of the data collected by the researcher during the interviews. The data is 
interpreted and discussed in detail in order to provide an overview of the respondent 
data.  
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CHAPTER SIX 
6.  PRESENTATION, INTERPRETATION AND SUMMARY OF RESEARCH   
6.1. INTRODUCTION 
Chapter Five provided a detailed account of the research methodology, design 
considerations and approach the researcher has adopted. The purpose of the research 
methodology is to provide a theoretical framework in which the research objectives can 
be achieved.  
 
Chapter Six provides a detailed account of results and summary of empirical data. The 
analysis is limited to the organisation‟s (Aon) current risk management practices, 
philosophy, processes and procedures, respondents‟ views on responsibility, definition, 
culture, and effects of risk management on strategy, objectives and activities.  
 
6.2. SUMMARY OF RESPONDENTS 
A number of senior individuals were identified within the Aon executive and middle 
management team as respondents for the interviews. Each individual was selected 
based on the expert sampling criteria and subsequently verified during the interview in 
order to establish if the respondent matched the sample criteria. The sample group 
included the Chief Executives, Business Unit Leaders and Senior Consultants which 
have been employees of the organisation for at least five years with an overall work 
experience of more than ten years in the Insurance or Financial Industry. Each 
respondent also required a basic understanding of the organisation‟s current business 
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processes as well as the ability to influence the practice of risk management within 
his/her immediate scope of authority.  
 
The respondents were further divided into executive/board members and members of 
the middle management team. The middle management team included members of the 
management committee and/or divisional heads of department. An attempt to ensure an 
equal distribution from each of the management levels of the organisation was pursued 
in order to obtain data from a representative sample of the organisation. In this case, a 
representative sample required a response from each management level and the CEO. 
 
Due to the nature of the interview process and the time constraints of the participants, 
the interviews had to be scheduled in advance to ensure that the respondents would be 
available. Given the time horizon of the research, the interviews were scheduled and 
conducted during May and June 2011 to accommodate the sample group‟s demanding 
schedules.  The interview period was not extended in order to ensure sufficient time 
available for the analysis of data and, if deemed necessary, schedule follow up 
interviews to clarify response data with participants. Based on their experience, each 
respondent provided extensive data and valuable insight during each interview. 
 
The sum of the respondents experience accumulated to more than 250 years within the 
financial services industry. Each respondent has been intricately involved in Aon‟s 
business activities for several years, with a majority either directly/indirectly involved with 
the current state of risk management within the organisation. Each interview provided a 
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unique understanding of the respondents‟ perspective on the current risk management 
practices and activities of the organisation.  
 
Several key aspects of risk management in the organisation were discussed. The results 
include a summary and comparison of data, apparent discrepancies and similarities 
between responses, as well as a consolidated view of Aon South Africa‟s risk 
management profile. The data reflected in this chapter will assist the researcher in 
designing an appropriate risk management methodology to help the organisation 
establish a formal risk management program, which will add value, and generate long 
term sustainability. 
 
6.3. DIVERGING DEFINITIONS OF RISK AND RISK MANAGEMENT 
A key feature of this research is the broad array of „risk‟ and „risk management‟ 
definitions generated from each of the participants. Individuals were requested to define 
each term respectively in order to establish a base understanding of their knowledge on 
the subject matter.  The reason for this is to determine the context in which risk 
management is interpreted by each participant within Aon South Africa. The effect of this 
exercise would further clarify if there was consensus amongst the respondents on (1) 
what is deemed a risk to Aon South Africa and (2) how such risks are to be managed. 
 
Based on the research data, the researcher is able to compile a list of the most common 
definitions cited by respondents. The effect of this exercise was a clear understanding of 
participants views on „risk‟ and „risk management‟ as well as the context in which each 
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of these terms are established. Table 14 provides a summary list of common definitions 
for “Risk” and “Risk Management” identified by respondents. 
 
Table 14: List of Top Ten Common Risk and Risk Management Definitions 
Risk Risk Management 
i. Risk is anything that would impede a 
company to achieve its objectives 
i. Risk management is the ability to identify risk 
and developing mitigation plans to address 
risk. It includes understanding your risk and 
developing plans to counteract the effects of a 
risk materializing. Risk Management is also a 
process of identification, assessment and 
treatment of risks, such treatment normally 
includes a predefined response to risk in the 
form of insurance or contractual limit in order to 
minimise the exposure to an organisation 
ii. Risk is something that can negatively 
influence the normal course of business and 
has a financial impact which is mostly 
negative 
ii. Risk Management is mitigating risk; it can be 
preventative or ad hoc damage control and 
requires specific controls and procedures to be 
in place. Compliance is a form of Risk 
Management controls to ensure good business 
practice. Risk Management (Compliance) 
should not hinder the business, it should help 
the business mitigate its risks 
iii. Risk encompasses everything that exposes 
the business in any shape, size or format of 
anything that can go wrong in the business. 
(Unique CEO perspective) 
iii. Risk Management moves from “gut” based 
management to fact based analysis of data 
and informed decision making. Historically risk 
management was seen as function of 
insurance and a way to reduce premiums. Risk 
Management is a way of doing, managing 
business or an attitude towards uncertainty in 
the business. It has become highly specialized 
over the past decade but as a matter of 
principle your business will run better with good 
risk management in place. It should be applied 
across the entire business to assist strategy, 
operations, reputation and resources to 
manage risk and engrain a risk management 
culture within the organisation 
iv. Risk is all the inherent aspects which may 
impact the business in terms of on-going 
sustainability and performance. It can be as 
diverse as Natural, Operational, Regulatory, 
Human Capital or Financial. Risk is evasive 
and diverse and must be approached from all 
angles  
iv. Risk Management is the attributes of the 
management of the business and how they 
deal with risk/ the impact of risk on the 
business. Risk management requires risks to 
be ranked and evaluated across a full 
spectrum of impact and probability ratings. 
Risk management mitigates organisational 
risks and ensures that policies and procedures 
are in place to manage and prevent further risk 
from affecting the organisation 
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v. Risks are normally insurable / uninsurable 
and can be retained or transferred to other 
entities 
v. Risk Management looks at how an 
organisation can reduce its total cost of risk. 
Risk management involves physical risk 
management, financial risk management and 
the use of insurers for those risks which are 
transferrable. It requires the optimization of risk 
and the cost of dealing with risk 
vi. Risk is the exposure of the organisation to a 
undefined outcome of a series of events 
vi. Risk Management is made up of functions 
which cover pure, physical, financial, 
operational and business risk. It should 
comprise every single aspect of risk that can 
have an impact on a company and its 
stakeholders 
vii. Risk is any real or perceived exposure an 
organisation has. It can be financial or 
physical 
vii. Risk Management is the actions and process 
an organisation puts in place to mitigate risks 
as well as the plans (responses) in place if one 
of those risks occur 
viii. Risk can originate from a lack of resources, 
IT, legal or business continuity related. 
viii. Risk management can be outsourced or in-
house. It requires identification, managing and 
mitigating of risk through a series of actions. It 
can be everything from large Macro risks all 
the way to micro level risks within the 
organisation. It require proactively managing 
negative risk 
ix. Risks inform the risk management process 
as to what needs to be attended to. It is an 
uncertainty which is part of an organisational 
process  
ix. Institutionalization of a process to ensure that 
management is not caught unawares or by 
surprise. Risk management provides comfort 
that risk is known, mitigation measures are in 
place to address risk  
x. Risks are opportunities and threats which 
each and every company should identify so 
as to assist them in the management of 
those effects that can become a Black 
Swans.   
x. The process of identification, control and 
transfer of risk in a cycle. 
Source: Author Derived  
 
Many of the responses depicted in Table 14 were (loosely) aligned with that of the 
Standard. Interestingly however, there was no consensus or set definition which was 
shared amongst the respondents. Based on the varied responses received from the 
respondents, it can be concluded that the term „risk‟ and „risk management‟ is not clearly 
defined in the organisation and/or interpreted in the same way by respondents. 
Respondents each presented a unique perspective on risk management but no one was 
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able to recite an organisational/international standard which the organisation uses for 
designing, implementing or managing risk. 
 
The respondents elaborated comprehensively on the term “Risk” and “Risk 
Management” but generally described Aon‟s risk management as pragmatic or 
“piecemeal”. Respondents alluded to the fact that risks are not actively managed, on a 
pre-emptive basis, but rather on a reactive basis. Based on the disparity between the 
various respondents‟ views on risk management, it can be concluded that risk is not 
managed with the assistance and understanding of theoretical knowledge but is in fact 
based on practical knowledge of each individual only. The lack of theoretical knowledge 
is indicative of a lack of risk management formalisation and thus further substantiates 
the fact that risk management is not designed, implemented and maintained, based on 
intuitive knowledge. 
 
Barring the majority of senior executives, 82% of the respondents agreed that Aon does 
not have any form of formal risk management in place. They provided sufficient 
evidence to support the fact that Aon‟s approach to risk and risk management is mostly 
on an ad-hoc basis. The evidence provided by respondents includes, but is not limited to 
a lack of dedicated risk management processes or framework, lack of formal risk 
management policy, lack of leadership buy-in, and an overall lack of principles which 
govern the successful integration of risk management into the culture of the 
organisation. Figure 22 illustrates the interpretation of the respondents‟ feedback 
regarding the knowledge base used for risk management efforts within the organisation.  
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Source: Author Derived 
 
Figure 22 depicts that 18% of respondents provided some evidence of theoretical based 
risk management. The latter can mostly be attributed to legal or financial areas of risk 
management. The remaining 82% only offered submissions that were in line with the 
use of practical knowledge to manage risks. The empirical data supports a distinctly 
“practical” approach to managing risks. Further evidence is also apparent in the overall 
lack of risk management maturity identified by respondents. 
 
6.4. THE RISK MANAGEMENT PROCESS 
The risk management process, as described by the Standard was discussed in detail in 
Chapter Three. Figure 23 provides the analysis of respondent data around the risk 
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management process and illustrates the summary of risk management activities 
performed by the organisation. Each respondent was required to discuss elements of 
risk management process within the organisation and where possible, provide evidence 
of such activities. The data is depicted as follows. 
 
Figure 23: Risk Management Process Data 
Source: Author Derived 
 
Figure 23 illustrates that 18% of respondents identified formal risk identification efforts 
within the organisation but was limited to a basic legal and regulatory process which 
required employees to submit risks to the compliance department that may result in 
Professional Indemnity claims mainly due to employee errors and omission. The only 
other form of risk identification noted by respondents included a high level “Risk Log” 
which formed part of the strategic project management activities. The project 
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management activities are limited to the executive level and do not extend to the rest of 
the organisation. The respondents did not provide evidence of any other form of formal 
risk identification and it can be concluded that no formal risk management identification 
takes place in the organisation. 
 
Further to the above, Figure 23 also indicates that only 9% of respondents believed that 
there was a formal analysis of risks, and not one respondent felt that risks were 
evaluated sufficiently/at all. The latter indicates a poor level of risk assessment within 
the organisation and can be related to the lack of risk assessment tools and techniques 
employed by the organisation. This also corresponds with the lack of respondents who 
were able to provide verifiable tools and techniques used to assess risk in the 
organisation. Towards the end of Chapter Six, Figure 34 depicts the identified tools and 
techniques for managing risks that only 36% of respondents could identify. Based on the 
techniques employed, it can be concluded that risk is seldom assessed by the 
organisation.  
 
Figure 23 also indicates that 73% of respondents agreed that the organisation practiced 
effective risk treatment practices. The respondents further agreed that the treatment of 
risks are mainly on an ad-hoc basis which implies that although risks are addressed as 
and when they arise, there are little/no preventative measures put in place to pre-empt 
the realisation of risks. As the organisation becomes aware of a risk, resources are 
focussed on managing that risk. One respondent‟s comment illustrates the point as 
follows, “there are no smoke detectors in place to manage our risks, we are directed to 
159 
 
 
put out the fires when they happen, but when they do happen, we take out all the stops 
to make sure it gets extinguished quickly and effectively”. The reason for this 
phenomenon is the lack of risk identification and assessment activities.  
 
Without proper risk identification and assessment, the organisation is “blind” until a risk 
arises. Respondents did express concern regarding the impact of more than one risk 
materialising at the same time and the ability of available resources to address both 
risks concurrently. It can be concluded that the importance of one risk would supersede 
another but without proper assessment of risks the organisation in unlikely to be able to 
determine the importance of risks which need to be addressed first. 
 
Another component illustrated by figure 23 is that only 27% of respondents concurred 
that senior and middle management communicated and consulted with the employees 
on risk management actions or future risk-related endeavours. The 27% comprises 
mostly of executive respondents which were of the opinion that risk management 
maturity of the organisation were of a defined level. The rest of the respondents felt that 
the organisation did not communicate and consult with employees which is why a basic 
level of risk management maturity prevailed.  
 
Not one respondent provided evidence of proper risk management monitoring and 
review. Once risks were addressed, no additional monitor or review was carried out. The 
respondents agreed that no “autopsy” of realised risks were completed because it 
demanded time and resources that could be spent on “business matters” and 
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addressing other risks. No “lessons learnt” were documented and it was also not an 
immediate requirement of the organisation. 
 
The risk maturity rating of the organisation discussed in the previous section reflects the 
data illustrated in figure 23. An organisation with a mature risk management rating would 
exhibit evidence of increased activities for each of the process components.  Overall, the 
organisation exhibited a lack of risk management process activities. An analysis of the 
risk management framework and principles revealed a similar trend as described in the 
risk management process. Both are relatively non-existent and mostly informal. 
 
6.5. RISK MANAGEMENT MATURITY 
In order to establish the appropriate risk management methodology it is necessary to 
determine the current maturity of risk management within the organisation. Figure 24 
represents a chart which illustrates the respondents‟ rating of Aon‟s risk management 
maturity.  
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Figure 24: Respondent Maturity Rating 
 
Source: Author Derived  
 
Figure 24 illustrates that 82% of respondents concluded that Aon‟s risk management 
maturity is basic or informal. The majority of the respondents that make up the 82% are 
Business Unit Leaders (MBL‟s) and members of the Management Committee. The 
remaining 18% also includes a minority of middle management members but there is a 
significant group of mostly executive respondents which feel that Aon has a defined risk 
management maturity. This situation signifies that there may be a disparity between 
senior management and the rest of the organisation‟s view of the effectiveness of the 
risk management efforts within the organisation. Aon has gone passed the initial stages 
of risk management development but is mostly representative of risk management 
efforts that are “basic”, the respondents that expressed this level of maturity also 
experienced significantly more frustration with business operations than those that rated 
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it as “defined”. Not one respondent rated the risk management maturity of the 
organisation higher than “Defined”. Both “Operational” and “Advanced” levels of Maturity 
were not evident in the discussions around formal risk management efforts within the 
organisation. 
 
The average maturity rating of Aon‟s risk management practices, as rated by the 
respondents, is largely informal and not yet defined. In order to confirm the maturity 
rating reflected by respondents a list of risk management maturity characteristics were 
compared to the organisation‟s risk management characteristics. Each characteristic in 
Table 15 represents a basic or informal approach to risk management and its relation to 
the organisation.  
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Table 15: Risk Management Maturity 
Basic Risk Management Maturity Rating 
i. The board receives informal updates on corporate risks, 
typically focussed on compliance and regulatory filing 
requirements. 
Match 
ii. The management of risks is seen by the board as the 
responsibility of corporate and divisional management. 
No Match – Initial 
(responsibility is not 
assigned) 
iii. Resources are assigned to risk management on a part-time 
basis, without formal responsibility for developing and 
managing the ERM framework. 
Match 
iv. ERM activities tend to be ad-hoc, reactive and uncoordinated. Match 
 
v. Employee risk management roles and responsibilities are 
informally defined and not well communicated. 
Match 
 
vi. Employees do not understand the need and/or benefit of risk 
management. 
Match 
vii. A bottom-up internal risk profile is sometimes communicated 
and developed upward in the organisation to demonstrate 
point-in-time effectiveness of risk management processes. 
The information is informally referenced during strategy and 
policy decisions. 
No Match – Initial (A 
risk profile has never 
been developed) 
viii. Communication of risk information is sporadic and largely 
reactionary, often prompted by significant events or near 
misses. 
Match 
ix. Little integration between risk management activities and 
strategic decisions at business unit and organisational levels 
resulting in inconsistent use of risk based decision making. 
No Match – Initial (No 
integration with 
strategy and objective) 
x. Qualitative analysis is used to evaluate risk in the absence of 
quantitative tools and capabilities. 
Match 
xi. Business units and the organisation focus on the identification 
and management of day-to-day risks, often reacting to issues 
that materialize. 
Match 
xii. Risk management focuses on problem identification and 
mitigation. 
No Match – Initial (Risk 
management 
identification informal 
only) 
Source: Author Derived 
 
Each characteristic has been rated on a two point scale according to its similarity to one 
or more of the characteristics identified by respondents. Each characteristic is rated 
either as “Match” or “No Match”. A “Match” indicates that the organisation reflects the 
characteristic in one or more ways. A “No Match” rating indicates that the organisation 
does not reflect the characteristic and also provides the appropriate maturity level based 
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on the evidence.  Based on Table 15, it can be concluded that the organisation presents 
a mostly basic risk management maturity. In as many as four of the characteristics 
however, the respondents indicated that risk management has not progressed passed 
the initial stage of maturity.  
 
When the organisational characteristics were compared to the more advanced maturity 
levels of risk management, it can be concluded that the organisation is still far from 
achieving an advanced or even an operational risk management maturity. The empirical 
data confirms that the process of risk management is thus largely ad-hoc and risks are 
treated as and when they occur. 
 
6.5.1. EVIDENCE OF A SILO MENTALITY 
In Aon, respondents indicated that business areas are managed independently, budgets 
are independent and performances (financial or otherwise) are measured independently. 
Respondents indicated that, historically, this segregated approach has been in effect for 
several years now in order to simplify budgets and spread costs evenly throughout the 
organisation. Essentially, each business area is managed as if it were a separate rent 
paying entity within the larger whole.  
 
The effect of the above has led to 82% of respondents confirming evidence of a distinct 
“Silo Mentality” throughout the organisation. Figure 25 illustrates the silo approach of 
each of the business areas. 
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Figure 25: Individual Silos of Business Areas 
 
Source: Author Derived 
 
Respondents indicated that each business area focussed primarily internally instead of 
focussing on the growth and development of the organisation as a whole. Respondents 
also indicated that business areas are more likely to focus on short term gains and 
financial targets than establish a mutually beneficial or synergistic relationship which will 
benefit the company as a whole.  Further reports included the fact that business units 
and divisions act independently from one another and compete for resources in an 
unhealthy way. The impact of this unsustainable approach on the organisations is that 
synergy cannot be achieved because efforts are duplicated and innovation is stifled. 
People cannot co-operate effectively and large clients are lost due to individual 
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departments being isolated and/or territorial. This creates a situation where 
management are disillusioned and unable to affect any changes. 
 
6.5.2. EVIDENCE OF ISOLATED INSTANCES OF RISK MANAGEMENT 
Given the lack of defined risk management activities it is important to note instances of 
isolated risk management activities identified by respondents. Risks are more likely to 
be evaluated on an executive, on a per project basis for “major” new projects. The 
management of risks are carried out in accordance with best practice project 
management principles, rather than specific risk management principles. This does not 
however extend into the entire business mainly due to a lack of knowledgeable 
resources but also because it is not viewed as a requirement for the business.  
 
Respondents indicated that the existing Director of Human Resources for Africa 
Operations is also the project manager appointed to manage and track all new initiatives 
at senior level. A “Risk Log” is compiled and managed alongside project deliverables. A 
standard risk log and accompanying risk matrices provide key tools for evaluating risk 
during key projects. According to the respondents, a (Financial) risk appetite is also 
defined by the executive committee on a per project basis.  
 
Projects are measured on a Return on Investment ratio (ROI) which means that if a 
project‟s ROI does not meet the required minimum criteria the project will be altered, 
postponed or cancelled completely. Respondents identified ROI as a key factor for all 
new initiatives and indicated that risk initiatives would be evaluated against its ability to 
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add value and generate monetary savings or losses. As mentioned above, this approach 
is limited to strategic projects only and does not extend into operations. 
 
6.5.3. EVIDENCE OF A LACK OF RISK MANAGEMENT ACTIVITES WHICH 
DRIVE STRATEGY AND OBJECTIVES 
Another key feature of the research was how the respondents viewed risk management 
and its relation to the strategy, objectives and activities of the organisation. Figure 26 
illustrates the importance of risk management to respondents versus the actual state of 
risk management integration into strategies, objectives and activities. 
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Figure 26: Importance of Risk Management vs. Actual Integration of Risk 
Management 
Source: Author Derived 
 
As indicated by Figure 26, the respondents all expressed the importance of risk 
management integration into strategy, objectives and activities. Only 18% of the 
respondents were convinced that risk management was integrated with organisational 
strategy. Further evidence suggests that a little as 9% indicated that risk management 
was integrated with objectives and 36% provided evidence of risk management activities 
which are integrated with organisational processes and activities. By its very definition a 
risk should relate to its effects of uncertainty on objectives, but based on the evidence 
presented in Figure 26, this is not the case. 
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A majority of Respondents indicated that they were mostly unaware of any risk 
management activities at strategic level and confirmed that risk management was not 
featured at management committees unless a specific issue demanded it. More than 
half of respondents (55%) argued that risk management is not aligned to strategy and 
objectives mainly because there was no defined strategy to align risk management 
strategy with. In this case a distinct lack of strategy (or lack of strategy awareness) can 
be attributed to a lack of effective risk management process and activities which identify 
risks based on strategy and objectives, and ultimately communicate and monitor the 
progress of the organisation.  
 
One of the major concerns arising from respondents, around risk management, is the 
fear that it will “lock down” key resources and slow business processes thus causing the 
organisation to fail in its efforts to be successful. Senior respondents cited the latter as 
the primary reason for limiting the formalization and maturity of risk management. Up to 
64% of respondents indicated that it would “create additional, and unnecessary work for 
employees” which could lead to more delays and loss of valuable resources. 
Nevertheless, the respondents concurred that a balance is required which incorporates 
both a business focus and risk management techniques. 
 
6.5.4. EVIDENCE OF A LACK OF RISK MANAGEMENT CUSTOMIZATION  
Respondents indicated that Aon receives direction and support from the group on 
specific minimum standards for governance, compliance and risk. At the same time 
respondents indicated that the global approach has proved insufficient and/or frustrating 
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considering the differences in local and global risks and risk management practices. 
Respondents identified several benefits in establishing and maintaining global 
conformity in managing group risks but expressed a requirement for local country 
managers to be able to tailor key components of their risk management approach. The 
latter will ensure that the organisation is able to manage and mitigate local strategic and 
operational exposures, as well as global exposures. Currently however, there was no 
evidence of risk management customization. The majority of formal risk management 
activities currently practiced by the organisation are those which are prescribed by the 
group. 
 
Respondents further indicated that developed markets require a different strategy to that 
of emerging markets partially due to the nature and sophistication of the risk in the 
industry. A risk management strategy of a developed market may constrain a subsidiary 
in a developing market. Conversely, a developing market‟s approach will not address 
the industry conditions and emerging risks in a developed market. Respondents agreed 
that there is a need for balance between local requirements and global standards in 
order to deliver a global product/service customized to local requirements. 
 
6.5.5. EVIDENCE OF A LACK OF COMMON STRATEGY AND FAILURE TO 
ACHIEVE OBJECTIVES 
According to respondents there is a lack of common strategy and objectives amongst 
business areas. Recent history suggests that it is not cost effective to attack competitors 
on price and yet the current model revolves around securing business at the lowest 
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possible cost to the client. Respondents confirmed that any available competitive 
advantage which Aon held until recently has likely been eroded by now. There is a 
requirement for the organisation to define and communicate a clear strategy and in 
doing so, differentiate itself from competitors. Risk needs to relate to objectives and 
objectives need to be based on the strategy but initially, the strategy needs to be well 
defined and clear to everyone. Risk appetite cannot be defined without a strategy to 
measure the effectiveness of risk management efforts. 
 
Respondents indicated that many leaders in the organisation are also short sighted in 
their approach to risk management and aim to limit immediate losses instead of looking 
for long term gains. Clients are pressuring the organisation to match competitor pricing 
which is not sustainable to Aon‟s business model.  
 
6.5.6. EVIDENCE OF A LACK OF STRATEGIC ALIGNMENT AND RISK 
MANAGEMENT EFFORTS 
Respondents cited the main reason for employing risk management efforts in the 
organisation is to ensure errors and omissions are reduced or eliminated. At the same 
time, respondents also reported a major inconsistency between the direction of current 
strategic initiatives and the results achieved by operational activities. The reason for this 
was attributed to a lack of effective risk management activities. The respondents 
provided a basic cause and effect analysis of the current strategic alignment and lack of 
risk management efforts in the organisation.  Figure 27 illustrates the effect of the 
organisation‟s efforts to be more competitive. 
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Figure 27: A Risk Management Perspective: The Cause and Effect of Decisions 
 
Source: Author Derived (2011) 
 
Based on Figure 27 it can be concluded that the initial cause of errors and omissions 
arises from the businesses efforts to become more competitive. In order to become 
more competitive the organisation has instituted price reductions on new and existing 
business. Due to a lack of risk management activities the effects of short term decisions 
are leading to long term damage to the organisation. The effect, which is far removed 
from the original cause, is serious damage to Aon‟s reputation. As a financial services 
organisation, Aon‟s reputation is its only true asset and differentiator other than its 
human capital. The damage to reputation in turn leads to further pressure on the 
business and the cycle in renewed once more. 
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6.5.7. EVIDENCE OF A REACTIVE APPROACH TO RISK MANAGEMENT 
Respondents agreed that risk is dealt with in an appropriate and effective manner once 
identified within the organisation. Whether this ad-hoc approach to risk has been 
effective stands to reason, but it is likely, given the growth and development of the 
organisation, that this approach will not be sustainable. Due to recent year-on-year 
acquisitions Aon still operates several unconsolidated financial, HR support and 
information technology systems which run independent of each other. Information is 
duplicated and very often not compatible with each other. Many processes are still 
lacking or lagging, and the cost of implementing a risk management framework is 
viewed as expensive and time-consuming. 
  
6.6. RISK MANAGEMENT RESPONSIBILITY 
Figure 28 illustrates who respondents think is responsible for risk management in the 
organisation, as well as whom the respondents think should be responsible for risk 
management   in the organisation. According to Figure 28, the respondents are mostly 
unsure who is directly responsible for risk management within Aon. 
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Figure 28: Risk Management Responsibility 
Source: Author Derived 
 
Based on Figure 28, 36% of the respondents felt that risk management responsibility 
should reside with the legal and/or financial functions of the organisation because this is 
where risk has “traditionally” been managed by the organisation. 73% preferred that the 
CEO or CFO be in charge of risk management and only 18% indicated that this was 
currently the case. 45% of respondents concurred that risk management responsibility 
should reside with line management because they are closer to the origination of risk. 
Finally, only 18% of respondents felt that risk management responsibility should reside 
with the Board or Operational Staff respectively. Respondents believed that no 
responsibility for risk management currently resided with The Board of Directors, Line 
Managers or Operational Staff. 
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Only 18% of the respondents indicated that risk management has to be managed across 
the entire organisation and the responsibility should reside with each and every 
employee. Respondents highlighted recent developments in organisational risk 
management which have however led to the separation of this role and development of 
the risk champion which drives risk management within the organisation. They 
concurred that a risk champion is a key requirement of an organisation with an 
advanced or mature risk management program. The next sub-section reviews the areas 
of risk management responsibility from the respondent‟s perspective. 
 
6.6.1. RISK MANAGEMENT AT BOARD LEVEL 
Respondents noted that over and above the involvement of the employees and 
management of the organisation, the board needs to play a considerable part in the risk 
management of the organisation. In accordance with the Standard, the Board of 
Directors has to play an integral part in designing and monitoring risk management 
throughout the organisation. The respondents made it evident that both executive 
directors and non-executive directors need to be actively involved with maintaining the 
risk management actions of the organisation.  
 
The Board is held accountable for the actions of the organisation and directors can be 
held directly liable for the organisations errors and omissions. This is partly why the 
board members view errors and omissions as the primary risk to the organisation, plainly 
because they can be held accountable in their personal capacity. Further to the above it 
was suggested that non-executive directors should take charge of the risk management 
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oversight responsibility at board level. By the nature of their roles as non-executive 
directors they have a limited involvement in the organisation but carry the same amount 
of liability as other directors. Executive directors are more involved in day to day 
activities of the business and have the ability to influence and highlight only the good of 
the business.  
 
Respondents indicated that the limited involvement of non-executive directors in the 
daily activities of the organisation places them at a severe disadvantage and exposes 
them to personal liability if something goes awry. Traditionally, non-executive directors 
are viewed as the custodians of corporate governance and as independent evaluators of 
the organisation they should also ensure that “good” risk management are in effect. Risk 
oversight and responsibility is a key component of the risk management framework and 
should be properly embedded within the board of directors set of responsibilities.  
 
6.6.2. FORMALISATION OF RISK MANAGEMENT RESPONSIBILITY 
The respondents revealed that the responsibility of developing the risk function will be 
taken on by the incumbent executive risk manager of a recent acquisition because of his 
experience and knowledge of risk management is a similar organisation in the industry. 
The primary task at hand has been identified as the formalisation of the current risk 
management activities into specific, structured and auditable process which can enable 
the business rather than constrain growth initiatives. The respondents revealed that the 
plans for risk management formalisation are due to be implemented over the course of 
the next 24 months. Given the latter statement many respondents still agreed that the 
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responsibility for risk management should be shared by the CEO and the CFO 
respectively. 
 
6.6.3. THE CEO AS A MANAGER OF RISK 
A select number of respondents, including the CEO indicated that the overall risk 
management responsibility currently lies with, and should remain with the Chief 
Executive Officer. Respondents concurred that the overall responsibility should remain 
with the CEO because this is where the accountability for managing and directing the 
business remains. These respondents concluded that “he/she who drives the 
organisation should also be made responsible for managing its risks. Other respondents 
indicated that the responsibility is incorrectly placed on the CEO because it is very 
difficult for the him/her to get intimately involved with the finer details of the risk 
management process while also performing his/her day to day strategic functions. A 
CEO, by definition, has to manage risk and ensure good risk management but, due to 
the demands placed on the CEO by the organisation, he/she has a limited impact and 
influence on operational risk manages efforts. The effect of the latter is that respondents 
felt that risk management was neglected when placed in the hands of the CEO. 
 
6.6.4. THE CFO AS A MANAGER OF RISK 
Respondents also argued that the Chief Financial Officer (CFO) should be the custodian 
of risk management within the organisation. The CFO was traditionally viewed as the 
stalwart for risk management. Unfortunately the CFO has similar constraints as the 
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CEO, they include financial duties which leave little time for designing and implementing 
an effective risk management program. Furthermore, respondents did not think the CFO 
should be in charge of risk management because it is likely that the audit function will 
report into the CFO and it would negate the validity of the risk management process. A 
minority of respondents concurred that risk and audit should be separated in order to 
ensure the auditability of the risk management program. 
 
6.7. ORGANISATIONAL COMMUNICATION, INTEGRATION AND SYNERGY 
Table 16 provides a matrix of the identified business areas within the organisation. It 
depicts the link between the frequency of communication between the business areas 
and the synergy between the divisions. The information depicted on the right side of the 
table refers to the communication between business areas and the information depicted 
on the left hand side depicts the corresponding synergy between business areas. The 
information is depicted below. 
Table 16: Inter-Organisational Interaction and Synergies 
 Large 
Market 
Specialty Risk 
Consulting 
QED Public 
Sector 
Healthcare 
Large 
Market 
 Monthly Monthly None Limited None 
Specialty Major  Monthly None Limited None 
Risk 
Consulting 
Major Major  Limited Monthly None 
QED None None Limited  None None 
Public 
Sector 
Limited Limited Major None  None 
Healthcare None None None None None  
Source: Author Derived 
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Table 16 depicts a direct correlation between the amount of interaction between two 
business areas and the potential synergy which can be reached. The sample group 
reported that there are no clear communication channels for risk. This means that risk is 
generally communicated informally to executive management via informal formal risk 
management communication channels. The effect is that risk information is not 
communicated through hierarchical levels, across divisions or business units, and 
knowledge cannot be pooled to identify synergies and cost efficiencies.  
 
The sample group agreed that effective risk communication channels is a key risk 
management tool which will assist with business processes and enhance the ability of 
individual units to identify, evaluate and address their immediate risks. Figure 29 below 
illustrates the effectiveness of risk communication both from a Bottom-Up perspective as 
well as Top-Down. The penetration of information, relating to risks and risk management 
issues, up and down the organisation are depicted as follows. 
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Figure 29: Effectiveness of Risk Communication at Various Levels of the 
Organisation 
 
Source: Author Derived 
 
Based on an average estimate, Figure 29 illustrates that only a third of the risks 
available for identification are actually identified by operational staff. Of the 33.3% which 
were identified only half are reported to managers and business leaders. Middle 
management in turn only reports 33% of the risks to senior management. The reasons 
for the lack of penetration, by risk information, through organisation level includes, but is 
not limited to, the fear of disciplinary action due to errors and omission by staff, lack of 
risk awareness, lack of risk culture and the fact that many individuals feel that they have 
manage risk by themselves without additional input from management. According to 
Figure 29 this means that only 16.65% of the risks originally identified by operations are 
actually brought to the attention of Senior Management within the organisation. 
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Figure 29 also illustrates that respondents also agreed that 90% of risks reported to 
senior management are discussed at the top level. The latter is important because risks 
are not identified by top management because top management are not involved at an 
operational level. The ability for top management to identify risks, other than strategic 
risks, is limited. Top management can only set the trend and advise on the treatment of 
risk.  
 
Further to the above approximately half of the risks discussed by senior management 
are reported to middle management to advise the way forward. Middle management 
respondents argued that less than 50% are communicated to them while senior 
management argued that more than 50% were communicated to middle management. 
At an operational level only a third of the information provided to middle management 
are communicated to employees. The reason for the lack of penetration, of risk 
information, down the organisation include, but are not limited to, the lack of faith in 
employees‟ ability to keep information confidential, lack of employees‟ ability to manage 
or deal with risks, danger of competitors learning of risk or opportunities which could 
result in loss of competitive advantage or market share, lack of transparency by 
executive management and lack of existing communication channels between 
organisational levels. Coincidently, the latter implies that only 16.65% of information 
discussed by senior management is actually discussed with operational employees. 
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The effect of the penetration of information, both Bottom-Up and Top-Down, is that for 
every risk identified by operations, less than two are brought to the attention of senior 
management. In turn, for every ten risks discussed and addressed by senior 
management less than two are discussed with operational staff. This creates a major 
problem for executives because the existing lack of risk identification is intensified 
further by the lack of penetration of risk information to different hierarchical levels in the 
organisation.  
 
6.7.1. EFFECTIVE RISK MANAGEMENT COMMUNICATION 
The CEO intimated that one of his single biggest challenges is to ensure that “bad news” 
(problems and issues that negatively affect the organisation) escalates to top 
management as quick as possible. Management will often find issues which employees 
have neglected to report and communicate effectively, or that information about risks 
takes too long to reach the appropriate level at which it can be properly addressed. 
Furthermore the CEO was of the opinion that a successful company is defined by its 
ability to filter “bad news” to the top as quickly as possible thus ensuring an open and 
honest environment.  
 
Compared to an organisation with effective risk communication and identification, Aon 
would take ten times longer to identify the same amount of risks. Furthermore, the 
proper approach or directive to manage the reported risks would not be communicated 
to operations effectively and would be limited.  Aon‟s ineffective communication system 
is characterized by unidentified risks, the lack of addressed risks and delays caused by 
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the lack of penetrating risk information. The sample group reported that there are no 
clear communication channels for risk. There are no formal risk management 
communication channels and risk is generally communicated informally to executive 
management, both from a top down perspective as well as a bottom up approach. The 
effect is that risk information is not communicated across divisions or business units and 
knowledge cannot be pooled. The sample group agreed that clear communication 
channels is a key risk management tool which will assist with business processes and 
enhance the ability of individual units to identify, evaluate and address their immediate 
risks.  
 
A number of the senior executives did not agree with the majority of respondents and 
were of the opinion that risks and risk management is communicated effectively in Aon. 
There is a discrepancy between middle and senior management views on risk 
management communication which needs to be addressed. Senior members did 
confirm that the nature of the risk determines the communication lines, extent of the 
communication and actions required. This implies that executives are of the opinion that 
certain risk cannot and should not be communicated across the entire organisation. This 
may be because information is sensitive and could lead to a disadvantage if competitors 
were to learn of it or it could reflect poorly on the organisation and damage its reputation 
with new and existing clients. 
 
There is good cause for editing the vital information which are shared with employees 
but communication channels still need to be effective to ensure that risk information can 
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be communicated periodically to all parties concerned. Management will often find 
issues which employees have neglected to report and communicate effectively or the 
information takes too long to reach the appropriate level at which it can be properly 
addressed. One result of poor communication of risk and risk related issues include a 
Silo Mentality or disjointed and independent business areas.  
 
6.8. BUSINESS ENVIRONMENTAL RISKS 
6.8.1. MACRO ENVIRONMENTAL FACTORS 
Respondents were required to rate the Macro Factors which will/has exhibit(ed) 
increased levels of uncertainty towards the organisation, both in recent times and in the 
months to come. Figure 30 illustrates the summary of each respondents main area of 
uncertainty and is depicted as follows, 
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Figure 30: Macro Environmental Risks 
 
Source: Author Derived 
 
Figure 30 indicates that the respondents concurred that the economic downturn (91%) 
coinciding with an increasingly demanding legal and regulatory environment (72%) has 
had the greatest effect on the organisations risk management efforts over recent times. 
This sentiment corresponds with the latest global opinion that the interrelated effects of 
economic pressures are the number one risk to organisations around the world.  The 
financial industry (like many other industries in South Africa) has become dominated by 
the regulator and the repercussions on recent legislative changes have not yet been 
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tested. Respondents identified new and onerous responsibilities which form the new 
regulatory environment in the form of the CPA, NCA, FICA and FAIS acts. 
 
Respondents also identified political risk (55%) as a key exposure which could have 
major implications in the medium to long term activities of the organisation. One 
example included the proposed nationalisation of mining in South Africa by the African 
National Congress Youth League (ANCYL) which has created some concerned factions 
among global investors and the local private sector. It was noted that one of South 
Africa‟s neighbouring states, Zimbabwe, followed a similar route which subsequently led 
to the complete collapse of the economy and erosion of trade and industry. A similar 
trend in South Africa could have disastrous effects on the future prospects of the 
economy and other industry sectors. 
 
The final macro factor which respondents identified was the impact of technology (64%) 
on the organisation. Technology today has changed the way people think, communicate, 
bank and interact with one another, why would it not change the way an organisation 
manages risk or the way client purchase risk and insurance management services. 
Technology is a catalyst for a number of competitive forces and may be a determining 
factor when organisations establish efficiencies and operational effectiveness. Social 
media was a major concern and opportunity to executive respondents, and many 
respondents indicated that a social media strategy would be a key component of future 
business endeavours but felt that there were significant risks associated with social 
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media that would have to be interrogated before a social media campaign was 
launched. 
 
Respondents noted the importance of social (18%) impacts but did not attach the same 
value to the latter because they viewed it as a concern for Corporate Social 
Responsibility (CSR). They felt that the other Macro factors present a more imminent 
threat to the long term viability of the organisation. Ecological impacts were also 
identified by respondents but did not believe it would impact the organisation in any way 
(0%). Subsequent to the review on the Macro Factors, respondents also provided 
feedback on the Industry forces which affect the organisation. 
 
6.8.2. INDUSTRY FORCES 
There were three distinct Industry factors that respondents identified repeatedly. 
Competitor‟s (Direct and Indirect) threat of substitute products, customers buying power, 
and supplier power, were deemed by respondents as the major forces driving 
competition and competitive efforts in the industry. The forces are vital to developing 
strategy and designing an appropriate risk management system which can manage the 
risk from the external environment. Figure 31 depicts the importance of industry forces 
based on the respondents‟ submission.  
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Figure 31: Industry Forces 
 
Source: Author Derived 
 
Figure 31 depicts the competitive efforts and the threat of substitute products by 
competitors, as the factor which influences current risk management efforts the most. 
Respondents identified Alexander Forbes, Willis and Marsh as competitors who are 
introducing new products and services that are (perceived) superior to Aon‟s products 
and service in both price and quality. The latter is followed by the supplier selling power 
of insurers. Respondents indicated that insurers play a huge role in the competitiveness 
of the industry. There are limited insurers in the market which creates a limited capacity. 
Due to high demand, insurers have the ability to influence the price of insurance which 
are provided to customers. Customer buying power further effect the intensity of 
competition in the organisation, respondents stated that customers are “demanding and 
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informed” which means that they required increased services at lower costs or are likely 
to move business to competitors. Only 10% of respondents thought that there was any 
real threat of new entrants to the industry. A potential new competitor was identified in 
the form of JLT but respondents believed that it would be difficult to enter the South 
African Market as a new competitor given the intense rivalry amongst existing 
competition. Finally, no one identified any complimentors that would spike the level of 
rivalry amongst competitors.  
 
6.8.2.1. CURRENT MARKET CONDITIONS REQUIRE A LONG TERM 
APPROACH 
Respondents also agreed that the organisation requires specific risk management 
processes, structures and principles to operate under and achieve a profit. This goes 
beyond the code of conduct. It requires a hands-on approach to ensure that business is 
sustainable as well as profitable. A profitable business that cannot be sustained is 
contra to stakeholder expectations. This is why proper risk management is necessary to 
guide employees in choosing long term sustainability over short term profitability. 
Effective risk management is a way for an organisation to adopt a long term approach. 
Figure 32 compares Aon‟s current strategic focus to the present and future industry foci. 
Respondents each elaborated on the current industry outlook versus that of future 
requirements for sustainability for the organisation and the industry respectively.  
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Figure 32: Industry Focus 
 
Source: Author Derived 
 
Based on Figure 32 it can be concluded that Aon‟s current approach is short term 
profitability. This view of short term profitability is prominent in the current industry 
environment. The current industry approach reflects Aon‟s position however 
respondents did not believe that it was as profitable, nor did they believe that it was 
sustainable in the long run. Senior respondents provided a convincing argument towards 
the long term sustainability and approach of the organisation but only 27% of 
respondents believed that the current approach would in fact be sustainable. 
Respondents concurred that the future industry approach would ensure both long term 
sustainability and profitability to satisfy stakeholder‟s needs.  
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Market and global pressures have lead several competitors to adopt a price cutting 
strategy in order secure business with the intention of improving the margin over time. 
Clients have also caught on to the fact that competition is fierce for new business 
amongst service providers and subsequently, business is put out to tender more often 
as part of the client‟s cost cutting initiatives. The effects from this situation, coupled with 
the shrinking insurance markets, are that client, competitor and supplier forces are 
intense within the immediate industry environment.  
 
6.8.2.2. COST AND QUALITY OF SERVICES 
Respondents provided an interesting comparison of current trends in the industry 
concerning the cost and quality of services that clients expect. Respondents indicated 
that there was a perception in the insurance industry that the cost of services (as an 
insurance broker) could be reduced due to the intangibility and nature of the service. 
Furthermore, respondents agreed that this trend did not appear to be consistent across 
other industries sectors such auditing, legal and medicine. By way of example, if a 
construction firm was mandated to build a high rise building it would quote on the cost of 
the labour and materials in order to complete the project. If the client requested a 
reduction in the price of constructing the building the construction company would have 
to lower the quality of the labour and materials or its margins. If the margin remains 
constant, a lower priced product can be provided, but at the cost of reduced quality.  
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Based on the research data Figure 33 illustrates how the cost of service compares to 
the client‟s expectation for quality of service over the initial four years of an awarded 
tender, as well as the subsequent tenders (4 years per tender). 
 
Figure 33: Cost of Service vs. Quality of Service 
 
Source: Author Derived 
 
Figure 33 illustrates how the clients expectation, both for cost and quality of services 
across four tender periods. Initially the cost and quality of services are closely related 
(The best service at the best price), however as time moves on the client expects an 
increased quality of services at a reduced cost. After the first four years of Tender One, 
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the client expects a slightly reduced price with an equal increase in quality of service. As 
different competitors bid for tenders, an increased quality is promised at a reduced cost 
in order to secure new business for a particular organisation. Eventually after Tender 
Three, the quality of service far exceeds the cost and organisations are forced to 
operate at a loss if they want to retain/secure the business. By the end of Tender Four, 
the broker is effectively “paying” the client to retain the business. Such is the nature of 
the tender process and client expectation as described by the respondents. 
 
Respondents also indicated that Aon can provide a low cost service to a client but it will 
demand a lower quality of service given the same constraints in time and margin. 
Alternatively the organisation can provide an increased quality of service but it will have 
a direct increase in the cost of service. This example implies that the organisation needs 
to ensure that strategy drives the quality and price of services. Stated differently, the 
organisation needs to have a keen sense of its risk management appetite to ensure that 
risks remain within acceptable and tolerable levels. This means that the prevailing risks 
drive strategy but at the same time your strategy will also drive the type of risk you are 
willing to accept and tolerate. In this way risk is closely linked with the strategy, 
objectives and activities of the organisation. One should support the other to the benefit 
(value) of the organisation. If risk is managed properly, the strategy will be closer to 
realisation. 
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6.9. VALUE OF A RISK MANAGEMENT METHODOLOGY 
Respondents were required to indicate if they concurred that there is value in risk 
management to the organisation and all its stakeholders. The sample group all felt 
strongly that there is much value in risk management especially as a long term solution. 
Strong leadership is required in order to implement appropriate strategy or plan which 
will guide the business activities while also ensuring that the associated risk are 
managed properly. Respondents felt that if Aon is more selective in choosing its 
business it will be able to improve margins.  
 
The executive respondents indicated that risk was addressed as a separate item at 
Board level, but the discussion is generally limited to the Professional Indemnity 
exposures of the organisation. Risk issues are only raised as and when they occur. The 
majority of the respondents agreed that Aon‟s Professional Indemnity (PI) exposure, and 
the potential claims which arise from such exposures, were the single largest risk to the 
organisation while operating under the current financial market and industry conditions. 
According to respondents, PI exposures are caused by employees making an 
error/omission while providing a service to a client, which results (directly/indirectly) in a 
loss to that client. The client would be able to claim against Aon for the loss suffered. 
Respondents advised that effective risk management should limit both the severity of 
claims as well as the likelihood of occurrence. 
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6.10. CONTROL AND RESPONSE MECHANISMS 
The respondents further agreed that controls are required in order to limit risks. With the 
exception of a list of PI exposures compiled quarterly by the compliance team, 
respondents did not provide any legitimate control mechanisms employed by the 
organisation. A recent (ineffective) control cited by respondents and employed by the 
organisation included the limitation of liability contract for errors and omissions arising 
from clients. Based on local legislation however, this is an ineffective control which is 
likely to have no effect on a legitimate claim in South Africa.  
 
One response mechanism was also identified by respondents in the form of risk transfer. 
Respondents intimidated to the fact that major risks are mitigated by a “large” insurance 
policy carried by Aon Corporation on a global level. The insurance policy will respond to 
any legitimate claims which may arise from local operations. Respondents did not 
foresee that an insurance claim may be repudiated or that a risk would arise which is not 
covered by the insurance policy. Interestingly, only two respondents identified the root 
cause of such PI exposures as a component of poor risk management. Here is a distinct 
lack of control and response mechanism in place to address risk appropriately. 
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6.11. TOOLS AND TECHNIQUES FOR RISK ASSESSMENT 
According to Figure 34, respondents mainly identified an annual SWOT analysis as the 
main tool/techniques used to identify and evaluate risks. Weaknesses and threats are 
compared to opportunities and strengths in order to determine the strategic direction of 
the organisation. No formal risk assessment technique is currently employed by the 
organisation. 
 
Figure 34: Risk Assessment Tools and Techniques 
 
 Source: Author Derived 
 
Respondents identified several additional tools and techniques which could be used to 
evaluate risk in the organisation but these were very seldom employed over and above 
the SWOT analysis. The respondents that identified the techniques employed within the 
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organisation indicated that scenario analysis is used for at least 10% of identified risk, 
but mainly at annual executive meetings or emergency strategy sessions. The remaining 
90% of risk analysis is done via a (annual) SWOT analysis, which is also accompanied 
by a cost benefit analysis 50% of the time. Figure 32 further illustrates that Aon does not 
have an effective risk register in place; the closest component to a formal risk register is 
the compliance register of current and potential error and omission claims. This register 
does not evaluate or rate risks, it suffices purely as a tool for identifying errors and 
omissions. 
 
6.12. ORGANISATIONAL FEARS OF RISK MANAGEMENT 
Many respondents expressed a fear for implementing a formal risk management 
approach throughout the organisation. There is a fear that risk management will not add 
value to current products and services thereby “bogging down the business”. There is 
also a fear that risk management would consume time and resources, which are already 
scarce, without actually generating revenue for the organisation.  
 
Based on these fears, respondents concurred that risk management was historically 
viewed primarily as a function of insurance and were happy for it to remain there. 
Respondents feared that formal risk management processes and procedures would 
impose additional “red tape” which would delay decision making and increase 
administration. This would be especially true if risk management was driven by 
compliance and regulatory efforts.  
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Many organisations only give lip service to statutory requirements and the effect is that 
risk management activities fail to add sufficient value to business process. This is more 
prominent in larger listed entities and probably one of the main reasons why risk 
management is not embedded into smaller organisations. Before risk management can 
move beyond insurance and across the entire business it needs to become part of 
operations, strategy and core business activities. Management are unlikely to adopt any 
new activity or process unless it is prescribed by law or will add a significant value to the 
organisation.  
 
6.13. SUMMARY 
In this chapter the research results were summarized and findings presented. The risk 
management maturity was presented based on the respondent feedback.  The 
responsibility for risk management in the organisation was identified and the principle 
reason for risk management was discussed. Evidence of a Silo Mentality and ad hoc risk 
management activities were also presented and further evidence of an informal risk 
management structure was provided. Finally the factors that drive risk management 
from an internal and external context were reviewed and the value of risk management 
to respondents were described.  
 
Chapter Seven deliberates the merits of each of the risk management components in 
terms of the results discussed and suggests specific recommendations which can be 
used to design an appropriate risk management methodology. 
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CHAPTER SEVEN 
7. RECOMMENDATIONS, IMPLICATIONS AND THE RESEARCH CONCLUSION  
7.1. INTRODUCTION 
Chapter Six presented the detailed research findings regarding the state of risk 
management in Aon. Evidence of the current risk management approach and activities 
where discussed and the importance of key components of risk management to 
respondents were reviewed. The risk management maturity of the organisation was also 
presented and included evidence of respondent views on risk management in the 
organisation. The respondents all agreed that there is value in risk management. When 
divisions and business units compete (even indirectly) in a way that is not conducive to 
enhancing the position of the organisation as a whole, there is no room for synergies or 
pooling of resources.  
 
In this Chapter, recommendations are made based on the research findings presented. 
Risk management needs to be driven from the top, but implemented from the bottom up. 
This means that dedicated line and staff functions are required in order to ensure proper 
communication at all levels. Different levels of risk require different levels of decision 
making, controls and response mechanisms.  Risk management is the perfect vehicle to 
implement and maintain a cohesive approach to enhanced service delivery to clients. A 
risk management culture which is embraced across the entire organisation can lead to 
long term benefits and savings. Unfortunately some individuals in the organisation are 
short sighted in their approach to risk management and aim to limit immediate losses 
instead of achieving long term sustainability. An effective risk management program will 
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enable the business to focus on achieving objectives, which will enhance the firm‟s 
capability to realise its strategy. The implications and benefits of the research are also 
reviewed towards the end of Chapter Seven and finally, the study is concluded with a 
review of possible avenues of future research. 
 
7.2. RECOMMENDATIONS 
In order to recommend a sound risk management methodology which will support 
strategy, objectives and activities, specific recommendations are made based on the 
results in Chapter Six. These recommendations follow the structure of the questionnaire 
and are not prioritized or ranked in order of importance. The “how” of the 
implementations of the recommendations provides an opportunity for further research. 
 
7.2.1. ESTABLISH A COMMON UNDERSTANDING  
It is recommended that the organisation develop a common understanding of “risk” and 
“risk management”. This will ensure that risk is identified and addressed in a 
homogenous way across the enterprise.  
 
7.2.2. DESIGN AND DISTRIBUTE A RISK MANAGEMENT POLICY   
In order to formalize risk management in the organisation, a risk management reference 
document is required. A formal communication and/or or policy document which reflects 
the organisation‟s definition and understanding around the theory of risk management 
will assist with the formalisation of risk management. The risk management policy 
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describes each of the components of risk management. This document, normally 
represented by a risk management policy document, must be freely available and 
updated as often as possible. A risk management policy which designates authority, 
responsibility and separate risk management bodies to drive, implement and address 
risk management issues becomes a key component of a formal risk management 
capability. The risk management policy should be based on the ISO 31000 International 
Standard, and can incorporate pre-agreed definitions on risk, risk management and the 
various risk management components within the organisation. Risk Management terms 
and definitions has to be customized to match the organisations requirements and 
objectives for risk management. 
 
The latter will ensure a general consensus and understanding among managers and 
employees on the terms and definitions of risk, and generate “buy-in” from employees. 
Employees at all levels of the organisation need to be made part of the risk 
management policy design and implementation process. The risk management policy 
has to incorporate the formal process (identification, analysis, treatment, communication 
and monitoring), framework and principles as prescribed by ISO 31000 to ensure 
effective risk management is in place. A definitive approach to the risk management 
process, principles and framework will ensure that risk management is becomes a part 
of daily operational, tactical and strategic organisational activities. The policy also needs 
to describe the architecture in which risk management has to take place in order to 
develop a common understanding among the employees around managing risk 
appropriately throughout the organisation. 
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7.2.3. DESIGN AND DISTRIBUTE A RISK MANAGEMENT IMPLEMENTATION 
GUIDE 
The policy is simply a means of creating a formalized approach to risk management, it 
does not establish risk management in itself. The entire organisation has to be well 
versed in the details of the risk management policy in order to develop a solid theoretical 
understanding of what risk management entails. Once the policy is well and truly 
understood by constituent, a guide based on the practical implementation of the risk 
management policy can be adopted. The guide should assist individuals with details of 
how to incorporate risk management into day to day activities as well as the manner in 
which it can be implemented by the organisation. It should cover the aspects of risk 
management implementation and the on-going risk management of the organisation. It 
is up to senior management to ensure that the reason for adopting a formal risk 
management approach is continuously communicated to the entire organisation. The 
long term benefits have to be highlighted and should take precedence over short term 
objectives of individuals. In order to develop a culture of sustainability and risk 
awareness, each person in the organisation must be involved with designing and 
implementing the risk management policy and implementation guide.  
 
In order for risk management to become a business enabler, it has to be entrenched 
within the organisations strategy, objectives and activities. This means that it has to 
become an integral part of the culture and daily activities of each employee. Everyone 
203 
 
 
needs to know what risk management incorporates, how it should be implemented and 
maintained and most importantly, why it is necessary to the individuals and the 
organisation. The policy needs to be based on risk management theory whereas the 
guide needs to be as practical as possible to ensure that risks are managed intuitively. 
The policy and guide for risk management needs to be communicated as much as 
possible in order to establish a culture and positive approach to risk and risk 
management. Together, the risk management policy and implementation guide will 
provide a common understand of the theory and practice risk management in the 
organisation, thus formalising the process, principles and framework of risk 
management once and for all. 
 
7.2.4. CONDUCT AN ANNUAL RISK MANAGEMENT MATURITY REVIEW 
Based on the overall informal or basic risk management maturity of the organisation it is 
recommended that the organisation be evaluated at least annually in order to measure 
the progress and development of risk management efforts in the organisation. In order 
to realise the benefits of risk management, the organisation has to strive to reach an 
advanced risk management maturity. The development of each of the nine hallmarks of 
risk management will ensure that the organisation gradually improves its risk 
management maturity.  
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7.2.5. DEVELOP A SUSTAINABLE APPROACH TO RISK MANAGEMENT 
An organisation needs to adopt a defined risk management framework, process, 
strategy and principles to supplement its organisational strategy. This approach will 
ensure long term sustainability and combat the market forces wailing in on its business.  
Stakeholders require value from business activities and risk management is not exempt 
from this requirement. If, for example, risk management can add significant value to 
client services, this may lead to a competitive advantage. The competitive advantage 
may differentiate the organisation to the client and/or create efficiencies that lower 
internal cost structures. The effects of the latter will increase Aon‟s market share and/or 
profit margins, ultimately improving its reputation, and ability to manage emerging risk 
and emerging/unforeseen environmental forces. This is the up-side of risk management 
and ultimately leads to long term sustainability. 
 
7.2.6. ENSURE THAT RISK MANAGEMENT SUPPORTS STRATEGY 
It is evident from company correspondence and documentation that senior leaders 
locally and globally are attempting to adopt or pursue a differentiation strategy. Based 
on this strategy, the risk management process should be aligned with organisation 
objectives and strategy, thus ensuring the realising of the strategy and generating 
sustainability. The respondent data reflected that Aon does not align risk management 
to strategy, objectives and activities. It is important to note that the executive 
respondents concurred that risk determines strategy and strategy drives your approach 
to risk management. This means that if risks are managed more effectively, an 
organisation will inevitably be able to hone its strategy and objectives with increasing 
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precision. New business projects have to be evaluated on a cost vs. income basis to 
align with the overall strategy of the organisation.  
 
7.2.7. DEFINE THE RISK APPETITE OF THE ORGANISATION 
Another problem which arises from an unclear strategy is that the appetite for risk 
cannot be defined. Aon‟s appetite for risk is fragmented at best. There is no formal risk 
management appetite. A key component of defining the risk appetite for Aon is the 
client‟s expectation, if Aon promotes differentiated services, then the client will measure 
Aon on its capabilities and the value it can add to the client organisation. Conversely, if 
Aon promotes a low cost service, then the client will measure Aon on the cost of its 
service, as oppose to the value it will add to the client‟s organisation. This further 
strengthens the argument that an organisation should identify its target market and 
focus its strategy accordingly, otherwise it is likely to face intense competition such as 
the competition currently experienced by market players. 
 
By establishing an overall risk appetite for each organisational activity, or more 
specifically the levels of uncertainty each stakeholder is willing to accept, the 
organisation can ensure that risk is kept within tolerance levels. Risk management can 
provide a clear line of sight between activities and organisational levels by incorporating 
input from all organisational stakeholders. Together the Risk Appetite, Risk Capacity 
and Risk Tolerance levels each provide a clear view of the on-going/potential risks the 
organisation faces, thereby also enabling management to make informed decisions 
based on sound risk management principles. It is therefore crucial to implement and 
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embed risk management throughout the entire organisation to successfully manage the 
effect of uncertainty on organisational objectives. 
 
7.2.8. ENSURE THAT RISK MANAGEMENT ENABLES BUSINESS GROWTH 
AND DEVELOPMENT 
One of the key features of the research was how risk management relates to the 
strategy, objectives and activities of the organisation. Ideally, Risk management should 
generate efficiencies and opportunities within the business without slowing down or 
hampering the current performance of activities. Effective risk management activities will 
ensure that synergies are established thus adding value to processes and eliminating 
duplication of work. Risk management has to support business activities in a way which 
enables business growth and development. 
 
7.2.9. EMPOWER EACH EMPLOYEE TO TAKE RESPONSIBILITY FOR 
MANAGING RISK IN THE ORGANISATION 
According to Best Practice, each manager and employee must be made responsible for 
his/her own risks; currently individual key performance indicators do not include risk 
management. This means that an individual‟s performance is based primarily on 
business growth and retention, and does not include any measure of risk management. 
This measure of performance is intrinsically flawed and short sighted at best. As one 
respondent indicated, it is fairly easy to gain short term business growth and margin 
over two or three years but it is not sustainable in the long run. Risk management is in 
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essence a long term approach to strengthening the sustainability of the organisation. It 
is up to each and every employee to take charge of their immediate risks and ensure 
good risk management practices within each team, business unit, division and the 
organisation as a whole.  
 
Each Business unit is setup independently to maintain its own profit margins within the 
organisation. A number of these business unit heads, which were interviewed, thought 
that too much responsibility is placed on them. The central issue around this paradigm is 
that each unit is measured on margin alone and not on additional factors like effective 
risk management. This approach only satisfies short term objectives and promotes 
intense rivalry amongst business units.  
 
The effect is that there is a lack of consistency among employee‟s approach to risk 
management and indicates that risk management is not evaluated properly at this level. 
Risk management practices are not shared amongst account managers and the effect is 
that risk islands or silos are created. This supports the fact that Aon South Africa is still 
relatively immature in terms of its risk management efforts. To improve the organisations 
risk management maturity, the organisation has to enable each and every employee (at 
all levels of the organisation) to take charge of managing his/her risks, this will ensure 
that the speed and accuracy of risk management is greatly improved.  
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7.2.10. DEVELOP A FORMAL RISK MANAGEMENT METHODOLOGY 
It is evident from the results that risk management is not formalized within Aon. This 
means that there is no process, framework or architecture in place to support a 
formalized risk management system. Each person should see his responsibility for risk 
management as if he was the sole proprietor of the business. The benefit of effective 
risk management is great but the cost of not practicing risk management is even greater 
and can be catastrophic to an organisation.  
 
Risk management implemented effectively becomes an attitude and a mind-set in 
management and employees. The Risk Management portfolio no longer just covers 
insurance, compliance or financial risk, it is meant to be evident across the enterprise 
and even across the entire supply chain. Aon has the responsibility of not just managing 
its own risks but its customer‟s risks as well and that creates a responsibility to practice 
what it preaches. 
 
7.2.11. ADOPT AN ISO 31 000 APPROACH TO RISK MANAGEMENT 
In order to formalize risk management Aon has to adopt a global standard or 
international best practice for risk management. This standard can be based on any of 
the globally recognised risk management models like COSO or RIMS. It is however the 
author‟s opinion that ISO 31 000, the risk management standard would be the most 
recent, effective and applicable standard of best practice. The risk management 
standard can be customized and adapted to suit the risk management requirements of 
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the organisation. ISO 31 000 provides a framework, process and principles which the 
organisation can adopt in order to formalize its risk management capability.  
 
7.2.12. BUILD A RISK MANAGEMENT CULTURE 
It is evident from the data that there is a need for an effective risk management culture 
based on good risk management principles rather than the current rule based paradigm. 
It is interesting to note the varying approaches to risk, risk management and risk 
management implementation strategies suggested by participants. According to the 
respondents, risk management should not be a standalone function at operational level; 
it should be embedded into day-to-day activities. This means that if risk management is 
driven from the top, it needs to be visible and separate from all other functions in order 
to create clear accountability and lines of authority. The situation needs to change as we 
move to through the organisation to the middle and lower hierarchal levels.  
 
Middle management has to adopt an approach which satisfies both the operational 
needs of the organisation as well as the strategic requirements of the executive team. 
This means that they have to ensure that the majority of risk management processes 
and activities are in line with the risk management framework and architectural design 
imposed by top management. The individuals operating at this level of the organisation 
have to rely on the identification and communication activities at operational level to be 
effective in raising risk and opportunities. The middle management team has be able to 
identify additional risks within their immediate teams, analyse and evaluate reported 
risks from operational level, address risks that are within their scope of management 
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authority and communicate the remaining risks to senior management in cases where 
the risk (opportunity and threats) has a high impact and/or probability of affecting the 
organisation, positively or negatively. 
 
At an operational level, risk management has to be such an integral part of daily 
activities that it is simply viewed as “part of business”. Even though risk management 
should be implemented top-down it also needs to be made a priority at an operational 
level to ensure a complete enterprise effort is achieved. Risk management has to be 
entrenched through training and development activities to ensure that risk identification 
and communication is prominent at this level of the organisation. At senior or top 
management level, risk identification does not feature as prominently as the lower 
hierarchal levels of the organisation. This is because senior management tend to be 
absorbed in “paper wars” as one respondent noted. Generally, the top management 
team are far removed from operational activities and rely heavily on middle management 
information to drive the organisation. This is also true for risk management; risk 
champions at various levels in the organisation report the most prominent risks to senior 
management for further evaluation and advice on how to address the risks.  
 
The final step, which is an afterthought to most senior management teams, is the 
communication back down to the operational level on how to address and communicate 
a similar risk going forward. Many times senior management get so involved with 
managing the risk that they forget where it originated from in the first place. The risk 
management process or cycle is key to an effective risk management system but as per 
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the above it is evident that different components are more prominent at different levels 
of the organisation. The one part of the process which is however prominent at all levels 
is the communication of risk and risk management issues. We can equate this situation 
of the organisation with that of a human body. The top management is the brain of the 
human body and it provides the direction and strategic thinking required to function in 
society (industry). Risk information is the synapses carrying information throughout the 
body, and the hands and feet are the operations which carry out the brain‟s thoughts 
and ideas.  
 
Without the constant flow of risk information up and down the spine of the organisation it 
is likely that the brain will not be aware of the actions and activities of the hands and 
feet. The faster this occurs the quicker the brain will be able to change its mind or direct 
the hands and feet differently. If the synapses are slow and ineffective the hands and 
feet will get injured because they were not directed in time. 
 
Employees also need to be educated in basic risk management skills required for their 
daily activities. Primarily, formal training is required to enable an employee to identify 
risks within his/her immediate risk exposure. Secondly, the employee has to be able to 
analyse his/her own immediate risks in order to determine which risks need to be 
reported up the hierarchy and which risks can be addressed immediately. Thirdly, 
employees have to be able to implement and maintain the required control and 
responses, designed by themselves and/or prescribed by the organisation. A good risk 
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management program needs to address both the “big picture” as well as the detail of an 
organisation.  
 
This means that risks needs to be addressed at an appropriate level based on its likely 
impact on the organisation. An effective risk management culture will have the specific 
principles and characteristics discussed in the literature review. This will create an 
environment where the fear of reporting a risk is dispelled and the right amount of risk 
information is communicated timeously to senior management. 
 
7.2.13. BUILD AN ORGANISATION BASED ON RISK MANAGEMENT 
PRINCIPLES  
A clear strategy needs to be implemented throughout the organisation before risk 
management can be designed and implemented affectively. The risk management 
strategy has to support the organisational strategy and vice versa. Risks need to align to 
strategies, objectives and activities. This can be achieved by incorporating risk 
management activities into strategy and operations. Each strategy, objective and activity 
needs to be evaluated in terms of its risk and managed according to the risk 
management process. By managing the risks, the activities will be carried out 
successfully which will lead to objectives being realised and ultimately move the 
organisation in the desired direction based on its strategy. 
 
Clients are more likely to appoint a service provider which practices good risk 
management because they know that their interest will be protected. If risk is not 
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managed properly within the service provider (Aon) then there is a high probability that 
the clients‟ risks will also be neglected or mismanaged. A major exposure is inevitable if 
risk management is not taken seriously. As described in the previous chapter risk 
oversight should be assigned to the non-executive directors via a board represented risk 
committee. This will ensure that risk oversight and risk management functions are well 
represented at all levels. 
 
Respondents concurred, the single most important part of implementing a successful 
risk management program is a culture which supports and promotes good risk 
management practices. Currently, as one respondent indicated, Aon is a rule based 
organisation. This implies that Aon employees and managers are prescribed a set of 
rules by legal and/or finance in the form of compliance protocols and anything goes as 
long as it falls within the said framework.  A distinct paradigm shift towards a principle 
based organisation is required in order to generate an effective risk aware culture. An 
organisation which adopts a culture based on good risk management principles is far 
more likely to succeed in the prevailing business environment by identifying emerging 
risks and opportunities ahead of competitors. 
  
7.2.14. ADOPT AN INTEGRATED AND INTUITIVE APPROACH TO RISK 
MANAGEMENT 
Risk is meant to be managed intuitively, by incorporating the scientific and practical 
knowledge; only then will the organisation be able to implement an effective risk 
management program which will address risk in the most effective way. Risk 
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management needs to be based on scientific knowledge, in this case best practice 
documents customized to Aon needs (ISO 31 000), and practical knowledge which is 
the experience of the managers and employees. Together this will ensure that risk is 
managed intuitively. Intuitive risk management practices are vital to developing a value 
adding capability. It will require a detailed framework and customized process for 
managing risk based on scientific theory and knowledge, as well as the years of 
experience of the individuals within the organisation in managing business risks. If risk is 
not managed intuitively risk management will not act as a business enabler. If risk 
management is based solely on scientific knowledge it will be viewed as a pure 
compliance function which only increases administrative responsibility and employees 
tend to only pay lip service to risk management. On the other hand, if only practical 
knowledge-based risk management is performed within the organisation then risk can 
never be formalised and risk management can be skewed to the individual‟s views and 
requirements.  
 
It is evident from the research data that Aon is heavily invested in practical risk 
management knowledge. Interestingly, respondents noted that the recent acquisition 
company had an overly theoretical risk management approach. Based on the above, 
Aon would be able to reap considerable benefits if it can merge the risk management 
essence of the acquisition organisation with that of the existing company. This will 
ensure that risk management is based on sound best practice and standards as well as 
practical and customized experience of the individuals in the organisation.  
 
215 
 
 
7.2.15. IDENTIFY AND INCORPORATE RISK MANAGEMENT TOOLS AND 
TECHNIQUES 
Appropriate tools and techniques for risk assessment needs to be established and 
implemented by departments and divisions in order to ensure risk is managed 
effectively. ISO 31010 provide a number of useful tools and techniques for the 
assessment of risks. The primary tool which needs to be adopted by the organisation is 
the risk register. It will enable the organisation to identify, analyse and evaluate risks as 
well as assign responsibilities and treatments for risk. 
 
The risk register will enable the organisation to log identified risks in a structured 
manner. Risks can be evaluated and assigned to individuals to ensure that controls and 
responses are put in place. The risk register is a unique tool which assists an 
organisation to register various risks in predefined risk categories. This will enable 
proper segregation of risks and allow the organisation to investigate specific areas 
where risks are more prominent than others.  
 
Each of the organisational risk categories listed above is likely to house several risks. 
The risks identified within each category can be registered. The risk register further 
allows the organisation to evaluate and rate the identified risks in terms of probability 
and likelihood based on defined organisational probability and impact parameters. It is 
an effective tool for ranking risks in order of importance and assigning appropriate 
control and response mechanisms to a specific risk. 
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A proper risk register will also ensure the organisation to measure the difference 
between the inherent risk and residual risk rating. A risk needs to be mitigated effectively 
in order to fall within the organisations risk appetite. The risk register also serves as a 
tool for assigning responsibilities, authorities and review dates for individual risks. As 
mentioned in the literature review, the risk register is best suited as an interdepartmental 
tool for managing organisational risks, this means that risk can be recorded across the 
entire enterprise and evaluated homogeneously.  
 
Another technique vital to risk management, which was identified by employees, was 
scenario planning. Scenario planning can enable the organisation to simulate several 
possible outcomes to a specific event and in doing so identify risk and opportunities 
which may arise from each outcome. The organisation can then ensure that there are 
sufficient control and response mechanisms in place to mitigate the effects of the 
various outcomes and allow the organisation to capitalize on the opportunities.  
 
It is not feasible or economically viable to plan different scenarios for each risk on the 
risk register. An actuarial analysis can be performed on several of the insurable risks in 
order to quantify the ranges and potential likelihood of occurrence and/ severity for 
insurable risks. Specific stochastic modelling can be performed on various risk 
management structures to identify the various limits and deductibles which will be within 
the clients insurable risk appetite. Unfortunately not all risks can be quantified or 
modelled this way and an actuarial analysis and statistical review would be required in 
order to refine additional risk quantification methods. 
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It is therefore prudent to run scenarios on the risks that will have the greatest effect on 
the organisation. Risks, positive or negative, which will have a major or catastrophic 
impact, will generally be viewed by the board of Directors and need to be a specific 
agenda point. The Board of Directors are ultimately held responsible and have a duty to 
shareholders and other stakeholders to manage organisational risk to the best of their 
ability. This is one of the key responsibilities of a director and generally sits squarely on 
the shoulders of the CEO or CFO as we have found in Aon‟s case.  
 
7.2.16. CONSTRUCT A RISK MANAGEMENT ARCHITECTURE WHICH CAN 
SUPPORT THE BUSINESS IN REACHING THEIR OBJECTIVES 
Based on the research data it is evident that the risk management function should be 
implemented across the entire organisation, as a supporting staff function, especially in 
areas where line management are ill equipped or lack the resources to implement and 
manage the risks of the organisation. The data further alluded to the fact that risk 
management would not be supported by employees if it was not integrated as part of 
day to day activities. Even so, a fully integrated risk management system would draw a 
great deal of time and effort from both managers and employees that would otherwise 
be spent on business operation. It is therefore recommended that a hybrid approach is 
adopted in this case.  
 
Figure 35 illustrates a Risk Management Hierarchy (RMH) which should be integrated 
with the existing organisational structures, but where knowledge and resource are 
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insufficient, a staff function would have to support the line management and operations. 
The single biggest challenge to an organisation is the fact that risk management cannot 
be employed separately (people will see it as a compliance issue as apposed to driving 
value out of risk management), it must be an integral part of the business‟s day to day 
activities. The data further supports the notion that management are more likely to 
require risk champions to support them in managing organisational risk whilst risk 
management at an operational level would have to be integrated into existing 
performance parameters.     
 
Figure 35: Risk Management Hierarchy 
Source: Author Derived  
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and every individual is responsible for his/her risk management. In situations where a 
business unit head is a good risk manager he/she should continue and report into the 
new risk management structure. Conversely, If an individual in not deemed to be a good 
risk manager a staff risk manager is required to assist the line manager with his/her 
responsibilities. 
 
An important component of the risk management framework, as prescribed by the 
standard, is the key oversight responsibilities of the Board of Directors. Without the 
support and buy-in of the board of directors the risk management process in unlikely to 
have any significant impact on operations. Respondents noted that senior management 
buy-in was key in establishing a proper risk management regime and without said buy-in 
any risk management efforts are unlikely to hold any water with the rest of the 
organisation. To re-iterate the data, risk management has to be driven from the top by 
senior management and supported whole heartedly by operations for risk management 
to start adding value across the enterprise. 
 
The old adage of the carrot and stick would be applicable to ensure the initial roll-out is 
effective. This would require that employees are made responsible for managing 
organisational risks and are measured by their success and failure to manage risk and 
opportunity. Risk Management has to be measured on an employee‟s Key Performance 
Indicators at least annually. Generally, business units are measured on maintaining and 
growing the business, this may lead to short term gains but can have serious long term 
consequences if not addressed soon. Senior management appears to be driving the 
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business on a differentiating strategy and measure business units on cost savings and 
business growth. The problem arises when services are provided to new and existing 
clients, less time is spent on existing clients and services are offered at below cost to 
new clients in order to secure business. This means that the differentiating strategy is 
never realised and a strategy of low cost prevails.  
 
In an industry where a low cost strategy is one adopted by most competitors, the 
business environment becomes highly competitive and customer, competitor and 
supplier market forces are extremely strong. Employees need to be measured on both 
business growth and more important their ability to add value to the organisation and 
clients. Aon is in the business of managing client risk and employees have to be 
measured by their ability to effectively manage client risks. Teams, Business Unit‟s and 
divisions need to be measured on their risk management efforts as well as their income 
generating efforts. It is the author‟s opinion that if teams are measured on both business 
generating efforts, as well as risk management efforts, the long term benefits are likely 
to far outmatch the short term gains. So called cross-selling of services will be improved 
and income will automatically be increased. As mentioned in the previous chapter, risk 
management practices should support existing activities and enhance value to the whole 
organisation. 
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7.2.17. DEVELOP A CONSTANT FLOW OF RISK INFORMATION AND 
COMMUNICATION THROUGHOUT THE ORGANISATION 
Ideally risks should be addressed at ground level, and then cascaded upwards to the 
appropriate level based on its impact on the organisation and/or complexity of the risk. 
Risk management needs to be driven from the top but implemented from the bottom up. 
Different levels of risk require different levels of decision making, controls and response 
mechanisms. If an effective flow of (risk) information is developed, the organisation will 
experience an increase in the speed and effectiveness of information, flowing up and 
down the organisation. This will also ensure that identified risks are addressed quickly 
and effectively thereby establishing a holistic approach to risk management. 
 
This approach will ensure that (1) management and the executive team are not 
overloaded with risk information, (2) risks are dealt with immediately and at the 
appropriate level, (3) larger risks that could cause significant harm to the organisation 
are quickly filtered up and brought to management‟s attention. According to the CEO, 
one of the biggest challenges in an organisation of this size is ensuring that risks 
(exposures) are reported to the senior team as soon as possible. An effective risk 
management system will be able to support management by providing accurate 
information on a regular basis. 
 
Effective monitoring and communication of risk information is a key component of the 
prescribed risk management framework and process. If implemented effectively, it is 
likely to provide the required information to the executive team and thus speed up key 
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decision making. It is also important to remember that risk communication is two way 
street and management has the opportunity to advise the business on how to treat 
similar risk going forward as well as any risk management improvements which are 
required. 
 
7.3. IMPLEMENTATION BARRIERS TO ADOPTING A RISK MANAGEMENT 
METHODOLOGY IN AON 
One of the major barriers to successfully implementing a risk management methodology 
is achieving “buy-in” from the entire organisation. Without the executive and board “buy-
in” it is unlikely that a risk manager will be able to get any support from the organisation. 
In order to ensure the support of senior individuals, it is important to ensure that senior 
individuals communicate their support of the risk management initiative to the rest of the 
organisation. Furthermore, senior management “buy-in” alone is not enough and the rest 
of the organisation has to be incentivised to adopt a risk management approach in their 
daily activities in order to develop a culture that supports risk management. The risk 
culture is one which follows good risk management principles instead of prescribed rules 
and regulations. Risk management “buy-in” is essential from day one. 
 
The second barrier to implementing risk management is finding the resources which will 
support risk management; it takes a considerable amount of time, money and effort from 
employees to affect a formal risk management capability which adds value to 
operations. Although a risk champion has been identified to lead this initiative it is likely 
that the organisation will require a risk champion in each division which can support and 
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facilitate risk management development and maintenance in the organisation. A formal 
risk management function with dedicated resources and budget will ensure that risk 
management receives the attention it deserves.  
 
The third barrier is that there is no proper risk oversight at Board level, currently there is 
no definitive risk management body which reports the risk management progress and 
activities directly to the board. Part of the formalisation of the risk management process 
will have to include a body which reviews and adapts the risk management framework to 
the requirements of the organisation. This body will ensure that progress and issues are 
reported throughout the organisation and to relevant stakeholders 
 
The fourth barrier in establishing proper risk management in Aon will be getting each 
business function to get involved with cross functional risk identification, synergies and 
dependencies. Many divisions view themselves independently from the group and are 
seldom interested in merging capabilities with other departments. Formal cross-
functional meetings and forums have to be established to enable a constant flow of 
communication between business areas. Business areas need to be part of the overall 
risk management process and identify risk interdependencies. This will ensure continuity 
and increase both efficiencies and synergies when dealing with uncertainty. 
 
The fifth and final barrier to successfully implementing risk management in Aon is 
educating individuals on risk management. The majority of people in Aon view risk 
management as insurance and many do not understand the concept of “enterprise” risk 
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management. The risk management policy will go a long way in establishing a baseline 
and common understanding of risk management amongst individuals. Risk Management 
workshops and training will be vital in ensuring a basic understanding of the 
fundamental principles, framework and process of risk management. Documents such 
as the risk management standard could be distributed and risk champions evaluated on 
an annual basis. Each barrier, if not addressed, can delay the risk management 
implementation or negate the benefits severely if not addressed immediately by the 
organisation.   
 
7.4. RISK MANAGEMENT IMPLEMENTATION PLAN 
Together, the risk management recommendations and barriers to implementation 
provide a unique and customized risk management development and implementation 
plan. If Aon follows each of the recommendations and manages the barriers effectively, 
it will potentially result in a risk management methodology which supports strategy, 
objectives and activities. It will ensure long term sustainability and enable the business 
to develop competitive advantages based on lower cost structures of increased value or 
capability of products and services. 
 
7.5. RESEARCH CONCLUSION  
The problem the researcher faced is that risk management is not entrenched in Aon‟s 
strategies, objectives, operations and activities. The primary objective of the research 
was to identify, customize and recommend a sound methodology which can be used to 
implement risk management as a business enabler throughout Aon.  
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Based on primary research objectives, the following secondary objectives where 
established: 
 
 The history and development of risk management was reviewed and emerging 
trends were identified. 
 Best Practice for risk management principles, framework and process were identified 
and compared to the existing risk management components of the organisation. 
Evidence from the research results indicate that there is no formal risk management 
function, strategy, capability or process in place, and risks are addressed on an ad-
hoc basis. 
 The business context from which uncertainties arise was constructed and used to 
identify specific areas of uncertainty which affect Aon.  
 The current state of risk management was identified and evaluated. 
 Aon‟s current risk management practices were compared to global best practices 
and it is apparent that Aon has a basic or informal risk management maturity.  
 A custom action plan for implementation/development of risk management in the 
organisation was proposed based on the recommendations. The methodology 
supports and guides directors, managers and employees to make risk-based 
decisions when dealing with uncertainties. Whether, setting strategies and objectives 
or carrying out operations and activities, the methodology aims to ensure that risk 
management is an integral component of the entire organisation. It is will enable Aon 
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to capitalize on emerging opportunities by removing enterprise barriers that increase 
the effect of uncertainty 
 
Based on the research findings it can be concluded that a sound risk management 
methodology was in fact identified, based on best practice considerations, customized 
according to the empirical evidence presented in the research findings, and 
recommended to the organisation.  The methodology can be used to implement risk 
management as a value adding function throughout the organisation and is designed to 
support and guide directors, managers and employees to make risk-based decisions 
when dealing with uncertainties. The methodology will ensure that risks are aligned to 
objectives and form an integral component of the entire organisation.  
 
The size and complexity of the organisation demands a robust risk management 
methodology which will support the business and mitigate exposures. Good risk 
management becomes an integral part of the organisational culture and enables 
operations to reach objectives, identify emerging risks and adapt strategy to grow the 
business. It is likely that Aon will see considerable benefits if risk management is 
properly implemented as a business enabler. The primary objective of the research give 
rise to a practical way of implementing a formal risk management methodology based 
on the organisational requirements.  
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7.6. IMPLICATIONS AND BENEFITS OF THE RESEARCH  
The research has provided a risk management methodology which can be adapted to 
organisations of similar size and nature, which endeavours to ensure that risk 
management is entrenched into strategy, objectives and organisational activities. Other 
benefits include an in depth overview of each of the risk management components 
which are necessary to ensure effective risk management. When these components are 
measured in terms of their maturity, the organisation can benchmark itself against global 
leaders to determine the state of maturity of its risk management initiatives.  
 
The implications of the research include, 
 Specific practical methods of identification and evaluation of risk management 
maturity in an organisation is reviewed and discussed.  
 Specific actions and recommendations required for an increase awareness, 
development and implementation of risk management within Aon are reviewed.  
 Tools and techniques like the risk register and risk matrix are identified to assist 
with the development of the risk management process.  
 Recommendations on how to optimise risk management as a business enabler 
which also lead to an enhanced maturity rating if the organisation adopts the risk 
management methodology 
 A unique understanding of the state of risk management in a particular 
organisation and the (lack of) available risk management procedures, principles 
and framework for managing risk. 
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7.7. FUTURE RESEARCH 
Based on the methodology identified, customized and recommended in this research, a 
follow-up study using a Participatory Action Research (PAR) design could provide 
valuable insight into the implementation phase of the risk management methodology. A 
PAR approach can provide a participant perspective for implementing risk management 
in an organisation. The risk management process follows a similar methodology as PAR 
which means that a PAR approach will complement additional investigation into risk 
management. This will also enable the researcher to validate the current research 
project and identify barriers and opportunities that were not identified in this research. 
The implementation of the risk management methodology proposed in this research can 
then be measured in terms of its effectiveness. This type of research can be quantitative 
or qualitative depending on the size of the organisation at the time.  
 
Additional qualitative research into the continued effects of multiple risk management 
cycles in a particular organisation could prove interesting. Due to the nature of 
qualitative research and the fact that the study was based on a case study, the study 
was limited and specific to Aon South Africa. Future research could attempt to replicate 
the data in similar organisations operating in the same industry or compare the results in 
organisation(s) from another industry. 
 
A quantitative approach could broaden the scope of the study in the form of survey 
research to measure risk management components/maturity in several organisations. 
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Another avenue which can form part of future research efforts can be a risk maturity 
assessment of several South African organisations in a specific industry or across 
several industries. The former can be compared to the current research or an inter-
industry comparison of risk management maturity can be compiled. A risk maturity index 
of local enterprises will be valuable to the local industry to measure them against best 
practice. Specific elements of ISO 31000 can be used to measure the maturity of 
organisation.  
 
Another option includes comparing the risk management requirements of KING III to that 
of the Standard in order to measure the effectiveness of risk management initiatives in 
the form of corporate governance requirements. Finally, the researcher could compare a 
series of organisations‟ risk management approach to that of its strategy and direction. 
The link between Risk Management and Strategic Management efforts was a vital part 
of the current research and it may be a pertinent area of future research, especially 
when investigated in conjunction with several distinct strategies of a series of 
organisations. An organisation adopting a differentiating strategy may employ different 
risk management efforts than an organisation with a low cost strategy. 
 
7.8. CONCLUSION 
In Chapter Seven, the researcher provided a platform to review and compare the latest 
enterprise risk management models and emerging trends in risk management. Establish 
a context in which risk management is regarded within Aon. Understand Aon‟s risk 
management framework. Identify tools and techniques best suited for risk management 
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within Aon. Determine gaps in current the risk management model and apply best 
practices (ISO 31000) and an action plan for implementation was proposed to the 
organisation. 
 
In conclusion to the research, a unique risk management methodology was identified, 
customized and recommended for Aon South Africa. The research conclusion was 
made and the implications and benefits of the research were reviewed. Finally, the 
various options available for future research were discussed to conclude the research.  
   
Looking back at some of the events that have transpired since the commencement of 
this study, it is interesting to see how the global economies have shifted and companies 
have transformed to maintain sustainability. The events which have shaped the world as 
we know it include the on-going global recession, Ponzi schemes, US Government 
Bailouts of companies that were “too Big to Fail”, Financial Crisis in Ireland, Greece, 
Portugal and Spain, Pension Devaluations, H1N1 Flu, Iceland Volcano, BP Oil spill in 
the Gulf, Queensland Australia Floods, Piracy in the Gulf of Aden, Social Media Boom, 
New Zealand Earthquakes, 9.0 Earthquake in Japan, Tornados and Flooding in USA 
,two major product recall incidents in the automobile industry and the downgrading of 
the USA‟s credit rating. The latter further strengthens and supports the need for effective 
risk management described in this research. 
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ANNEXURE 1: INTERVIEW QUESTIONNAIRE 
All information contained in this document is confidential 
Interview Questions – Aon South Africa 
Item Interview Questions Interview Response 
Respondent Details 
A1 What position do you hold in the organisation?  
A2 How long have you been an employee at Aon?  
A3 How long have you worked in the financial services industry?  
Risk Management Questions 
1)  Provide a definition for ‘Risk’ in your business area?  
2)  Provide a definition for ‘Risk Management’ in your business area  
3)  Describe any risk management methodology employed in your business 
area. 
 
4)  Has Aon implemented any risk management practices, policies, principles 
and procedures? 
 
5)  Who is responsible for risk management within Aon South Africa?  
6)  Describe any risk management tools and techniques adopted by Aon South 
Africa. 
 
7)  Does Aon South Africa have a defined risk appetite?  
8)  Does Aon South Africa identify, analyse and evaluate risk?  
9)  Are risks addressed or treated in the organisation?  
10)  Is risk information monitored and communicated throughout the 
organisation? 
 
11)  How would you establish or strengthen a risk aware culture in the 
business? 
 
12)  Which macro-factors affect Aon South Africa?  
13)  Which industry-factors affect Aon South Aica?  
14)  Does Aon South Africa follow a risk management framework, model or 
Methodology? 
 
15)  Are there any plans for risk management improvements?  
16)  Do you believe there is value in good risk management?  
17)  Do you believe risk management can act as a business enabler or 
competitive advantage? 
 
18)  What considerations would you deem critical for ensuring effective risk 
management integration in Aon South Africa?  
 
19)  Are risk management efforts integrated with strategies, objectives and 
activities? 
 
20)  Please rate Aon’s overall risk management capability from on a scale from  
1 – 5.  (1 = Nonexistent or Poor and 5 = Excellent with well-established and 
matured processes and activities) 
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ANNEXURE 2: DATA ANALYSIS PROCESS-DECISION TREE (EMPIRICAL 
RESEARCH) 
1. Sample Criteria and Evaluation 
1.1. Evaluate respondent based on experience 
1.1.1. If respondent meets the minimum experience sample criteria: Continue Survey 
1.1.2. If respondent does not meet sample criteria: Discontinue survey 
1.2. Evaluate Position in Aon 
1.2.1. If respondent meets the appropriate organisational hierarchical sample criteria: Continue Survey 
1.2.2. If respondent does not meet sample criteria: Discontinue survey 
2. Review the history and understanding of risk management in the organisation and identify common trends 
amongst respondents.  
2.1. Identify common (mis)understandings of the term risk  and risk management  
2.2. Identify the drivers of risk management 
2.3. Identify Knowledge of risk management methodologies or frameworks. 
2.3.1. COSO 
2.3.2. RIMS 
2.3.3. ISO 31000 
2.3.4. Other 
3. Identify the Principles, Framework and Process evident throughout the organisation (empirical).  
3.1.1. Principles 
3.1.1.1. Evidence of Risk Management creates and protects value 
3.1.1.2. Evidence of Risk Management is an integral part of all organisational processes 
3.1.1.3. Evidence of Risk Management is part of decision making 
3.1.1.4. Evidence of Risk Management explicitly addresses uncertainty 
3.1.1.5. Evidence of Risk Management is systematic, structured and timely 
3.1.1.6. Evidence of Risk Management is based on the best available information 
3.1.1.7. Evidence of Risk Management is tailored 
3.1.1.8. Evidence of Risk Management takes human and cultural factors into account 
3.1.1.9. Evidence of Risk management is transparent and inclusive. 
3.1.1.10. Evidence of Risk Management is dynamic, iterative and responsive to change 
3.1.1.11. Evidence of Risk management facilitates continual improvement of the organisation 
3.1.2. Framework 
3.1.2.1. Evidence of Mandate and commitment by Board of Directors to, 
3.1.2.1.1. Design of Framework 
3.1.2.1.2. Embed Risk Management Culture 
3.1.2.1.3. Understand the organisation and its context 
3.1.2.1.4. Establish a Risk Management Policy 
3.1.2.1.5. Integrate a Framework and Process 
3.1.2.1.6. Dedicate risk management resources 
3.1.2.1.7. Monitor, Review and Improve Framework 
3.1.3. Processes 
3.1.3.1. Evidence of Establishing the context 
3.1.3.2. Evidence of Risk Assessment 
3.1.3.2.1. Evidence of Risk Identification 
3.1.3.2.2. Evidence of Risk Analysis 
3.1.3.2.3. Evidence of Risk Evaluation 
3.1.3.3. Evidence of Risk Treatment 
3.1.3.4. Evidence of Communication and Consultation 
3.1.3.5. Evidence of Monitor and Reporting 
4. Distinguish the tools and techniques best suited for risk assessment within the organisation. 
4.1. Evidence of tools and techniques used by Aon 
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4.2. Identify knowledge of risk management tools and techniques 
4.2.1. Scenario analysis 
4.2.2. Root cause analysis 
4.2.3. Risk Register 
4.2.4. Risk Matrix 
4.2.5. Other 
5. Establish both the internal and external context in which risk management is regarded by the organisation. 
5.1. Identify the internal and external factors that drive risk management in the organisation 
5.1.1. Evidence of External Factors which drive risk management 
5.1.1.1. Macro Factors 
5.1.1.1.1. Economic 
5.1.1.1.2. Political 
5.1.1.1.3. Technological 
5.1.1.1.4. Social 
5.1.1.1.5. Ecological 
5.1.1.1.6. Legal 
5.1.1.2. Industry Factors 
5.1.1.2.1. Suppliers power 
5.1.1.2.2. Customer power 
5.1.1.2.3. Complimentors 
5.1.1.2.4. Threat of new entrants 
5.1.1.2.5. Substitute products 
5.1.1.2.6. Rivalry amongst competitors 
5.1.2. Evidence of Internal Factors which drive risk management 
5.1.2.1. The risk management maturity of the organisation 
5.1.2.2. The organisational strategy  
5.1.2.3. The risk management implementation and methodology of the organisation 
6. Determine Gap between the effectiveness of Aon’s current risk management practices compared to global 
best practices. 
6.1. Compare Risk Management Maturity to Global Benchmark 
6.1.1. A move from focusing on risk avoidance and mitigation to leveraging risk and risk management 
options to extract value. 
6.1.2. Board-level commitment to ERM as a critical framework for successful decision making and for 
driving value. 
6.1.3. An ERM culture that encourages full engagement and accountability at all levels  
of the organization. 
6.1.4. A dedicated risk executive in a senior level position who drives and facilitates the ERM process. 
6.1.5. Identification of new and emerging risks using internal data as well as information from external 
providers. 
6.1.6. Use of sophisticated quantification methods to understand risk and demonstrated added value 
through risk management. 
6.1.7. Integration of financial and operational risk information into decision making. 
6.1.8. Transparency of risk communication. 
6.1.9. Engagement of all stakeholders in risk management strategy development and policy setting. 
6.2. Identify who is responsible for risk management 
6.2.1. Operational Level 
6.2.2. Middle Management or Business Unit Level 
6.2.3. Top Management level 
6.2.4. Board of Directors 
6.3. Evidence of a Defined Risk Appetite 
6.3.1. Quantitative Techniques 
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6.3.2. Qualitative Techniques 
6.4. Evidence of Risk management improvements 
6.5. Evidence of value in risk management and how it can be generated 
6.6. Evidence of risk management as a business enabler or competitive advantage 
6.7. Considerations for implementing a risk management program 
6.8. Evidence of risk management Integration into Strategies, Objectives and Activities 
6.8.1. Integration into Strategies 
6.8.2. Integration into Objectives 
6.8.3. Integration into Activities 
 
